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1.0 Introduction
1.1

Purpose of policy

This policy sets out the Trust’s approach to managing its data (personal and commercial) by
way of the Information Asset Framework and details the roles and responsibilities to maintain
the Trust’s Information Asset Register (IAR). This policy sets out the definition of the IAR as well
as the primary responsibilities of the required roles responsible to maintain the integrity of each
information asset contained within the IAR. These roles are defined as Information Asset Owner
(IAO) and Information Asset Administrator (IAA).
Having a robust process of maintaining the IAR as well as supportive, well trained Information
Asset owners provides significant benefits. It provides a common, consistent and unambiguous
understanding of what information the Trust holds, how important it is, how sensitive it is, how
accurate it is, how reliant the Trust is on it, and who is responsible for it. It helps ensure that the
Trust can use the information to operate transparently and accountably, for example; to meet
the requirements of the annual DSP (and other audits), data protection legislation, remove
duplication of software/information and to improve patient services.
The Trust uses the Information Asset Register as its Records of Processing Activities (RoPA) to
ensure we meet our Article 30 obligations of the General data Protection Regulation (GDPR).
Article 30 of the GDPR requires organisations to maintain a record of the personal data that it
processes, the Trust has extended the use of the Information Asset Register to reflect this.

1.2 Definitions
Term

Definition

IAR

Information Asset Register

IAO
IAA
GDPR
The Trust / SPFT

Information Asset Owner
Information Asset Administrator
General Data Protection Regulation
Sussex Partnership NHS Foundation Trust
Person Identifiable Data

PID
ROPA
IGSAG
DSPT

Records of Processing Activity
Information Governance and Security Assurance Group
Data Security and Protection Toolkit
Data / Disaster Recovery

DR

Business Continuity Plan

BCP

1.3 Scope of policy

The Trust holds a wealth of personal and commercially sensitive information. This information
can be in different formats and held in a variety of locations and systems. It is essential that the
Trust understands the information it holds so that we can adequately manage and protect it. To
do this, the Trust has a centralised Information Asset Register (IAR) alongside effective and
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robust governance processes and policies to ensure a secure framework of identifying
information assets and risks associated with them is managed appropriately.
When considering changes to business processes or ways of working, it is particularly important
that the Trust understands what information it holds, who is responsible for the information, the
legal basis for processing, and how it can legally be used. Having a well-documented
understanding of this allows the Trust in helping services to become more efficient in storing,
locating and retrieving information as well as complying with data protection legislation.
The Data Security and Protection Toolkit is an assessment required by NHS Digital and sets out
the National Data Guardian’s (NDG) data security standards. This is an annual assessment
where the Trust provides evidence against various assertions to demonstrate that the Trust is
working towards or meeting the NDG standards. It is important that work is undertaken routinely
by the Trust in advance of the DSPT submission process to develop a culture consistent with
good IG practice. SPFT must demonstrate it can discharge its functions effectively and in
accordance with the DSPT. This includes implementing robust arrangements to ensure that
information is used appropriately and effectively.
This Information Governance Assurance Framework will ensure that all individual aspects of the
DSPT are delivered as well as ensuring our compliance with data protection legislation and best
practice concepts such as Privacy by Design. The Information Governance Security Assurance
Group, which reports to the Executive Management Committee, will be responsible for providing
assurance about SPFT compliance with the DSPT.

1.4 Principles

Information Asset management is an integral part of continuous quality improvement, as such,
the Trust is committed to mitigating risk associated with information assets in all parts of the
Trust. Appropriate handling of information can represent a significant corporate risk, failing to
protect information properly or use it appropriately can have a damaging impact on the Trust’s
reputation with patients, customers the public or other public sector bodies.
The Information Asset Framework enables SPFT to measure compliance against the law and
central guidance, and to ensure that information is handled correctly and protected from
unauthorised access, loss, damage and destruction. Where the information asset framework
identifies risks or areas of improvement, SPFT are able to implement appropriate measures
Trust wide.
To manage this information, the Trust needs to have a central Information Asset Register,
although the register is managed and owned by the Information Governance and IT Security
Teams under the direction of the CDIO, all Information Asset Owners manage their own assets
and therein, ensure information held within the register is accurate and up to date.

1.4.1 Information Asset Owner

The key requirement is that all information assets are managed in a robust way within the work
areas and are not seen as the sole responsibility of the Information Governance, Information
Security or Digital teams.
Assurances need to be consistent and relies upon the identification of any information asset
and the responsible owner of that asset. This person will be responsible for ensuring that the
Information Asset Register contains accurate and complete details of the information asset they
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are responsible for. This is done by complying to internal audits carried out by the Information
Security and Information Governance teams on a bi annual basis.
Information Asset Owners are senior members of staff who are responsible for one or more
identified information asset(s). They are directly accountable to the SIRO and Information
Governance Steering Assurance Group (IGSAG) and must provide assurance (via the bi annual
audit) that information assets are being managed effectively in respect of the information risks
that they are responsible for.
Other responsibilities include:
•
•
•

•

•
•
•
•
•

Ensuring receipt of IAO acceptance letter and statement from the Trusts SIRO;
Ensuring that staff understand the importance of effective information governance and
receive appropriate education and training
IAOs are responsible for knowing what information comprises or is associated with the
asset, and understands the nature and justification of information flows to and from the
asset
maintaining an understanding of ‘owned’ assets and how they are used and seeking
advice from information governance subject matter experts when reviewing information
assets
ensuring that all new assets acquired are subject to a Data Privacy Impact Assessment
included (DPIA) and are added to the Information Asset Register (IAR)
understanding the Information Asset Framework Policy and associated Trust policies
around the use of information and the management of information assets
escalating risks to the Information Governance Manager and/or SIRO where appropriate
Training can be provided and all requests to access this e-learning module must be
made to IAR@sussexpartnership.nhs.uk
IAO’s are responsible for ensuring service users are informed of how their service uses
their data. They should regularly review consent processes and how they communicate
privacy notices for example; website, leaflets etc.

IAOs will ensure the confidentiality, integrity, and availability of all information that their system
creates, receives, maintains, or transmits and take the necessary action to mitigate against any
reasonably anticipated threats or hazards to the security or integrity of such information. IAOs
may nominate Information Asset Administrators.

1.4.2 Information Asset Administrator

Information Asset Administrators (IAAs) are directly accountable to the Information Asset Owner
(IAO) of the asset and must provide assurance that information assets are being managed
effectively in respect of the information asset that they ‘administer’.

IAAs will:
•
•
•

ensure that policies and procedures are followed in respect of information governance
and information asset management
recognise actual or potential security incidents and consult their IAO on incident
management. Ulysses is the Incident and Risk reporting tool used by the Trust.
ensure the confidentiality, integrity, and availability of all information that their asset
creates, receives, maintains, or transmits and protect against any reasonably anticipated
threats or hazards to the security or integrity of such information
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•
•

comply with the bi annual audit to ensure Information Asset Registers are accurate and
up to date
ensure the Data Flow Mapping information is accurate and up to date

1.4.3 What is an Information Asset

An information asset is defined as “a body of information, defined and managed as a single unit
so it can be understood, shared, protected and exploited efficiently. Information assets have
recognisable and manageable value, risk, content and lifecycles”.

1.4.4 How to Identify an Information Asset

To assess whether something is an information asset, you could ask some of the following
questions:
Financial and Operational questions:
•
•
•
•
•

does the information have a value to the organisation?
how useful is it?
will it cost money to reacquire and/or would there be legal, reputational or financial
repercussions if you couldn’t produce it on request
would it have an effect on operational efficiency if you could not access it easily?
would there be consequences of not having it?

Risk questions:
•
•
•
•
•

is there a risk associated with the information?
is there a risk of losing it?
a risk that it is not accurate?
a risk that someone may try to tamper with it?
a risk arising from inappropriate disclosure?

Asset Information (general):
•
•
•
•
•
•

does the group of information have a specific content?
do you understand what it is and what it is for?
does it include the entire context associated with the information?
does the information have a manageable lifecycle?
were all the components created for a common purpose?
will they be disposed of in the same way and according to the same rules?

Examples of Information Assets:
• Databases and data files
• System information and documentation
• Operations and support procedures
• Audit data
• Manuals and training materials
• Contracts and agreements
• Business continuity plans
• Back-up and archive data
7

•
•
•
•

Applications and System Software
People skills and experience
Shared services, including networks and printers
Paper records, including patient case notes and staff records
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1.4.5 What information is required to maintain the Asset Register
Title
Asset ID

Definition

Example
001 – This is assigned to each asset directly from the Information

Asset Name

An identifier given once included on the asset
register
The name of the asset

Application / System / Software

How is it accessed?

Description of what it does

How is used within the Trust

Is it accessed via a website? A piece of installed software or is
the asset hosted on one of our servers?
Clinical information system

Description of information held

What information is held within the asset

Service user personal information (PID)

Volume

How many records does it use/hold/maintain

5,000+

Key Asset

How vital is this asset to the main function of the
Trust

How is it accessed

How is the asset accessed

High Priority
Medium Priority
Low Priority
Website Link – However, there could be multiple ways to access the

Who is it used by

Who it is used by

Trust Wide

Data processor

SPFT

Data Controller

Who is responsible for processing the data held
within the asset
Who controls the data within the asset

Asset Owner

Who is responsible for the asset

Asset Administrator

Who is responsible for the maintenance of the asset

Does it contain PID

Is there person identifiable data held within the asset

The main contact in the department who is responsible for the
contract of the asset
The main contact in the department who is responsible for the
maintenance of the asset
Name
Address / contact details
DOB
NHS Number
Personal data only includes information relating to natural
persons who:

Asset Register
Carenotes – However, there can be variants of each asset and we
need to be clear about this on the asset register. For example:
Carenotes has a testing and development site, as well as the live
site.

asset so all of those need to be listed fully.
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Third Party Supplier

Does it contain special category
data

Is there special category data held within the asset

What is the legal basis for
processing personal information

There are six lawful bases for processing, you must
clearly state which ones apply to your information
asset.

What is the legal basis for
processing special category data

There are six lawful bases for processing, you must
clearly state which ones apply to your information
asset.

Does it contain corporate
sensitive data

Does the asset contain sensitive data which could
potentially pose a risk to the Trust if released to a
competitor or to the public.

How is it stored

Electronic or paper records

Where is it stored

Is the asset data held locally on Trust B drives / data
centres or externally by a third party

Retention schedule

See the ‘Corporate Records Management Policy’ on
the Staff Intranet
See the ‘Corporate Records Management Policy’ on
the Staff Intranet

Destruction schedule
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can be identified or who are identifiable, directly from the
information in question; or
who can be indirectly identified from that information in
combination with other information.
The GDPR defines special category data as: personal data
revealing racial or ethnic origin;
personal data revealing political opinions;
personal data revealing religious or philosophical beliefs;
personal data revealing trade union membership;
genetic data;
biometric data (where used for identification purposes);
data concerning health;
data concerning a person’s sex life; and
data concerning a person’s sexual orientation.
There is an interactive tool available through the ICO website
for guidance, you can find it here: https://ico.org.uk/fororganisations/gdpr-resources/lawful-basis-interactiveguidance-tool/
There is an interactive tool available through the ICO website
for guidance, you can find it here: https://ico.org.uk/fororganisations/gdpr-resources/lawful-basis-interactiveguidance-tool/
Intellectual property
Contract details
Financial details
Information security data
Locally on Trust B Drive or data centres
B Drive
Externally
Internal Data Centres
See the ‘Corporate Records Management Policy’ on the Staff
Intranet
See the ‘Corporate Records Management Policy’ on the Staff
Intranet

Is it shared or published
Does it require an ISA
Does it require a DPIA

DPIA reference number
Does it have a business
continuity plan
Does it have a disaster
recovery plan
Has a risk assessment been
completed
Access control

Is the data contained within the asset shared with
third parties or published publicly
Is an information sharing agreement required

An ISA is required if the data being gathered will be shared
with third parties (NHS or otherwise)

A Data Protection Impact Assessment is a
process to help identify and minimise data
protection risks of a project or plan. It forms a key
part of our accountability (as a Trust) obligations
under the GDPR.
When you complete a DPIA you will be given a
DPIA reference number from the Information
Governance Team
Should the asset become unusable through
natural causes or otherwise, how would work
continue?
Should the asset become unusable through
natural causes or otherwise, how would the data
be backed up
What risk is associated with this asset

All DPIA information and guidance can be found on the staff
intranet pages or directly via email to
DPIARequests@sussexpartnership.nhs.uk
DPIA001SPFT - This is assigned to each asset directly from the
DPIA Register

Paper records
Through external data centres
Yes / No
Where is the completed risk assessment held (for example:
locally)

How do you access the asset

How access is given (for example, assigned by an administrator
for the system or ORCS process)

Username and password
We would also require the password complexity (for example
Third party details

Is the asset supplied by an external supplier

Is there a contract in place

Is there a contract in place for this asset

Third party storage information

Where is the data stored
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minimum 8 characters to include a number, special character etc)

Name and contact details of the supplier

Yes / No
Where is the contract held (for example: locally/Finance)
External data centres within EEA

1.4.6 Record of Processing Activities (RoPA)

Under Section 61 (DPA 2018) and Article 30 (GDPR), the Trust must keep a record of its
processing activities and the legal basis, a ROPA is a Record of Processing Activity for
personal data. The RoPA must include a comprehensive overview of processing activities and
be available upon request.
The RoPA now forms part of the overall Information Asset Register (IAR).

1.4.7 Lawful grounds for processing personal information

Personal data means any information relating to an identified or identifiable natural person
(‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly,
in particular by reference to an identifier such as a name, an identification number, location
data, an online identifier or to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of that natural person”
The lawful bases for processing are set out in Article 6 of the GDPR. At least one of these must
apply whenever you process personal data:
(a) Explicit Consent: the individual has given clear consent for you to process their personal
data for a specific purpose
(b) Contract: the processing is necessary for a contract you have with the individual, or
because they have asked you to take specific steps before entering into a contract
(c) Legal obligation: the processing is necessary for you to comply with the law (not including
contractual obligations)
(d) Vital interests: the processing is necessary to protect someone’s life
(e) Public task: the processing is necessary for you to perform a task in the public interest or
for your official functions, and the task or function has a clear basis in law
(f) Legitimate interests: the processing is necessary for your legitimate interests or the
legitimate interests of a third party, unless there is a good reason to protect the individual’s
personal data which overrides those legitimate interests. (This cannot apply if you are a public
authority processing data to perform your official tasks)

Lawful grounds for processing 'special categories' of information (sensitive information)
Special Category Data is personal data which the GDPR says is more sensitive, and so needs
more protection. These special categories of data are:
•
•
•
•
•
•
•
•

Racial or ethnic origin
Political opinions
Religious or philosophical beliefs
Trade Union membership
Health Data
Sexual life / sexual orientation
Genetic data
Biometric data
12

To process special categories of personal information lawfully at least one of the following
principles must also apply (Article 9 of the GDPR):
(a) Explicit consent has been given by the individual
(b) Necessary for carrying out obligations and exercising specific rights of the controller or
individual for employment, social security and social protection law
(c) Necessary to protect the vital interests of an individual or another person
(d) Processing is carried out in the course of the legitimate activities by the controller who is a
foundation, association or any not-for-profit body
(e) Processing relates to information which the individual has already made public
(f) Necessary for the establishment or defence of legal claims
(g) Necessary for reasons of substantial public interest
(h) Necessary for the purposes of preventative or occupational medicine, for the assessment of
the working capacity of an employee, medical diagnosis, the provision of health and social
care or treatment or the management of the health or social care systems or services
(i) Necessary for reasons of public interest in the area of public health
(j) Necessary for archiving purposes in the public interest, scientific or historical purposes or
statistical purposes

1.4.8 Bi Annual audit

This process is managed and owned by the Information Governance and IT Security teams.
Twice yearly, an email will be sent to all IAO’s and IAA’s listing all current known assets held on
the Information Asset Register. The purpose is to ensure that the information we hold is up to
date and relevant.
The requirement of the IAO and IAA is to check that information and confirm if the information is
still correct and make amendments if necessary so that the Information Asset register may be
updated swiftly and accurately to reflect any changes.

1.4.9 Data Processors and Controllers
A Data Processor is (as defined by the GDPR):

"’Processor’ means a natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller”
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Example: A GP surgery uses an automated system in its waiting room to notify patients when to
proceed to a GP consulting room. The system consists of a digital screen that displays the waiting
patient’s name and the relevant consulting room number, and also a speaker for visually impaired
patients that announces the same information.
The GP surgery will be the controller for the personal data processed in connection with the
waiting room notification system because it is determining the purposes and means of the
processing.

What is a sub-processor?

A processor might wish to sub-contract all or some of the processing to another processor. For
shorthand this is sometimes referred to as using a ‘sub-processor’, although this term is not
taken from the GDPR itself.
A Data Controller is (as defined by the GDPR):
“’Controller’ means the natural or legal person, public authority, agency or other body which,
alone or jointly with others, determines the purposes and means of the processing of personal
Example: A gym engages a local printing company to produce invitations to a special event the gym
is hosting. The gym gives the printing company the names and addresses of its members from its
member database, which the printer uses to address the invitations and envelopes. The gym then
sends out the invitations.
The gym is the controller of the personal data processed in connection with the invitations. The gym
determines the purposes for which the personal data is being processed (to send individually
addressed invitations to the event) and the means of the processing (mail merging the personal data
using the data subjects’ address details). The printing company is a processor processing the
personal data only on the gym’s instructions.
data”

What is a Joint Controller?

Controllers can determine the purposes and means of processing alone, or jointly with others –
as a joint controller. Article 26(1) of the GDPR states that:
Where two or more controllers jointly determine the purposes and means of processing, they
shall be joint controllers.
Joint controllers decide the purposes and means of processing together – they have the same
or shared purposes. Controllers will not be joint controllers if they are processing the same data
for different purposes.

How do you determine whether you are a controller or processor?

It is important to remember that an organisation is not by its nature either a controller or a
processor. Instead you need to consider the personal data and the processing activity that is
taking place, and consider who is determining the purposes and the manner of that specific
processing.
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You need to ask which organisation decides:
•
•
•
•
•
•
•
•
•
•

to collect personal data in the first place
the lawful basis for doing so
what types of personal data to collect
the purpose or purposes the data are to be used for
which individuals to collect data about
whether to disclose the data, and if so, to whom
what to tell individuals about the processing
how to respond to requests made in line with individuals’ rights; and
how long to retain the data or whether to make non-routine amendments to the data
these are all decisions that can only be taken by the controller as part of its overall
control of the data processing operation. If you make any of these decisions determining
the purposes and means of the processing, you are a controller

However, within the terms of its contract with the controller, a processor may decide:
•
•
•
•
•
•
•

what IT systems or other methods to use to collect personal data
how to store the personal data
the details of the security measures to protect the personal data
how it will transfer the personal data from one organisation to another
how it will retrieve personal data about certain individuals
how it will ensure it adheres to a retention schedule; and
how it will delete or dispose of the data

These lists are not exhaustive, but illustrate the differences between the controller’s and the
processor’s roles. In certain circumstances, and where allowed for in the contract, a processor
may have the freedom to use its technical knowledge to decide how to carry out certain
activities on the controller’s behalf. However, it cannot take any of the overarching decisions,
such as what types of personal data to collect or what the personal data will be used for. Such
decisions must only be taken by the controller.

Can the Trust be both a controller and a processor of personal data?

Yes. If you are a processor that provides services to other controllers, you are very likely to be a
controller for some personal data and a processor for other personal data. For example, you will
have your own employees so you will be a controller regarding your employees’ personal data.
However, you cannot be both a controller and a processor for the same processing activity.
In some cases, the Trust could be a controller and a processor of the same personal data – but
only if we are processing it for different purposes. You may be processing some personal data
as a processor for the controller’s purposes and only on its instruction, but also process that
same personal data for your own separate purposes.
In particular, if you are a processor, you should remember that as soon as you process
personal data outside your controller’s instructions, you will be acting as a controller in your own
right for that element of your processing.
If you are acting as both a controller and processor, you must ensure your systems and
procedures distinguish between the personal data you are processing in your capacity as
15

controller and what you process as a processor on another controller’s behalf. If some of the
data is the same, your systems must be able to distinguish between these two capacities, and
allow you to apply different processes and measures to each. If you cannot do this, you are
likely to be considered a joint controller rather than a processor for the data you process on
your client’s behalf.

1.4.10 Confidentiality, Integrity and Availability (CIA)

CIA is considered to be the most crucial components of security and below sets out the
explanation of each element;

Availability

As a guide of best practice in implementing the CIA Triad, we should look at the definitions and
what to include:
Confidentiality
This part equates, in essence, to privacy. The measure undertaken to ensure sensitive
information is prevented from reaching the wrong people whilst ensuring authorised people can
access it.
•
•
•

data should be handled based on their required privacy
data should be encrypted, with a form of two-factor authentication to reach it
keep access control lists and other file permissions up to date

Integrity
This part involves maintain the consistency, accuracy and trustworthiness of data over its
entire lifecycle. Data must not be changed in transit and steps must be taken to ensure that
data cannot be altered by unauthorised persons. To do this, we have measures in place
such as file permissions and access controls, as well as version control to prevent erroneous
changes or accidental deletion from authorised persons.
•
•
•
•

ensure employees are knowledgeable about compliance and regulatory requirements
Use a backup and recovery software
to ensure integrity, make use of version control, access control, data logs and
checksums
all data must be encrypted in transmission and rest, especially so when traversing
hostile networks

Availability
This part is ensuring the availability of information. To do this we ensure rigorous maintenance
of all hardware, performing repairs and upgrades when required and maintaining a functioning
operating system environment. Alongside this, a fast and adaptive disaster recovery plan is
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essential for the worst-case scenarios and an understanding of the backup process to prevent
data loss.
•
•
•

use preventative measures such as redundancy, failover and RAID. Ensure systems
and applications stay updated
use network or server monitoring systems
in case of data loss, ensure a Data/Disaster Recovery (DR) and Business Continuity
Plan (BCP) is in place

1.4.11 Risk Management

Local Information Risks - It is the Information Asset Owner’s responsibility to be aware of, and
formally record, information risks to the assets which they manage.
Many risks will be managed and resolved locally, but higher risks will need to be managed via
Information Governance and Security Assurance Group (IGSAG) to ensure the Trust is aware
of those risks and can be assured that active management of them is in place. It is necessary to
ensure a consistent approach to risk assessment and risk priority ratings so that all risks can be
initially prioritised and ultimately agreed by the appropriate governance group.
The SIRO will be informed of significant risks and if necessary inform the members of IGSAG.
Risks will be managed via a standard risk log format that will enable risks managed consistently
across organisations ensuring a high-quality level of support, where it is necessary.
Information risks relating to special category data and confidential information in hard and soft
format will be systematically evaluated throughout the Information Governance team and the
appropriate action will be taken on a risk assessed basis.

Risk Terminology

Key Terms
Breach

Description
Any event or circumstance that led to
unintended or unexpected harm, loss or
damage
Near-Miss
Any event or circumstance which was
avoided but had the potential to lead to
unintended or unexpected harm, loss or
damage
Serious Incidents Requiring Investigation Any breaches where the consequences are
so significant or the potential for learning is
so great that a heightened level of response
is required.
Risk
The chance of something happening or a
hazard being realised, which will have an
impact on objectives. This may be damage to
information or reputation or may involve
injury or liability. It is measured in terms of
consequence and likelihood
Consequence
The outcome of an event or situation,
expressed qualitatively or quantitatively,
being a loss, injury, disadvantage or gain.
There may be a range of possible outcomes
associated with an event.
Likelihood
A measure of the probability that the
consequence will occur, as a qualitative
description or synonym.
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Risk Management

The systematic application of management
policies, procedures and practices to the
tasks of identifying, analysing, assessing,
treating and monitoring risk.
The overall systematic process of
determining the level of risk that an event/set
of events poses in combination with the
likelihood of its occurrence
The ‘score’ that a risk is given following risk
assessment using a risk matrix
An activity (action) which reduces the
consequence and/or likelihood
The process of introducing specific measures
(controls) to minimise or eliminate risks. Risk
mitigation measures can be directed towards
reducing the severity of risk consequences,
reducing the likelihood of the risk occurring,
or
reducing the organisations exposure to the
risk.

Risk Assessment

Risk Rating
Control
Risk Mitigation

1.4.12 Incident Mitigation

For guidance on incident management and how to report incidents, please refer to the
Information Governance Incident Management Policy.

2.0 Policy Statement

This policy is designed to assist all members of staff on how the Trust stores, manages,
maintains and uses data appropriately and within the guidelines of both the DPA 2018, GDPR
etc.

3.0 Duties
The Chief Executive (CEO)

Ultimately held responsible for safekeeping of all data to meet legislative standards.

The Senior Information Risk Owner (SIRO)

Accountable to the Trust board for information security risks and the confidentiality, integrity and
availability of information.

The Caldicott Guardian (CG)

Acts as the ‘conscience’ of the organisation and will advise on where it is appropriate to share
or release information. There is also a broader responsibility to inform and promote good
confidentiality and data protection practice throughout the organisation.

Head of Information Governance

Takes responsibility for providing subject matter expert advice to the organisation and ensuring
the Trust is compliant with data protection legislation and best practice requirements as set out
by the Information Commissioner's Office.

Information Asset Owners (IAO)

Takes responsibility for information risk management with regard to their systems. Each asset
should be routinely risk assessed, any risks should be reported to the SIRO and mitigating
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activities will be considered by the SIRO and the Information Governance Security Assurance
Group.

Information Asset Administrators (IAA)

Manages day to day information risk and reports to the IAOs as appropriate.

All Managers

Responsible for ensuring their staff understand and can apply Information Governance
standards in their daily working lives.

All Staff

Personally, responsible for handling data appropriately and in accordance with their
professional guidance. All staff must understand and comply with this policy and other
relevant supporting policies.

4.0 Procedure
The Information Asset Register will always be a working document.
The DPIA process feeds into the Information Asset Register (IAR) in the first instance, six
monthly reviews will be carried out by the IG and Security teams in order to maintain the
integrity of the data contained within the register. However, it is the responsibility of the
Information Asset Owner (IAR) to request updates to be added to the IAR at any given time,
possible changes could include (but not limited to):
•
•
•

to make changes to the asset or the data it collects
assign a new Information Asset Owner or Information Asset Administrator
remove the asset from the register as it is no longer in use by the Trust

All requests are to be submitted via email to IAR@sussexpartnership.nhs.uk

4.1 DPIA Process

Once you have agreed a new system and identified that it requires the completion of a DPIA
you must raise a call with the IT Helpdesk in the first instance. The Information Governance
Team will respond directly to your request for further information if required.
A data privacy impact assessment is a due diligence questionnaire that asks information about
how personal and special category information is being used.
We complete these assessments to support the safe handling and appropriate management of
our service users and staff’s information as set out by policy and law. If we understand what we
are doing with peoples' data then we are able identify controls that we can put in place to
minimise risk and ensure the confidentiality, integrity and availability of data.
Please note that the DPIA process can take between 1-2 weeks to complete. There are various
templates on the intranet for you to choose from depending on the system you are requesting.
You should always complete a DPIA if you are:
•
•
•

providing a new service within your service area which involves the collection of new
data
sharing information with another organisation
using a new system or software which processes information
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5.0 Development, consultation and ratification

This policy has been reviewed by the Head of Information Governance, the Security Architect of
the Trust and final ratification at the Information Governance and Security Assurance Group.

6.0 Equality and Human Rights Impact Analysis (EHRIA)
•
•

Undertake an equality and human rights impact analysis.
Where an impact analysis is deemed unnecessary, record the decision

7.0 Monitoring Compliance

The Information Governance Security Assurance Group is responsible for monitoring
compliance with this policy and receives quarterly incident reports. IGSAG are responsible for
overseeing the Asset Register and any associated risk around information assets and ensuring
action plans are completed immediately to mitigate risk.

8.0 Dissemination and Implementation of policy

This policy is available on the intranet and the data protection & compliance section on SUSI.
Under the organisations training needs analysis for information governance all members of
staff are expected to complete 'How to identify and report an incident' awareness training

9.0 Document Control including Archive Arrangements

Responsibility for recording, storing, controlling and updating documents detailed in the policy
and ultimately archive arrangements is that of the Information Governance and IT Security
Teams.

10.0 Reference documents

The following Trust polices can be read in conjunction with this policy
•
•
•
•

Information Governance Assurance Policy
Data Protection & Confidentiality Policy
IT & Information Security Policy
IG Incident Management Policy

11.0 Bibliography
https://www.nationalarchives.gov.uk/documents/information-management/informationassets-factsheet.pdf
The ICO
CIA Triad
GOV.UK Guidance on the role of Information Asset Owners

12.0 Cross reference
•
•
•

Information Governance Assurance Policy
Data Protection & Confidentiality Policy
IT & Information Security Policy
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•

IG Incident Management Policy
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