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1.0 Introduction
1.1 Purpose of policy
The General Data Protection Regulation (GDPR) as implemented by the UK Data
Protection Act 2018 introduces a duty on all organisations to report certain types of
personal data breach to the relevant supervisory authority.
As an NHS Trust we hold an incredible amount of sensitive personal information
which we need to ensure is protected and appropriately managed. In order to
mitigate risk and comply with legal obligations, the Trusts IG incident management
policy details how to identify report, investigate and learn from incidents occurring
around personal information.
The benefits of incident and near miss reporting include:
•
•
•
•
•

Identifying trends across the organisation
Pre-empting complaints
Making sure areas of concern are acted upon
Targeting resources more effectively
Increasing awareness and responsiveness
• Implementing best practice controls
1.2 Definitions
Abbr.
CIA
IG
IS
IGSAG
SIRI
SI
DSPT
ICO
GDPR
DPA18
RCA

Term
Confidentiality, Integrity and Availability
Information Governance
Information Security
Information Governance Security Assurance Group
Serious Incident Requiring Investigation
Serious Incident
Data Security Protection Toolkit
Information Commissioner's Office
General Data Protection Regulation
Data Protection Act 2018
Root Cause Analysis

1.3 Scope of policy
Adherence to this policy is expected by all staff, agency and bank workers,
volunteers, contractors and partner organisations working on behalf of the Trust who
have a contractual and legal responsibility to report all information governance
breaches under the Data Protection Act 2018.

1.4 Principles
•

An organisation must notify a breach of personal data within 72 hours. If the
breach is likely to result in a high risk to the rights and freedoms of individuals,
organisations must also inform those individuals without undue delay.

•

The Trust must ensure robust breach detection; investigation and internal
reporting procedures are in place that complies with legislative timescales for
reporting.

•

The Trust will use the NHS Digital Data Security and Protection Incident
Reporting tool which can be used for the purposes of notifying breaches on one
form which may then be shared across several regulatory agencies. These
include personal data breaches of the GDPR to the Information Commissioner
and cyber security incidents to NHS Digital.

•

The Trust will comply with the Data Security Standard 6 and provide evidence of
this in the Data Security and Protection Toolkit.

•

The Trust will maintain a local file or use an incident management system to fully
record the particulars of any investigation and remedial action. The Trust
recognises the importance of reporting all incidents as an integral part of its risk
identification and information risk management framework through the consistent
monitoring and review of incidents that result, or have the potential to result in
confidentiality breach, damage or other loss.
The Trust will ensure all members of staff are aware of how to identify and report
an incident on Ulysses.

•

2.0 Policy Statement
Sussex Partnership NHS Foundation Trust is committed to ensuring that the
highest standards of mitigation are taken when identifying, investigating and
reviewing incidents in line with law and best practice.

3.0 Duties
Senior Information Risk Owner
The Senior Information Risk Owner (SIRO) is responsible for overseeing all risks,
breaches, near misses and threats to personal information across the organisation.
Data Protection Officer
The Data Protection Officer (DPO) is responsible for providing a point of contact with
the Information Commissioners' Office (ICO) and working with the IG team to ensure
best practice lessons learnt are put in place after any incident has occurred.
Caldicott Guardian
The Caldicott Guardian is responsible for being the conscience of the service users
and advising the Trust on the best ways to inform and communicate data breaches to
our service users in line with Caldicott principles and the Trust's Duty of Candour
policy.
Information Governance and Security Team

The Information Governance and Security Team are responsible for assessing and
monitoring all information governance and security incidents reported through the
Ulysses system. They are responsible for providing best practice advice on controls
to mitigate further risk of a similar occurrence. All incidents must be reviewed by the
IG team before they can be closed on the Ulysses reporting system. The IG team
are also responsible for escalating any incidents to the Information Commissioner's
Office and through the Data Protection Security Toolkit reporting tool.
Information Asset Owners
Information Asset Owners are responsible for ensuring they have implemented
controls within their service areas to reduce the risk of information governance and
security breaches. Should patterns occur within service areas, the IAO's are
responsible for organising training and further guidance and support for their service.
All Staff
All staff are responsible for identifying and reporting any incidents including near
misses and completing necessary immediate actions to reduce the risk of harm or
detriment to the individuals affected.
Suppliers and Contractors
Suppliers and contractors are contractually and legal obliged to inform us of any
incidents or breaches which could impact any services provided to us as a Trust.
Security configuration and practices should be reviewed on a six monthly basis with
suppliers. Suppliers are responsible for providing up to date security assurance
certification on an annual basis.
Information Governance Security Assurance Group
The IGSAG are responsible for overseeing all IG incidents across the Trust and
providing expert advice for any incidents which are unable to have controls to
mitigate further risk but in place. They receive a quarterly report on all IG incidents
and serious incidents.

4.0 Procedure
4.1 Identifying and reporting an incident
4.1.1 Personal Data Breaches
A personal data breach means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data.
This includes breaches that are the result of both accidental and deliberate causes. It
also means that a breach is more than just about losing personal data.
A personal data breach can be broadly defined as a security incident that has affected
the confidentiality, integrity or availability of personal data. In short, there will be a
personal data breach whenever any personal data is accidentally lost, destroyed,
corrupted or disclosed; if someone accesses the data or passes it on without proper
authorisation; or if the data is made unavailable and this unavailability has a significant
negative effect on individuals.

4.1.2 Cyber Security Incidents
The National Cyber Security Centre (NCSC) defines a cyber security incident as:
•
•

A breach of a system's security policy in order to affect its integrity or availability
of the data held within
The unauthorised access or attempted access to a system

Cyber incidents can take many forms, such as denial of service, malware, ransomware
or phishing attacks.
The Trust has an experienced information governance and security team who are able
to investigate all cyber incidents and recommend mitigating actions. In some cases, it
may be reasonable to inform the CEO and Communications team should it affect all
members of staff and service users
Immediate advice and guidance relating to cyber security incidents can be sought from
the NHS Digital Data Security Centre on: 0300 303 5222.
4.1.3 Timeframe for reporting
The Trust must report a notifiable breach to the ICO without undue delay, but not later
than 72 hours after becoming aware of it. If you take longer than this, you must give
reasons for the delay. It is also important that you communicate with any affected
individuals as soon as possible to provide assurance that the breach is being
investigated
4.1.4 How to report it
Using the shortcut within the clinical applications folder on your desktop marked
‘Ulysses web’ (sign in using your normal trust log on details that you use to log into a
Trust computer). Staff can also report incidents by going to the staff intranet and
clicking on 'Report an incident'. Should Ulysses be unavailable, individuals can contact
the Information Governance team directly for immediate advice.

4.1.5 Ulysses Categories
The three types of breaches of personal data are Confidentiality, Integrity or Availability
(CIA).
1. Confidentiality breach- unauthorised or accidental disclosure of, or access to
personal data
2. Availability breach- unauthorised or accidental loss of access to, or destruction
of, personal data
3. Integrity breach - unauthorised or accidental alteration of personal data.

The Trust has defined all common incidents which fall within the CIA triad as below
(please note this list is not exhaustive and additional breach examples may be included
in the future. For a full up to date list always check with Ulysses.
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

IG - Disclosed in error, (Post)
IG - Disclosed in error (Face to Face)
IG - Disclosed in error (Email)
IG - Disclosed in error (overheard)
IG - Disclosed in error (information left unattended)
IG - Disclosed in error (uploaded to public website including social media)
IG - Disclosed in error (other)
IG - Lost in transit (internal post)
IG - Lost in transit (external post)
IG - Lost in transit (other)
IG - Lost hardware (laptops, phones, devices)
IG - Stolen hardware (laptops, phones, devices)
IG - Lost paperwork (corporate)
IG - Lost paperwork (clinical records)
IG - Lost paperwork (Staff records)
IG - Lost paperwork (Other)
IG - Stolen paperwork (corporate)
IG - Stolen paperwork (clinical records)
IG - Stolen paperwork (Staff records)
IG - Stolen paperwork (Other)
IG - Non Secure Disposal Hardware (laptops, phones and devices)
IG - Non Secure Disposal Paperwork (corporate)
IG - Non Secure Disposal Paperwork (clinical records)
IG - Non Secure Disposal Paperwork (staff records)
IG - Non Secure Disposal Paperwork (Other)

•

•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

IG - Subject Access Request (Breach of Legal Deadline)
IG - Unauthorised access to IT system
IG - Unauthorised access to patient records (electronic)
IG - Unauthorised access to patient records (paper)
IG - Clinical Systems - wrong record uploaded to wrong patient record
IG - Clinical Systems - wrong record reviewed (patient not under team)
IG - Clinical Systems - incorrect contact details/ demographics on record
IG - Clinical Systems - access/password shared with others
IG - Clinical Systems - inappropriate use of clinical system
IG - Information Security - Cyber Bullying
IG - Information Security - Private Information on Social Media
IG - Information Security - Malicious Hack on Website
IG - Information Security - Denial of Service Attack
IG - Information Security - Phishing Email (Not clicked)
IG - Information Security -Phishing Email (clicked)
IG - Information Security - Malicious Damage to IT Equipment
IG - Other

4.2 Investigating an Incident
When a security incident takes place, the Trust should quickly establish whether a
personal data breach has occurred and, if so, promptly take steps to address it,
including telling the ICO if required.
The risks to individuals can cause potential negative consequences:
“A personal data breach may, if not addressed in an appropriate and timely manner,
result in physical, material or non-material damage to natural persons such as loss of
control over their personal data or limitation of their rights, discrimination, identity theft
or fraud, financial loss, unauthorised reversal of pseudonymisation, damage to
reputation, loss of confidentiality of personal data protected by professional secrecy or
any other significant economic or social disadvantage to the natural person concerned.”
This means that a breach can have a range of adverse effects on individuals, which
include emotional distress, and physical and material damage.
Some personal data breaches will not lead to risks beyond possible inconvenience to
those who need the data to do their job.
Other breaches can significantly affect individuals whose personal data has been
compromised. The Trust must assess breaches on a case by case basis whilst looking
at all relevant factors.

4.3 Incident Lifecycle
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4.4 Risk Matrix and Scoring

As a minimum all information governance breaches identified by SPFT are set a default
score of 4 (as seen below) due to the nature of work with the Trust provides to
vulnerable groups and presence of complex and sensitive special category data.

In order to determine whether this incident is reportable to the ICO you must assess the
likelihood of harm. If it is 'Likely' that harm will come to individuals then this will make
the breach a score of 6 and thus reportable to the ICO.
4.4.1 Likelihood x Impact
In order to assess what might constitute as a high risk to the rights and freedoms of an
individual, it will need to potential to cause one or more of the following:
•
•
•
•
•
•
•
•
•
•

Loss of control of personal data
Limitation of rights
Discrimination
Identity theft
Fraud
Financial loss
Unauthorised reversal of pseudonymisation
Damage to reputation
Loss of confidentiality of personal data protected by professional secrecy
Other significant economic or social disadvantage to individuals

Depending on the outcome of the scoring matrix contained in this guide the risk may be
high risk and be significant enough to notify to the ICO. If there is any doubt that a
breach is significant enough for notification it is always best to notify.
4.5 Notifying Data Subjects
If a breach is likely to result in a high risk of adversely affecting individuals’ rights and
freedoms, the Trust must also inform those individuals without undue delay.
When notifying individuals of breaches, staff must ensure they describe, in clear and
plain language, the nature of the personal data breach and, at least:
•
•
•

the name and contact details of the Trust’s data protection officer, or other
contact point where more information can be obtained;
a description of the likely consequences of the personal data breach; and
a description of the measures taken or proposed to deal with the personal data
breach and, where appropriate, a description of the measures taken to mitigate
any possible adverse effects.

If possible, you should give specific and clear advice to individuals on the steps they
can take to protect themselves, and what you are willing to do to help them. Depending
on the circumstances, this may include such things as:
•
•
•
•
•

forcing a password reset;
advising individuals to use strong, unique passwords; and
telling them to look out for phishing emails or fraudulent activity on their accounts
updating contact details on health records
explicitly re-consenting to sharing of information

One of the main reasons for informing individuals is to help them take steps to protect
themselves from the effect of a breach.

4.6 Notifying the Information Commissioner’s Office (ICO)
When notifying the ICO of an incident you must ensure, when reporting, that you
include the following information:
•
•
•
•
•
•

a description of the nature of the personal data breach including, where possible:
the categories and approximate number of individuals concerned; and
the categories and approximate number of personal data records concerned;
the name and contact details of the data protection officer or other contact point
where more information can be obtained;
a description of the likely consequences of the personal data breach; and
a description of the measures taken, or proposed to be taken, to deal with the
personal data breach and, where appropriate, of the measures taken to mitigate
any possible adverse effects.

For further information on notifying the ICO of a personal data breach, please see the
ICO’s website which provides information on:
•
•
•

reporting a breach
self-assessment tool
personal data breach examples

4.7 Fines and Enforcement Action
Failure to notify the ICO of a breach when required to do so can result in a heavy fine of
up to 10 million euros or 2 per cent of the organisations global turnover. NHS Trusts are
not exempt from monetary penalties and are still capable of receiving such high fines.
The ICO is able to take enforcement action against the Trust should they find the Trust
has not complied with the rights of the data subject and the principles of the Data
Protection Act 2018.
It is important to make sure that the Trust always follows the robust breach-reporting
process detailed within this policy to ensure that the detection of breaches and
notification of breaches are on time and provide the necessary details of the incident.
If the Trust decides that the incident does not require reporting, this will need to be
justified as to how this decision was made and documented clearly.
4.8 DSPT Reporting Tool
The Data Security and Protection Incident Reporting Tool has been designed so that
organisations can notify incidents without having to study detailed guidance. Notifiable
breaches are those that are likely to result in a high risk to the rights and freedoms of
the individual (data subject) as mentioned above in section 4.4.
The Information Governance Team is responsible for reporting incidents on the DSPT
reporting tool which can be found here: https://www.dsptoolkit.nhs.uk/Incidents. Only
the Trust’s Information Governance Team and Data Protection Officer have access to
this portal.

4.9 Suppliers and Data Processors/ Joint Controllers
The Trust uses many data processors and third-party organisations to help deliver all
our services to our service users and staff. Should a data processor suffer a breach,
they have a legal obligation to inform us of this without undue delay as soon as it
becomes aware.
Example
The Trust (the data controller) contracts an IT services company (data processor) to
archive and store service user records. The IT company detects an attack on its
network that results in personal data about its customers and their service users, being
unlawfully accessed. As this is a personal data breach, the IT company promptly
notifies the Trust that the breach has taken place. The Trust in turn notify the ICO, if
reportable.

It is important that the Trust encourages contract managers to hold regular service
review meetings to address any security concerns that may have a potential to cause
an incident. Any incidents identified by the suppliers must always be presented to the
Trust.
4.10

Closing an Incident

Once an investigation has been completed and all mitigating actions have been
completed as directed by either the Information Governance Team or the ICO then it
must be signed off by the Information Governance Team using the ‘Managers Form C’.
The Information Governance Team may wish to give further feedback to the reporter
and/ or associated persons, in which case, the individuals will receive a further
notification of this from Ulysses.
Once closed, the incident remains documented within the Trusts incident reporting
system and quarterly reports are compiled and reviewed by the Information
Governance Security Assurance Group which is attended by the Data Protection Officer
and Senior Information Risk Owner. The board is instructed by the Executive
Management Committee to provide regular updates and risks around information
governance breaches and other IG activities to ensure accountability and oversight of
all risks to service user, employee data and the services we provide.
4.11 Serious Incidents
Serious Incidents in the NHS include Acts and/or omissions occurring as part of NHSfunded healthcare (including in the community) that result in:
“An incident (or series of incidents) that prevents, or threatens to prevent, an
organisation’s ability to continue to deliver an acceptable quality of healthcare services,
including (but not limited to) the following: - Failures in the security, integrity, accuracy
or availability of information often described as data loss and/or information governance
related issues; - Security breach / concern”.

4.11.1 Initial Management Review
The Serious Incident Framework (2015) and the CQC (December 2016) recommend
that an initial management review is completed by a senior person within 2 working
days following the reported potential serious incident to enable a decision to be made
whether further investigation is required.
Following a serious incident, the Deputy Chief Nurse or nominated person will request
that an initial management review is completed by the Matron or Service/Senior
Manager or Serious Incident Lead.
The fundamental purpose of the Initial Management Review is to:
•
•
•
•
•
•

Prompt a review of care provided following a serious incident.
Obtain further information about the nature and seriousness of the incident
Highlight gaps in the patient’s care which may need addressing
Establish any immediate learning
Identify any immediate action taken or required prior to the investigation
commencing
Highlight any immediate safety and / or care delivery issues

The Initial Management Review will be used to inform the level of any subsequent
investigation. The Chief Nurse and Chief Medical Officer or nominated deputy is
responsible for agreeing on the level of investigation required based on the details
contained within the Initial Management Review as well as the type / severity of incident
at the Executive Serious Incident Weekly Review Meeting.
Once an incident has been identified as a serious incident all relevant internal and
external parties will be informed via StEIS within 2 working days. (Serious Incident
Framework 2015).
The Initial Management Review will also be utilised to inform external parties, such as
the Clinical Commissioning Group (CCG) of the serious incident details and actions
taken to date.
4.11.2 Duty of candour
The CQC (2015) outlines the Trust’s responsibilities under the Duty of Candour as a
provider of health care. The aim of Regulation 20 (CQC 2015) is to ensure we are open
and transparent with people who use services and other ‘relevant persons’ (people
acting lawfully on their behalf) in relation to care and treatment.
It also sets out some specific requirements that we must follow when things go wrong
with care and treatment, including informing people about the incident, providing
reasonable support, truthful information and an apology.
As a Trust we promote a culture that encourages candour, openness and honesty at all
levels. This is an integral part of a culture of safety that supports organisational and
personal learning.
Our duty of candour is central to the requirement of involving families and carers in the
investigation of all incidents. The Duty of Candour policy can be found here

5.0 Development, consultation and ratification
All relevant key stakeholders including the information governance team, clinical
governance, health and safety and IGSAG have been involved in the development of
this policy. Ratification of this policy is responsibility of the Information Governance
Security Assurance Group.
6.0 Equality and Human Rights Impact Analysis (EHRIA)
An equality and human rights impact analysis has been undertaken for this policy.
7.0 Monitoring Compliance
The Information Governance Security Assurance Group is responsible for monitoring
compliance with this policy and receives quarterly incident reports. IGSAG are
responsible for overseeing any incidents marked as high risk and ensuring action
plans are completed immediately to mitigate risk.
8.0 Dissemination and Implementation of policy
This policy is available on the intranet and the data protection & compliance section
on SUSI. Under the organisations training needs analysis for information governance
all members of staff are expected to complete 'How to identify and report an incident'
awareness training.
9.0 Document Control including Archive Arrangements
Incident reports will be held for 20 years in line with Records Management Code of
Practice 2016.
10.0 Reference documents
• IG Incident Leaflet
• Serious Incidents Policy
• ICO - Incident Reporting
• Data Security Standards - Incident Reporting
• Checklist for Reporting, Investigating and Managing SIRIs
12.0 Cross reference
• Data Protection & Confidentiality Policy
• IT and Information Security Policy
• Serious Incident Policy
• Information Governance Assurance Policy
13.0 Appendices

Appendix A- Incident Reporting Leaflet for Staff

Incident Reporting - What you should know
What is an Incident?
“An incident is an event planned or unplanned that has or may cause actual or possible harm, patient
dissatisfaction, or property loss or damage”

What to Report?
The following incidents should always be reported:
•
•
•
•
•
•
•
•
•

Incidents involving people receiving care from Sussex Partnership
Any accidents to anyone on Trust premises
Incidents to patients where a member of staff was present, involved or witnessed the event
Incidents relating to treatment, care or support the Trust is providing
Child or adult safeguarding concerns
Any pressure ulcer, whether it developed under our care, or was present on admission / referral
Deaths of patients under our care or who had been discharged within the last 6 months.
Security, fire and information governance breaches.
Incidents in which no harm was caused and near miss incidents (A near miss is an
event that could have caused loss, damage, injury or ill health)

How do I report an incident?
• Using the shortcut in your clinical applications folder on your desktop marked ‘Ulysses web’
(sign in using your normal trust log on details that you use to log into a Trust computer)
• Via Sussex Partnership Staff intranet ‘Report an Incident’

Why should I report an incident?
NHS England says ‘The NHS uses incidents to alert the healthcare system to risks and to provide guidance
on preventing potential incidents that may lead to harm or death.

Incident reporting is also important at a local level to support staff to learn about why incidents happen within
their own service and organisation, and what they can do to keep their patients safe from harm.’

To improve patient safety it is important to report all incidents including those that cause no harm.
If you have any ideas of how we could encourage more reporting and improve how we share learning from
incidents send your ideas to RiskandSafety@sussexpartnership.nhs.uk

For help and support please contact the Quality and Safety Co-ordinators:
Cheryl Foster 01243 623332

Virginia Wilkinson 01243 623333

Reporting cycle of an incident
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Box 2
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