DATA PRIVACY IMPACT ASSESSMENT POLICY
POLICY NUMBER
POLICY VERSION
RATIFYING COMMITTEE

TP/CO/107
V1
Information Governance Security Assurance
Group
29th October 2020
29th October 2023

DATE RATIFIED
NEXT REVIEW DATE
DATE OF EQUALITY & HUMAN RIGHTS
IMPACT ASSESSMENT (EHRIA)
POLICY SPONSOR
Chief Digital Information Owner
POLICY AUTHOR
Head of Information Governance
IT Security Architect

EXECUTIVE SUMMARY:
This policy sets out the Trust’s Data Protection Impact Assessment Policy (DPIA). It
identifies the framework for a formal assessment to ensure that new and existing
processes involving the use of personal information and/ or special category
information meets privacy, confidentiality and data protection requirements and
legislation.
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1.0 Introduction
1.1 Purpose of policy
This policy sets out the Trust’s Data Protection Impact Assessment Policy (DPIA). It
identifies the framework for a formal assessment to ensure that new and existing
processes involving the use of personal information and/ or special category
information meets privacy, confidentiality and data protection requirements and
legislation.
Data Protection Impact Assessments are a tool which can help identify the most
effective way to comply with data protection obligations and meet individuals’
expectations of privacy whilst mitigating any risks. An effective DPIA will allow the
Trust to identify and fix problems at an early stage, reducing the risk to service users,
associated costs and damage to reputation and trust which might otherwise occur.
1.2 Scope of policy
This policy applies to all service areas and functions of the Trust. Adherence to this
policy is expected by all staff, contractors and partner organisations working on
behalf of the Trust that introduces new processes or systems that are likely to involve
a new use or significant change to the way in which personal data is handled or
changes to existing processes and systems where data will be used.
1.3 Principles
All new projects, processes and systems (including software and hardware and
changes to existing data use) which are introduced must comply with confidentiality,
privacy and data protection requirements and legislation. Therefore, before all new
processes or systems are introduced, they must be tested against these
requirements through the Data Privacy Impact Assessment process.
All data privacy impact assessments must meet all of the data protection principles
outlined in the Data Protection Act 2018:
•
•
•
•
•
•
•

Personal data shall be processed fairly, lawfully and in a transparent manner.
Personal data shall be obtained for one or more specified and lawful
purposes, and shall not be further processed in any manner incompatible with
that purpose or those purposes.
Personal data shall be adequate, relevant and not excessive in relation to the
purpose or purposes for which they are processed.
Personal data shall be accurate and, where necessary, kept up to date.
Personal data processed for any purpose or purposes shall not be kept for
longer than is necessary for that purpose or those purposes.
Personal data must be protected and secured appropriately to ensure the
confidentiality, integrity and availability of the information.
The organisation must be accountable for all personal and special category
information that they process.

2.0 Policy Statement
All new projects, processes and systems (including software and hardware and
changes to existing data use) which are introduced must have completed a Data
Privacy Impact Assessment and obtained approval from the Information Governance
Team, Senior Information Risk Owner and Data Protection Officer.

3.0 Duties
Senior Information Risk Owner
The Senior Information Risk Owner (SIRO) is responsible for overseeing all risks
identified within a DPIA and providing expert advice or support to ensure all risks
have mitigating controls in place to protect the processing of information in order to
provide official approval of the DPIA.
Data Protection Officer
The Data Protection Officer (DPO) is responsible for providing advice around all risks
identified within a DPIA and providing a point of contact with the Information
Commissioners' Office (ICO). The DPO is responsible for signing off high risk
processing DPIAs in collaboration with the ICO.
Caldicott Guardian
The Caldicott Guardian is responsible for being the conscience of the service users
and advising on the risks surrounding the use of personal and/or special category
information in line with the Caldicott principles and data protection principles.
Information Governance and Security Team
The Information Governance and Security Team are responsible for reviewing and
assessing all completed data privacy impact assessments and advising on best
practice controls to mitigate risk to the confidentiality, integrity and availability of any
personal and/or special category information being processed under the purpose
identified in the DPIA.
Information Asset Owners
Information Asset Owners are responsible for ensuring they are aware of requests
for new processing or changes to existing processing of information within their
service area. They are responsible for ensuring controls in place are locally followed
and updating their local information asset register with any new/ changes to existing
assets and information held within.
4.0 Procedure
A data privacy impact assessment must detail the following in line with best practice
requirements:
•
•
•
•

describe the nature, scope, context and purposes of the processing;
assess necessity, proportionality and compliance measures;
identify and assess risks to individuals; and
identify any additional measures to mitigate those risks.

The Trust holds various different DPIA templates to make it easier for requestors to
complete and provide relevant information to their project. Once the individual has
completed the DPIA they must submit it to DPIArequests@sussexpartnership.nhs.uk
for the assessment and review to begin.
Stage 1 - Data Protection and Legal Review
The first stage of review is with the Data Protection Team. They will review the
following areas as a minimum;
•
•
•
•
•
•

Purpose for processing
Legal basis for processing information
Evidence that the DPIA meets data protection principles
Evidence that the DPIA meets privacy by design/ default principles
Evidence that controls are in place to mitigate any risks to Confidentiality,
Integrity or Availability (CIA) of information.
Review of privacy notice and consent forms

Stage 2 - Technical Security Review
The seconds stage of review is with the Information Security Team. They will review
the following areas as a minimum;
•
•
•
•
•
•
•
•
•

Project design documentation
Technical security and infrastructure documentation
Data at rest and in transit
Hosting and storage of information (servers and cloud)
Sub-processors and contractors
Data flow mapping diagrams
Security configuration and controls inventories
Inclusion on the Information Asset Register
Relevant information security accreditations

Stage 3 - Information Asset Owner Review
Once Stage 1 and 2 have been completed, the DPIA must be submitted to the
appropriate Information Asset Owner for sign off. This ensures that individuals
nominated to be accountable and responsible for the information within their service
area are aware of all new processes using information and any changes to existing
uses to ensure their service area works in a compliant way in line with the controls
and recommendations detailed in the DPIA. This also provides them with prior
notification for the need to update their Information Asset Register.
Stage 4 - SIRO/DPO Approval

The final stage of the DPIA review process is obtaining approval to begin processing
from either of the following Senior Information Risk Owner (SIRO), Data Protection
Officer (DPO) and Caldicott Guardian (CG). Once approved, the final DPIA will be
circulated to the relevant stakeholders with any further actions.

Stage 5 - Completed
Once completed, the information is updated within the central DPIA log and given a
review date of six months, one year or two years. The length of review depends on
the level of risk and controls in place for each processing activity.
Information Asset Owners are responsible for monitoring and reviewing processing
activities detailed within their service areas DPIAs and information sharing
agreements on a regular basis. This provides assurance that we are adhering to our
legal obligations around appropriate information handling and ensuring all
information asset registers are kept up to date and accurate.
Data Flow Mapping

Data flow mapping is the process of documenting the flow of information/information
from one physical location to another and the method by which the information flow
e.g. email, fax etc.
Data flow mapping helps organisations identify where systems handling personal or
sensitive information exist on the network, their physical locations and how they link
up or communicate with each other.
The purpose of the data mapping exercise is to map the flow of information within
and outside the organisation, assess any risk associated with information
flow/exchange activities and ensure that the information flows within the organisation
are being conducted in a secure and confidential manner and in compliance with the
organisation’s legal and corporate obligations.
Data Protection by Design and Default

The GDPR requires you to put in place appropriate technical and organisational
measures to implement the data protection principles effectively and safeguard
individual rights. This is ‘data protection by design and by default’.
This means the Trust needs to integrate data protection into our processing activities
and services from the design stage right through the lifecycle.
This concept is not new. Previously known as ‘privacy by design’, it has always been
part of data protection law. The key change with the GDPR is that it is now a legal
requirement.
Data protection by design is about considering data protection and privacy issues
upfront in everything you do. It can help you ensure that you comply with the GDPR’s
fundamental principles and requirements, and forms part of the focus on accountability.
When reviewing the potential data protection implications when introducing new
processes or projects using personal and/ or special information the trust ensures the
following:
•

We consider data protection issues as part of the design and implementation of
systems, services, products and business practices.

•

We make data protection an essential component of the core functionality of our
processing systems and services.

•

We anticipate risks and privacy-invasive events before they occur, and take
steps to prevent harm to individuals.

•

We only process the personal data that we need for our purposes(s), and that we
only use the data for those purposes.

•

We ensure that personal data is automatically protected in any IT system,
service, product, and/or business practice, so that individuals should not have to
take any specific action to protect their privacy.

•

We provide the identity and contact information of those responsible for data
protection both within our organisation and to individuals.

•

We adopt a ‘plain language’ policy for any public documents so that individuals
easily understand what we are doing with their personal data.

•

We provide individuals with tools so they can determine how we are using their
personal data, and whether our policies are being properly enforced.

•

We offer strong privacy defaults, user-friendly options and controls, and respect
user preferences.

•

We only use data processors that provide sufficient guarantees of their technical
and organisational measures for data protection by design.

•

When we use other systems, services or products in our processing activities,
we make sure that we only use those whose designers and manufacturers take
data protection issues into account.

•

We use privacy-enhancing technologies (PETs) to assist us in complying with
our data protection by design obligations.

Risk Management
One of the most important aspects of a DPIA is identifying potential risks or issues
which may impact the use of personal information within the service and/ or impact
the service user whose information is being processed.
We need to ensure that all risks and concerns are documented within the DPIA in
order to provide recommendations on controls to minimise the level of risk identified.
During the staged review process, the SME's will review and assess the likelihood
and impact of any risks identified with the DPIA and provide their recommendations
within the approval part of the DPIA.
It may be appropriate in some cases for service areas to introduce local policies or
standard operating procedures (SOPs) and guidance to ensure staff are following the
recommendations set out within the DPIA.
Consulting the ICO if high risk
The Trust must consult the ICO if/ should we identify a DPIA as high risk and we are
unable to implement measures to reduce that risk. The Trust is unable to begin the
processing until we have consulted the ICO.

If requestors require a project to proceed effectively then investing time in producing a
comprehensive DPIA may prevent any delays later, if we have to consult with the ICO.
The ICO will provide the Trust with a written response advising whether the risks are
acceptable, or whether further action is required. In some cases they may advise you
not to carry out the processing because it is considered a breach of the GDPR. In
appropriate cases, the ICO may issue a formal warning or take action to ban the
processing altogether.
5.0 Development, consultation and ratification
The Information Governance and Security Team have developed this police and
procedure and has included all relevant key stakeholders.
This policy is ratified by the Information Governance Security Assurance Group who
is responsible for overseeing information governance and data protection assurance
across the Trust.

6.0 Equality and Human Rights Impact Analysis (EHRIA)
An equality and human rights impact analysis (EHRIA) has been undertaken on this
policy in line with Trust policy and legal obligations.
Under the Data Protection Act 2018, individual's rights can be affected depending on
different types of legal basis and purposes for processing information.

7.0 Monitoring Compliance
The Trust will monitor performance with this policy on a quarterly basis at the
Information Governance and Security Assurance Group. A quarterly DPIA report and
Risk Register must be presented to the board for review and further action if high
risk.
8.0 Dissemination and Implementation of policy
This policy is available on the trust intranet and will be circulated to key stakeholders
for collaborative partnership working.
For those who frequently submit Data Privacy Impact Assessments to the team, full
training can be provided in house, please submit your request to:
information.governance@sussexpartnership.nhs.uk

9.0 Document Control including Archive Arrangements
All DPIAs will be held for 6 years and will be held securely on the B Drive in a
restricted folder
10.0 Reference documents
Data Protection Impact Assessments - ICO Guidance
Data Protection & Confidentiality Policy
Information Governance Assurance Policy
IT and Information Security Policy
Data Privacy Impact Assessment Form (Appendix A)
DPIA Process flowchart (Appendix B)

11.0 Bibliography
Data Protection Impact Assessments - ICO Guidance

Data Protection by Design and Default - ICO Guidance
Data Protection Principles - ICO Guidance

12.0 Glossary
Abbrev.
DPIA
CIA
ICO
DPO
IAO
CG
SIRO
PBD
DPA18
GDPR

Definition
Data Privacy Impact Assessment
Confidentiality, Integrity and Availability
Information Commissioner's Officer
Data Protection Officer
Information Asset Owner
Caldicott Guardian
Senior Information Risk Owner
Privacy by Design/ Default
Data Protection Act 2018
General Data Protection Regulations

13.0 Cross reference
• Data Protection & Confidentiality Policy
• Information Governance Assurance Policy
• IT and Information Security Policy
14.0 Appendices
• DPIA Procedure flowchart

Appendix A - Data Privacy Impact Assessment Process

DPIA submitted to
DPIArequests@sus
sexpartnership.co.
uk

Review of DPIA on 6
month - 12 month
basis.

Stage 1 - Data
Protection and
Legal Review

Stage 5 Completion and
recorded on
central DPIA log

Stage 2 Technical
Security Review

Stage 4 - SIRO or
DPO Approval

Stage 3 Information
Asset/ Requestor
Review

