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EXECUTIVE SUMMARY:
This policy document applies to all individuals working on behalf of the Trust and is
designed to protect information processed on electronic systems from unauthorised
disclosure, modification or deletion.
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contact the Corporate Governance Team on: 0300 304
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Did you print this document yourself?
Please be advised that the Trust discourages the printing and retention of
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1.0 Introduction
This policy supports the Trust’s overall information IT and Information Security Policy and has
been produced, particularly, to set policy and define processes to be employed in the use and
management of the Trust’s email systems (including the use of VPN) and the utilisation of
Users personal email addresses. As well as setting policy for all internet activity.
Email is an established method for day-to-day communication within, between and beyond NHS
organisations and can be of great benefit when used appropriately. It has considerable potential
to support the management and delivery of services by the Trust and for communicating with
partner organisations and stakeholders. However, if it is inappropriately used or misused it also
has the potential to introduce serious risks for the Trust, including productivity and security
concerns, legal and regulatory compliance and litigation.
Increasingly, patients are asking for email to be used for communication with the Trust; and,
whilst the Trust seeks to engage with patients using the most effective and desired methods, it
remains obliged to ensure that adequate safeguards are maintained to preserve patient privacy.
The email systems of the Trust are provided primarily to support and deliver the business of the
Trust. However, within reasonable limitations the constraints of this policy and the discretion of
line managers, they are also available for general use by colleagues.
Users are encouraged to consider their appropriate use of email, in particular remembering that:
•
•
•

Email may not always be the best way to communicate.
Volume of email messages can be prohibitive to effective communication.
Although, by its nature, email may seem less formal than other forms of written
communication, the same laws apply.
It is easy for emails to be forwarded without the knowledge or consent of the
originator.
If email is used, care must be taken over its drafting bearing in mind that it remains
a published and formal written communication.
Retention and storage of email needs to be dealt with in the same way as other
forms of written communication.

•
•
•

All Users of Trust email systems and the internet shall comply with this policy.

1.1 Purpose of policy

•

•

This policy is designed to help Users to understand the Trusts’ expectations
for the use of both email and internet.

•

All existing policies and procedures apply to your conduct whilst using the
Trust email systems as well as the internet especially (but not exclusively)
those that deal with intellectual property protection, privacy, misuse of Trust
resources, harassment, information and data security and confidentiality.

Failure to comply with the requirements of this policy, including non-compliance with
the Computer Misuse Act 1990 and The Data Protection Act 2018, or infringement of
copyright, will be regarded as serious misconduct which will result in disciplinary
action being taken. Although each case will be reviewed on an individual basis,
misuse of the internet and/or email system (or misuse of any computer systems) may
be considered as gross misconduct and will lead to disciplinary action and possible
dismissal. For further information, please refer to section 10.0 Monitoring. You can find
all Trust policies on the Staff Intranet.
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•

Examples of misconduct include (but are not limited to):
o

o

o

o

o
o

Accessing, downloading and/or distributing pornographic or other
offensive material. This may include; racial, sexual material or
derogatory information about others.
Accessing, downloading and/or distributing information of a
discriminative nature, including; racist or sexual material or information
which is discriminative towards other groups, such as protected
characteristics; gender reassignment, pregnancy & maternity, age
related, religion or belief related, sexual orientation, race, sex and
disability.
Deliberately or negligently downloading malware (such as viruses or
spyware) which expose the Trust IT security measures to risk and/or
damage as well as undermining the Trust as a whole.
Deliberately breaching the Computer Misuse Act 1990 or the Data
Protection Act 2018, for example; passing patient related data to
inappropriate parties.
Downloading, storing and/or using copyrighted materials or software,
such as; music and video files, images or computer software
Administering, supporting or moderating third party internet sites such
as discussion groups, fan sites or websites for business

1.2 Definitions
Term
SPFT
PID
Phishing
SPAM

Users / Colleagues

VPN
Removable Media
USB ports
Email

Definition
Sussex Partnership NHS Foundation Trust,
“The Trust”
Patient Identifiable Data
An email sent from someone not known to
you, usually requesting information
An annoying email sent to you, usually
asking that you click on a link or download
an attachment to allow malicious
downloads to occur
This term is applied to any person who
uses Trust resources to access the Trust
internet, or any related services such as
email and applications
Virtual Private Network. Allows access to
the network when working remotely
USB memory sticks, DVD, CD-Rom,
cameras, mobile phones etc
Slots on your laptop for approved and
encrypted memory sticks
Email used across the Trust is usually
@sussexpartnership.nhs.uk, however,
some parts of the Organisation use
NHS.net which is not owned/managed or
maintained by Sussex Partnership NHS
Foundation Trust

1.3 Scope of policy
This policy applies to all Users authorised to use the Trust email service and/or have been
approved by the Trust to use the NHSmail email service whether this is accessed via a
laptop, desktop, mobile phone, tablet via any connection method provided by the Trust,
cabled, wireless or remote access (VPN). This policy also applies to contractors, NHS
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Professionals, bank staff, voluntary organisations or suppliers granted email
accounts/access for support purposes.

1.4 Principles
Safe and effective use of email and the internet is the responsibility of everyone without
exception. The Trust has a responsibility to securely manage its information assets, the
information of patients, staff, contractors and business partners and to protect that
information from unauthorised disclosure, loss of integrity or availability.
All parts of the Trust are responsible for making sure that information is protected
adequately. To ensure actions around safe and effective use of the internet is upheld in
accordance with this policy the Trust will ensure the following measures are in place:
• Coordinated: All staff will be involved in maintaining compliance with this policy.
• Proactive: The Trust will detect, identify and manage vulnerabilities, threats, and
security gaps to prevent security incidents as far as practicable.
• Supported at the highest level: senior management are actively committed to
supporting staff to implement the required security controls that are identified through
a continuous risk assessment process

2.0 Policy Statement
The Trust sees the Internet and the use of email and other communication methods as
important business tools. Users & colleagues are encouraged to use these tools to enhance
their productivity, in accordance with the rules and procedures set out
below. With this in mind, the Trust reserves the right to monitor emails and internet usage.
Generally this is only performed where there is a suspicion of behaviour which breaches this
policy. However, data is stored and reviewed on a regular basis. For further information,
please refer to section 4.1.6 Monitoring Requests. You can find all Trust policies on the Staff
Intranet.

3.0 Duties
Chief Executive
The Chief Executive has overall responsibility for data quality.

Chief Digital Information Officer
The Chief Digital Information Officer is responsible for driving digital transformation.

Board of Directors
The Board of Directors have responsibility for setting the strategic context and for the formal
review and endorsement of Information Governance policies and procedures including data
quality.

The Information Governance Security Assurance Group
The Information Governance Security Assurance Group (IGSAG) is responsible for:
• Directing and performance managing the development and implementation of data quality
strategy and policy as part of the wider information governance agenda.
• Monitoring the Trust’s information handling activities to ensure compliance with the law and
NHS policy and guidance.
• Ensuring that training and awareness on data quality is made available for all staff where
this is required to support their role.
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Everyone
All staff who record patient information whether on paper or within electronic systems have a
responsibility to take care to ensure that the data is accurate, and complete as possible. All
staff including temporary or agency staff, colleagues, suppliers and partners are responsible
for:
• Compliance with relevant policies. Failure to comply may result in disciplinary action being
taken.
• Co-operating with the development and implementation of policies and as part of their
normal duties and responsibilities.
• Compliance with polices and supporting documents.
• Ensuring the timely accurate and complete input of data onto the appropriate trust
information system or data recording sheets.
• Ensuring that they have the appropriate level of knowledge and skills for using the
information systems.
• Where staff have responsibility for maintaining information but do not enter the data
themselves they must provide input staff with the fully completed data sheets in a timely
manner and ensure that the data entered is accurate and complete.
• Undertake regular validation checks of data collection and input to confirm that the data for
which they have responsibility for is accurate, complete and up to date.
• Monitoring the data held for any data quality issues and reporting any concerns to the
appropriate information asset owner or administrator.
• Identifying the need for a change in policy as a result of becoming aware of changes in
practice, changes to statutory requirements, revised professional or clinical standards and
local or national directives and advising their line manager accordingly.
• Identifying training needs in respect of policies and procedures and bringing them to the
attention of their line manager.
• Attending training and awareness sessions as required or completing training materials
when provided.
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4.0 Procedure
4.1 Use of internet
4.1.1 Acceptable use of the Internet
Permitted access includes;
• Access to material and information relevant to the Users work
• Access to websites and materials relating to training and research
• Access to websites and services for personal use where this complies with section
4.1.3 personal use of the internet

4.1.2 Unacceptable use of the internet
•

•

•

•
•
•
•
•
•
•
•
•

•

Accessing, creating, downloading or transmitting any obscene or indecent images,
data or other material, or any other data capable of being resolved into obscene or
indecent images or material unless for properly authorised and lawful research
purposes.
Accessing, creating, downloading or transmitting any offensive, sexist, racist or
defamatory image, data or other material, or any data capable of being resolved into
offensive, sexist, racist or defamatory images or material unless for properly
authorised and lawful research purposes. Examples of these include, but are not
limited to; materials such as images and text that are hostile or derogatory relating to
gender, gender identity, ethnicity, sexual orientation, religious or political views and/or
disability.
Accessing, creating, downloading or transmitting images or material that is designed
to annoy, harass, bully, inconvenience or cause needless anxiety to others, or any
data capable of being resolved into images or material designed to annoy, harass,
bully, inconvenience or cause needless anxiety to others.
Creating, downloading or transmitting data or material that is created for the purpose
of corrupting or destroying other Users data or hardware.
Creating, downloading or transmitting data or material that infringes or breaches
copyright laws
Downloading or transmitting software, including software licensed to the Trust or
illegitimate software, without proper authorisation.
Transmitting confidential or personal information without proper authorisation or
official consent of the individual concerned.
Creating or transmitting junk mail, including chain mail letters and unsolicited
advertisements.
Using the internet to conduct private or freelance business for the purpose of
commercial gain without proper authorisation
Registering your work email / mail address on any non-work related web sites
Downloading or transmitting streaming video or audio for personal entertainment
purposes
Using the internet to download or use entertainment software, or play online games.
Such use includes, but not limited to; playing against opponents over the internet or
Trust network, using or accessing virtual communities or environments, or using
gambling sites or software
Using the internet with software aimed to bypass security such as Onion Routing
browsers (TOR) or plugins, non-Trust VPN tools or proxy bypass tools. Unless
explicitly approved by the IT department or provided as part of a Trust approved
system or service.
o Use of secure tunnels or VPN’s agreed by the IT department and added to the
IT & Information Asset Register are an exception when used for work
purposes or connecting to third party partners or suppliers to ensure data
security, for example: third party remote desktops
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Any intentional breach of this policy will be dealt with in accordance with the Trusts
disciplinary policy.
If you accidentally access any material or websites prohibited by this policy you are
required to immediately disconnect from the website and, in the case of websites or
material that are deemed to be unlawful, inform your line manager of the incident. see
Appendix A

4.1.3 Personal use of the internet
The Trust will allow personal use of the internet providing that such use will be made out of
business hours and during designated breaks such as lunchtime, however, there is no
absolute right for Users to use the internet for personal use.
The Trust will not be held liable for any loss incurred when accessing the internet for
personal use. All personal use of the internet must adhere to this policy. Acceptable personal
use of the internet includes, but is not limited to; accessing websites, web-based emails,
newsgroups and forums where such access does not conflict with the normal work duties of
the individual End User or the work of others.
Only material from bona fide business, commercial or governmental websites should be
browsed/downloaded. No other material should be browsed/downloaded. This specifically
includes games, screensavers, music/video (unless otherwise licenced and legal) and illegal,
obscene or offensive material.

4.1.4 Excessive use of the internet
Although the Trust allows personal use of the internet, any personal use which is considered
to be excessive will be dealt with in accordance with the trust disciplinary policy.
The usage of the internet will be monitored locally by line managers. For further information,
please refer to section 4.1.6 Monitoring Requests.

4.1.5 Internet and System Monitoring
Internet use from all computers and devices connected to the network. For all traffic the
monitoring system will record (at minimum) the source IP Address, End User ID/End
Username, date, time, the protocol and the destination site or server. Internet use records
will be preserved for up to 180 days.
Users expressly waive any right of privacy in anything they create, store, send or receive on
the Trusts’ computer system (except where mentioned in 5.1.1 – Staff Side). The Trust can,
but is not obliged to, monitor emails without prior notification.
If there is evidence that a User is not adhering to the guidelines set out in this policy, the
Trust reserves the right to take disciplinary action, including termination of employment
and/or legal action.
For further information, please refer to section 10.0 Monitoring. You can find all Trust policies on
the Staff Intranet.
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4.1.6 Monitoring Requests
General device, internet, email activity or system reports can be made available to any line
manager as needed upon request to the IT helpdesk or email the IT Security team:
itsecurity@sussexpartnership.nhs.uk. These reports are currently provided by the IT Security
Team; however, this may change at any point and provided by another team/directorate.
There are two types of monitoring requests;
•

Initial request: An initial request will determine if a person and/or team have
broken this policy in any way. The response will be as such: has any part of
this or any other Trust policy been broken. There will be no in-depth response
to this request. Should the line manager deem the response a continual issue
then they may request the ‘Advanced Request’ detailed below;

•

Advanced request: an advanced request will provide a full review of the
internet and/or system usage, and a report provided to the requestor. Please
note that HR approval (written or email) must be provided before an advanced
request is fulfilled.

4.1.7 Internet Use Filtering Rule Changes
The IT department shall periodically review and recommend changes to web and protocol
filtering rules. Please contact the Head of Information Governance for any request, dispute
or suggestion relating to rules and rule changes.

4.1.8 Internet Use Filtering Exceptions
If a site is categorised incorrectly, employees may request the site be unblocked by logging a
call with the IT helpdesk. The Head of Information Governance will review the request and
authorise the unblock request if deemed appropriate to do so.

4.1.9 Enforcement
The IT Security Team will periodically review Internet use monitoring and filtering systems
and processes to ensure they are in compliance with this policy. Any use which is
considered to be excessive or improper will be dealt with in accordance with the Trust
Disciplinary policy if required.

4.1.10 Trust Representation
Users and guests are not permitted to write or present views on behalf of the Trust without
proper authorisation.
Unless properly authorised, any contributions to work related discussion boards, forums and
all social media platforms are considered to be personal views. Such restrictions include, but
are not limited to;
•
•

Posting views or comments on forums, discussion boards and any social
media platform on behalf of the Trust
Publishing materials, including websites on behalf of the Trust

4.1.11 Intellectual Ownership
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The Trust reserves the right to ownership of any materials created or modified using Trust
resources or on behalf of the Trust. Such materials include, but are not limited to:
•
•

•

Articles and content posted on the Trust website/intranet
Articles and content posted on other websites, discussion boards, forums and any
social media platform
Software, websites or content created on Trust equipment or external locations via
Trust connection and or systems

5.1 Use of Email
5.1.1 Personal Use of Email
Although the Trust email system is meant for business use, the Trust allows personal usage
it if is reasonable and does not interfere with work.
Whilst Staff Side representatives are carrying out work on behalf of their member and for
their Union, the ownership of the email will be the author and remains confidential.

5.1.2 Email Security and Confidentiality
Due to the risk of email being forwarded or sent by mistake to an address outside the Trust,
Users should avoid sending Person Identifiable Data (PID) by email, this includes the
Patient’s name. If it is necessary to correspond about a patient using email, Users should
use a Patient’s initials and CIS numbers only.
If more detailed information is to be shared via email, the information must be in an
encrypted and password protected document such as a Microsoft Word or an Excel file. The
password to enable access to the document should then be shared via another means
(telephone for example).
All email recipients must be double checked before sending any email to ensure the correct
recipients have been selected and placed in the correct ‘TO/BCC’ field in the email. Where
possible, an email distribution list should be created to ensure the correct recipients are
always contacted.
The Trust has incorporated a ‘fail safe’ in Outlook which is prompted following 10 or more
recipients are entered into the ‘TO’ field within an email. It is prompted to give the sender the
opportunity to review the email before sending, to ensure they are sending it to the correct
people and questioning whether the recipients should be added to the ‘BCC’ instead. Once
the prompt has been accepted the sender is agreeing to Trust policies as well as confirming
there is no PID, data privacy or confidentiality issues contained within the email. See Annexe
B

PID should not be stored in all other email functions/areas such as calendar appointments,
notes and contacts. If it is necessary to place information in, for example, an outlook
calendar appointment then the Patient’s initials or CIS number should be used.
The Trust accepts that some confidential emails must be sent externally, for example:
County Councils, Police or Social Services. You should employ the password protected
document format when corresponding with these and any other services. You can contact
The Information Governance team for further advice, their email address is:
Information.Governance@sussexpartnership.nhs.uk
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You can review the Hints and Tips section on the Security pages on the Intranet for further
guidance on how to email securely. Follow this link for further information:
http://staff.sussexpartnership.nhs.uk/data-protection-department

5.1.3 Disclaimer
A standard Trust/NHS disclaimer will be automatically added to each outgoing email. This
may be changed at any time. An example of a disclaimer is as follows;
“This email and any attachments may contain confidential information and is intended only
to be seen and used by the named addressee(s) or their delegated colleague(s). However,
the information contained within it may be subject to public disclosure under the Freedom of
Information Act 2000, unless it is legally exempt from disclosure”

5.1.4 Auto Forwarding
The use of auto forwarding to any other email from a Trust issued email address or NHS.net
email address is not permitted for any reason. This is not a secure method of transferring
information because the auto forwarding does not guarantee the security of the service or
the integrity of clinical information transmitted from SPFT and NHS email accounts.
The IT department has been instructed NOT to set up any new Users with auto forwarding to
any email address other than that which has been issued to you by the Trust. This action is
to ensure compliance with national guidelines and above all to provide the Trust with
assurances that clinical information is not inadvertently transmitted outside of the secure
SPFT email service which could potentially compromise confidentiality of Patients and/or
Users.

5.1.5 Manual Forwarding or sending of emails to Non-Trust Accounts
Manual forwarding of information / emails / files including any identifiable information can
only be sent to another secure mailbox. This currently includes (from
@SussexPartnership.nhs.uk accounts), NHS.net and a few select secure.gov.uk and similar
addresses such as:
NHS.net
Secure.nhs.uk
Gov.uk
Cjsm.net
Pnn.police.uk
Mod.uk
Parliament.uk
For information and a current list of accredited Organisations meeting the DCB1596
standard, please visit the NHS Digital pages here:
https://digital.nhs.uk/services/nhsmail/the-secure-email-standard
This list however changes regularly and therefore please request information from the IT
Security team if required.
You must never send confidential information to or from an email address which does not
meet the necessary standards of security. For further information, please refer to section
6.3.2 General Rules. You can find all Trust policies on the Staff Intranet.

All Users are required to:
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•
•
•
•

Maintain their own inbox within the limits provided
Not keep multiple copies of the same email
Remove all attachments that need to be kept from email and store them on
appropriate network storage space provided
Delete any emails that do not need to be kept

Users are required to regularly maintain, cleaning and deletion tasks on their email inbox
(weekly, monthly quarterly).
Some mobile hardware products such as Android, IOS, Windows and Blackberry devices
can be affected by large inbox sizes and large attachments. Where ever possible, download
any attachments on the Trust or other secure network and not on the trust device data
allowance.
It is the responsibility of the User to ensure mailboxes are NOT used as a file storage facility
and that any attachments/emails which need to be retained should be stored in an
appropriate place on the Trust file servers (H drive for example).

5.1.6 Legal Implications
Email is a business communication tool and Users are obliged to use this tool in a
responsible, effective and lawful manner. Although email seems to be less formal than other
written communication, the same laws apply. Therefore, it is important that all Users are
aware of the legal risks of email;
•
•
•

•

If you send emails with any libellous, defamatory, offensive, racist or obscene
remarks, you and the Trust can be held liable
If you forward emails with any libellous, defamatory, offensive, racist or obscene
remarks, you and the Trust can be held liable
If you unlawfully forward or copy message without permission, you and the Trust can
be held liable for copyright infringement
If you knowingly send an attachment that contains a virus/malware, you and the Trust
can be held liable

By following the guidelines in this policy, the User can minimise the legal risks involved in the
use of email. If any User disregards the rules set out in this policy, the User will be fully liable
and the Trust will disassociate itself from the User.

6.1 Social Media
The use of blogging and social networking websites can expose the Trust to information
risks, even where these sites are not accessed directly from work. The popularity of such
websites and the rapid growth of internet enabled devices such as mobile phones has
resulted in significant awareness and uptake of these websites from home, work and when
mobile.
The risks that this may pose include, but are not limited to:
•
•
•
•
•
•

Unauthorised disclosure of business information and potential confidentiality breach.
Legal liabilities from defamatory postings etc. by Users
Reputational damage to the Trust
Users Intimidation or harassment with possibility of personal threat or attack against
the blogger, sometimes without apparent reason.
Identity theft of personal data that may be posted
Malicious code and viruses causing damage to the Trust and partners IT
infrastructure
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•

Systems overload from heavy use of sites with implications of degraded services and
non-productive activities, particularly in the use of rich media (such as video and
audio) becoming the norm.

Users should not have any work-related conversations about patients or post defamatory
information about colleagues or the Trust to blogging or social networking sites when at
home or away from work, as they may be subject to disciplinary action and/or legal
proceedings.
NHS organisations of all types are now making increased use of Social Networking facilities
to engage their patients, other stakeholders, and to deliver key messages for good
healthcare and patient service generally. These digital interactions are to be encouraged and
their values extended as new communications channels become available for use.

6.2 Malware, Viruses and Spam
All Trust computers and laptops should have anti-virus software installed, which is regularly
updated via the network or directly from the vendor’s website. E-mails are also scanned
within the server environment. Non-text e-mail attachments (e.g. software, computer games,
executable files and bitmaps) and software downloaded from the Internet may contain
computer viruses or other harmful content which can seriously disrupt the Trust’s computer
systems and network. You can find guidance on topics covered in the policy on the Trust
security intranet pages: http://Users.sussexpartnership.nhs.uk/data-protection-department.

Do's

Dont's

Follow guidance available to you on the
security intranet pages

give out your username or password to
ANYONE

use the Outlook function to report any email
that you suspect to be a phishing attempt

click links or download attachments from
emails you are not expecting

be vigilant and remain suspicious of all
emails , regardless of who sent them

reply to emails you suspect to be a phishing
attempt

6.2.1 Phishing email Outlook tool
Should any User receive an email which they feel may be suspicious, please be aware that
the email may contain malware either by an attachment or a contained link. You should
never click a link or download an attachment from an email you believe to be suspicious. The
Trust has installed a tool within Outlook to assist with this situation and you should use this
tool to forward any suspicious email to the IT department. They review all emails they
receive and will advise you further on an individual basis. This is for the use of Trust emails
received. If you have received a phishing email to a non-Trust email system such as
NHS.Net you must use their own reporting service. Please see Annexe A.
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Further advise on how to keep yourself safe online both at home and work can be found
across many trusted sites, such as Action Fraud UK and National Cyber Security Centre

6.3 Acceptable use of Mobile Devices, Removable Media and Remote Access
6.3.1 Introduction
Removable media can be classified as any portable device that can store and/or move data.
These include, but are not limited to;
•
•
•
•
•
•
•

Universal Serial Bus (USB)
Memory Sticks / Pen Drives
Floppy Disks
Read/Write Compact Disk (CD)
DVD
ZIP Drives
Magnetic Tapes

Mobile devices include;
•
•
•
•

Tablet PCs
Laptops
Personal Digital Assistants (PDA’s)
All mobile phones (including blackberry)

6.3.2 General Rules
In order to prevent damage, compromise or loss of Trust data, the following restrictions will
apply to the use of mobile devices and removable media within the Trust:
•

•
•
•
•

•

•
•

Only Trust owned and managed devices should be used to connect to, or
synchronise with, the Trust’s IT Systems. No privately owned devices should be
used. The IT department will advise on suitable PDA or removable media devices.
o Any partners, colleagues, supplier may connect via a remote portal solution,
this still applies to any devices connecting to these solutions
The device should only be used for Trust related purposes.
Infrared or wireless synchronisation is only to be carried out when it has been
specifically agreed and set up by the IT department.
Confidential and/or person Identifiable data must not be stored on devices
The Trust provides encrypted USB sticks for authorised use by Users to transfer any
Trust data, including confidential data. However, this data should not be transferred
and stored on any personal equipment e.g. home PC, laptop or mobile devices (e.g.
phones) as they do not offer adequate protection (i.e. encryption) and may lead to
unauthorised access of confidential data. These devices can be obtained from the IT
procurement catalogue.
When transferring data from outside of the Trust, extreme caution must be taken, due
to the potential risk of introducing malicious software or viruses on the Trust’s IT
systems. All data must be virus checked prior to transfer. Further information can be
found on the staff intranet pages: http://staff.sussexpartnership.nhs.uk/dpsaservices/asset-register
If the media or data is no longer required by the user or the Trust, it should be
securely erased and/or disposed of by approved methods by the IT services
department.
All removable media and mobile devices should be stored in a safe, secure
environment in line with the Trust security policies and manufacturers
recommendations.
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•
•
•
•
•

The Trust may use technical measures to enforce restrictions on the use of portable
devices and removable media on USB ports and other connecting interfaces.
Data stored on removable media should be backed up or transferred to the network
at regular intervals to ensure compliance with the NHS Records Retention Schedule
and mitigate the risk of business disruption.
Appropriate security measures should be in place to protect the data on any back up
media, including encryption of any person identifiable data and secure physical
storage.
All removable media and mobile devices must be returned to the Trust IT services
department if the member of staff should leave employment within the Trust or no
longer requires it for their job.
Remote access Users should be aware of the security of their connection at any
remote location (home, hotel, public hotspot or internet café). It is recommended that
home wireless networks are not left on the default or supplier provided settings and
should be configured to use Wi-Fi Protected Access 2 (WPA2) and AES encryption to
provide the best level of protection or greater.

6.4 Security
•
•
•
•

Do not in any circumstances disclose any user password to any other person.
Do not impersonate any other employee when sending an e-mail and do not amend
messages received. You are responsible for the security of your computer data and
e-mail and must not allow use by any unauthorised/other person.
IT systems will be regularly monitored using audit trails and log files to ensure
appropriate use and, any misuse will be subject to investigation that may lead to
disciplinary action, dismissal and/or criminal proceedings.
The IT Security team regularly run various awareness campaigns throughout the year
to ensure vigilance is maintained at all times by staff. The campaigns vary and range
from Phishing campaigns to Ethical Hacking campaigns

6.4.1 Housekeeping and Good Practice
The following rules will help systems to work more efficiently.
•
•
•
•
•
•
•
•
•

Messages should be reviewed and deleted on a regular basis and, if necessary,
archived in accordance with the NHS Records Management: Code of Practice.
Where possible, obtain confirmation from the recipient that an important e-mail has
been received.
If you receive a wrongly delivered message you should report this to the sender, and
delete the message. If the e-mail message contains confidential or sensitive
information you must not make use of that information and must not disclose it.
Spam or Junk emails should be deleted immediately.
All-user e-mails must be avoided if possible as they cause system congestion.
Messages for a wider distribution should be sent to the Communications Department
for onwards distribution.
Do not subscribe to e-mail services which will result in e-mails being sent
automatically to you unless these are for the purpose of your role.
Do not send out trivial or personal e-mail messages. These lead to congestion of the
email system and reduce its efficiency
Do not automatically forward messages to your private email accounts, as they may
contain confidential or person identifiable data. It will also cause unnecessary
congestion of the email system.
Do not send passwords and log on information in the same email. If you are setting
up accounts for Users please send this information separately. For example: sending
their log on and welcome information via their Trust email address or NHS email
address and then a text to their personal phone containing their password

Internet and Email Acceptable Use Policy

Where necessary, Users should consider appointing an appropriate deputy to access their
email (proxy access) for periods of leave; this deputy should be agreed with your line
manager or head of department. Alternatively, Users should create an auto reply rule to
inform senders to contact an appropriate member of Users if their request needs urgent
attention.
In the case of unexpected leave, e.g. long term sick, managers should attempt to obtain
consent from the individual to access their email and/or network drive (e.g. H or S drive). If
this is not possible managers should seek advice from the Information Governance Team by
emailing: Information.Governance@sussexpartnership.nhs.uk regarding access to the
individuals account. Each case will be assessed individually based on the impact and
disruption it may have to the local services.
If a member of staff leaves their post or the Trust they should ensure that any data is
transferred or proxy access given to an appropriate colleague or their manager, as agreed
with your line manager or head of department.
Note: You should treat e-mail in the same way you would treat a letter or fax. Do not e-mail a
message that you would not want others to read or to be read in court

5.0 Development, consultation and ratification
This policy has been developed in partnership with IT, IT Security and Information
Governance. The policy has undergone ratification within the Information Governance
Security Assurance Group (IGSAG)

6.0 Equality and Human Rights Impact Analysis (EHRIA)
This policy has undergone an equality and human rights impact assessment

7.0 Monitoring Compliance
The Trust ensures commitment to the completion of the Data Security and Protection Toolkit
on an annual basis. The Data Security and Protection Toolkit is an online self-assessment
tool that allows organisations to measure their performance against the National Data
Guardian’s 10 data security standards.
All organisations that have access to NHS patient data and systems must use this toolkit to
provide assurance that they are practising good data security and that personal information
is handled correctly.
The Trust is also a Cyber Essentials Plus certified.
Audits are continuously carried out across the Trust and its policies and procedures, through
various internal and external parties, including the Information Commissioners Office and
RSM.

8.0 Dissemination and Implementation of policy
This policy will be circulated to all staff by means of communication tools available to the
Trust such as Partnership Bulletins, leadership briefings, circulated at team meetings and will
be placed on SUSI. New staff will be made aware of the policy at the Trust induction. Paper
copies will be made available to members of staff on request.

9.0 Document Control including Archive Arrangements
It will be the responsibility of the Sponsor and Author of this policy document to ensure that it
is kept up to date with any local, national policy or legislation. The policy will be managed in
accordance with the Policy for Procedural Documents.
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10.0 Reference documents

All staff policies can be found on the Intranet: staff.sussexpartnership.nhs.uk
•
•
•
•

Disciplinary Policy
Access Control Policy
IT and Information Security Policy
Data Protection & Confidentiality Policy

11.0 Bibliography – not applicable

12.0 Glossary – see the guide in section 1.2 Definitions

13.0 Cross reference
Disciplinary Policy
IT & Information Security Policy
Access Control Policy
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14.0 Appendices
Appendix A

Appendix B

Appendix C

 Do remember that emails have the same standing in law as other written communication
and can be released under Freedom of Information (FoI) and Data Protection legislation or
to a court of law.
 Do use distribution lists, especially when sending emails which may contain personal or
commercially sensitive information.
 Do apply common email etiquette when composing messages, for example;
•
•
•

The inappropriate use of CAPITALS is considered to be aggressive
Use an appropriate font size, colour and font
Be mindful or using slang, acronyms or mobile phone ‘text speak’, all should be
avoided

 Do remember that the internet is the World Wide Web and to a great extent is
uncontrolled, so information you find may not be accurate therefore must be treated with
care and quotes/information should always be source referenced.
 Do take great care when entering your details on websites, both for personal use and for
business.
 Do use email and internet facilities for limited personal use and only in break times
DoEmail
use the
BCC (Blind Use
Carbon
Copy) if you need to contact multiple people. There is a
Internet 
and
Acceptable
Policy

facility used within the Trust which gives you the option to review an email before you send
it if there are more than 9 recipients in the TO field.

