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1.0

INTRODUCTION

Critical Infrastructure includes all of the different essential services which we rely on as
part of modern society and the economy. The UK’s critical infrastructure is made up of
electricity, water, gas, oil, fuel, transport, telecommunications, food, health and
financial services.
Many parts of the infrastructure network are dependent on one another e.g. electricity
is required at water pumping stations, telecoms and electricity are required to allow
cash machines and cash registers to function correctly. Those services which could
directly or indirectly impact upon other elements of the infrastructure network are
detailed below:
ELECTRICITY / GAS INCIDENT
Wide-scale loss of electricity or gas would have a direct or indirect impact on all other
infrastructure sectors. In the event of a major gas or electricity supply emergency, both
industry and government will have significant roles to play in managing the incident
and its consequences. The gas and electricity companies would be responsible for the
practical and operational management of the incident. These companies have well
established plans and procedures in place to respond to incidents, which can range
from the management of a local incident to a national level disruption.
TELECOMMUNICATIONS
Wide-scale telecoms disruption would have a direct or indirect impact on all other
infrastructure sectors. Individuals and businesses are increasingly dependent on the
telecoms network either for mobile and fixed line telephony or provision of internet.
WATER
Water disruptions include burst water mains, supply disruption and minor or major
contamination. Dependent on the severity of the incident a multiagency emergency
may be declared to ensure that people’s basic water needs are met. There could also
be a significant impact on health and food provision, as well as an impact on the
capabilities of fire and rescue services.
FOOD
There are no realistic scenarios within the UK which would lead to a shortage of food
supplies.
1.1

Purpose of Plan

The purpose of the Trust’s critical infrastructure failure plan is to provide a coordinated
response to any failure as defined above.
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This plan does not replace the Major Incident Plan. This plan should be read in
conjunction with the Trust’s Major Incident Plan, Trust wide Business Continuity Plans
(BCP), local disaster recovery plans, site specific fire evacuation plans and the
Security Policy.
The decision to evacuate a hospital because of critical infrastructure failure will be a
decision of last resort and only taken when all other options have been reviewed and
totally exhausted and following a full risk assessment by the most senior person on
duty.
The decision to evacuate must be taken by the Chief Executive, nominated Deputy or
the Director on Call, in collaboration with Police and Fire Service Gold Commander, in
the case of a planned evacuation, or with the Silver Commander if in attendance in the
case of an immediate response required.
1.2

In Sussex

In Sussex, because of our increasing reliance on utilities such as electricity, water and
gas for so many aspects of our lives, even localised losses can have a significant
impact on those affected. Rural areas are often the last to be reconnected when there
is a disruption to utilities such as gas, water and electricity.
During a wide-scale incident people who live in the more rural areas of Sussex may be
affected for longer than those in the larger towns.
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2.0

PROCEDURE

Flowchart/Action cards set out in Section 2 of this plan.
The CEO/Nominated Deputy or Director on Call will decide whether the specific
circumstances require a major incident to be declared. Please refer to the Trust’s
Major Incident Plan.
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Power Failure
If a power failure has occurred, you must do the following:
Have you confirmed that there is a power failure
throughout the building?

 Check trip switches if possible
 Check for faulty equipment / operator error

No

Yes

Servi

Contact the estates helpdesk or your Maintenance
Provider as appropriate
 Ask how long the failure is likely to last

Does the power failure constitute a health and safety
problem to patients or staff?





Are electromagnetic security doors still secure?
Do nurse alarms still function?
Is essential equipment still working?
Are there other risks?

Check whether the standby power supply is
available/ operational? (E.g.: some lights are still on)
 Inform Emergency
On Call Manager

No

Yes

 Inform Line Manager (in office hours)
or On Call Manager (out of hours)

 Ask maintenance service provider
if back up power is available
 Ask estates helpdesk if back up
power is available

Is power failure likely to last more than 2
hours?

No

Monitor progress by regular
contact with the Maintenance
Service Provider and the
estates team

If situation changes or is not
likely to resolve within
timeframe, contact line
manager (in hours) or
emergency on call manager
(out of hours)

Yes

Establish back up power supply

Record all actions, decisions and
communications
Forward all records to Emergency
Planning Liaison Officer

Yes

No

Escalate issue to Lead Director so
that a major incident can be
declared if appropriate

Contact Details of
Maintenance Service Provider
For local completion
Contact details of Estates Helpdesk
Telephone: 01903 843060 or
01323 444135
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Heating Failure

If a heating failure has occurred, you must do the following:
Have you confirmed that there is a heating failure
throughout the building?

 Check several radiators
 Check for faulty equipment / operator error

No

Yes

 Contact the estates helpdesk or your Maintenance
Service Provider as appropriate
 Ask how long the failure is likely to last

Does the heating failure constitute a health and safety
problem to patients or staff?




Are mobile heating facilities adequate or appropriate?
Is safety compromised?
Are there other risks?

Are free-standing heaters available?

 Inform Emergency
On Call Manager
 Inform BSSM

No
 Inform Line Manager (in office hours)
or On Call Clinical Manager (out of
hours)

Yes

 Ask estates helpdesk/
maintenance service provider if
back up heaters are available
Is heating failure likely to last more than
2 hours?

No

Yes

Establish back up heating supply
Monitor progress by regular
contact with the Maintenance
Service Provider and BSSM

If situation changes or is
not likely to resolve within
timeframe, contact line
manager (in hours) or
emergency on call manager
(out of hours)

No

Yes

Record all actions, decisions and
communications
Forward all records to Emergency
Planning Liaison Officer

Escalate issue to Lead Director so
that a major incident can be
declared if appropriate

Contact Details of
Maintenance Service Provider
For Local Completion

Contact details of Estates Helpdesk
Telephone: 01903 843060 or 01323
444135
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Water Failure
If a water failure has occurred, you must do the following:
Have you confirmed that there is a total water
failure throughout the building?

 Check several taps
 Check for faulty equipment / operator error

No

Yes

 Contact the estates helpdesk or your
Maintenance Service Provider as appropriate
 Ask how long the failure is likely to last
 Limit the use of water e.g. turn off dishwashers

Does the water failure constitute a health and safety problem
to patients or staff?





Are toilet facilities adequate?
Is hygiene or infection control compromised?
Is there adequate water for drinking and food preparation?
Are there other risks?

Is there a standby water supply? (E.g.: bowser )

 Inform Emergency
On Call Manager

No

Yes

 Inform Line Manager (in office hours)
or On Call Manager (out of hours)

 Ask maintenance service provider
if back up water is available
 Ask estates helpdesk if back up
water supply is available

Is water failure likely to last more than 6
hours?

No

Monitor progress by regular
contact with the Maintenance
Service Provider and estates
helpdesk/team

If situation changes or is not
likely to resolve within
timeframe, contact line
manager (in hours) or
emergency on call manager
(out of hours)

Yes

Establish back up water supply

Yes

Record all actions, decisions and
communications
Forward all records to Emergency
Planning Liaison Officer

No

Escalate issue to Lead Director so
that a major incident can be declared
if appropriate

Contact Details of
Maintenance Service Provider
For Local Completion
Contact details of Estates Helpdesk
Telephone: 01903 843060 or 01323
444135
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