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1.

INTRODUCTION

Business Continuity Management (BCM) is a process that seeks to ensure that there is
minimal disruption to critical services, information assets and core business in the event of a
major interruption / breakdown / incident and assists departments to reinstate normal services
as quickly as possible. Business continuity is a key component of resilience, and all NHS
funded organisations have been asked to align their business continuity arrangements with
the requirements of ISO 22301:12 – Business Continuity Management System.

The aim of the business continuity policy (BCP) is to set out the strategies and procedures to
be followed so that as far as is reasonably practicable the Trust is able to maintain the business
continuity of:
•

•
•

Its civil protection functions – those functions that are required to facilitate the Trust
to mount its response to an emergency, whether internal or external to the
organisation.
Its critical functions – those functions that must be maintained whilst also
responding to an emergency.
Its everyday functions.

The ultimate aim is to restore the Trust to a situation of normality.
The consequences of not having an effective BCP in place could have serious implications
including:
•
•
•
•

1.1

failure to deliver key services
possibility of loss of life or injury
loss of public confidence
exposure to the potential to legal action, leading to subsequent heavy financial
penalties, which have the effect of reducing the funding available for managing and
developing operations and staff.

Purpose

This policy aims to outline the responsibilities of the key roles within the Trust for business
continuity, and sets out the processes to be used, by all staff to achieve business continuity
planning consistently throughout the Trust.
The purpose of this plan is to:
•

•

Provide a framework to support the Trust’s commitment to ensure that all Trust
departments and services have comprehensive Service Level Business Continuity
Plans.
Define the essential services that form the core of Trust business and facilitate the
reduction of Service level BCPs to enable the Trust to maintain these core services
during business disruption.
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•
•
•
•
•
•

Give clear guidance to staff to enable the Trust to mount a response to an
emergency in line with the requirements of the Civil Contingencies Act 2004.
Give clear guidance on the lines of responsibility for Business Continuity
management.
Reduce, control and mitigate as far as is practically possible the effects of business
interruption on the Trust functions.
Ensure the Trust is able to recover from an emergency and can restore to normal
operations without undue delay.
Build resilience into the working systems, processes, estates and future
developments of the Trust.
Ensure that business continuity management becomes an integral part of
organizations’ strategic day to day business as usual operational management.

The key principles for maintaining Business Continuity are:
•
•
•

To review services and identify the assets that will need to be available to maintain
critical services.
To assess progress on business continuity management processes against an
agreed checklist.
Establish commissioning and contracting processes with providers and suppliers
that require BCM processes to be explicitly described and covered by contracts.

•
•
•
•

Assess the risk of emergencies occurring and use this to inform contingency planning

•
•

Share information with other local responders to enhance co-ordination;

Put into place emergency plans
Put into place Business Continuity Management arrangements
Put into place arrangements to make information available to the public about civil
protection matters and maintain arrangements toward, inform and advise the public in
the event of an emergency
Co-operate with other local responders to enhance co-ordination and efficiency

This policy is the first step of the initiation stage and clearly defines the framework which will
ensure the Business Continuity process meets our statutory obligations. This policy should
be read in conjunction with the Trust’s Major Incident Plan. There is significant overlap
between these documents and between them establishes the Trust’s framework for
emergency response and business continuity.

1.2

Scope

This policy covers the entire organisation to ensure all interdependencies can function in times
of disruption. Therefore this policy shall apply to all Trust services. This policy applies to all
employees of and those delivery services on behalf of the Trust.
In order to ensure the organisation meets its corporate and business continuity objectives
along with legal and regulatory duties, the services deemed as critical are defined within
Appendix A and mirror those services defined as critical in the Major Incident Plan. The
internal and external interdependencies of these services require all other areas to have robust
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business continuity plans to ensure the critical functions of the Trust are maintained at times
of disruption irrelevant of cause.
The Trust has also determined which of its information assets are critical; however, this
information is maintained within the Trusts Information Asset Register. As part of the business
continuity management system, each area will ensure they have reviewed and assessed their
stakeholders and interested party’s needs, such as, but not limited to communications and
supply chain.

2.

DEFINITIONS AND ABBREVIATIONS

2.1

Definitions

Business Continuity
Business
Incident

Continuity

Business Continuity
Management

Business Continuity
Management
Lifecycle
Business Continuity
Management
Programme

Business
Plan

Continuity

Business
Impact
Analysis
Critical Activities
Critical Incident

Disruption

The capability of the organisation to continue delivery of products
or services at acceptable predefined levels following a disruptive
incident.
An event or occurrence that disrupts, or might disrupt, an
organisation’s normal service delivery, below acceptable
predefined levels, where special arrangements are required to be
implemented until services can return to an acceptable level. (This
could be a surge in demand requiring resources to be temporarily
redeployed)
A holistic management process that identifies potential threats to
an organisation and the impacts to business operations those
threats, if realized, might cause, and which provides a framework
for building organisational resilience with the capability of an
effective response that safeguards the interests of its key
stakeholders, reputation, brand and value-creating activities.
Series of business continuity activities which collectively cover all
aspects and phases of the business continuity management
programme.
Ongoing management and governance process supported by top
management and appropriately resourced to ensure the necessary
steps are taken to identify the impact of potential losses, maintain
viable recovery strategies and plans, and ensure continuity of
products and services through training, exercising maintenance
and review.
Documented procedures that guide organisations to respond,
recover, resume and restore to a predefined level of operation
following disruption.
Process of analysing activities and the effect that a business
disruption might have on them.
Those activities which have to be performed in order to deliver the
key products and services which enable an organisation to meet
its most important time sensitive objectives.
Any localised incident where the level of disruption results in the
organisation temporarily or permanently losing its ability to deliver
critical services, patients may have been harmed or the
environment is not safe requiring special measures and support
from other agencies, to restore normal operating functions.
Event, whether anticipated (e.g. industrial action or severe
weather) or unanticipated (e.g. marauding firearms attack or fire),
which causes an unplanned, negative deviation from the expected
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delivery of products or services according to the organisation’s
objectives.
Information Asset

Information
Owner (IAO)

Any record that is created, whether that be electronic on a bespoke
database, or on a spreadsheet or in paper form. Information Assets
can hold information about the following:
• Patients (clinical record, electronic or paper, includes
emails, letters, scans etc.)
• Staff (HR record, supervision and appraisal, sickness and
leave, training, disciplinary, capability etc.).
• Business Information (Financial, performance, quality,
governance, SAR, FOI etc.) Therefore our information
assets are all the systems we employ to capture any of the
above data/information

Asset Senior/responsible individuals involved in running the relevant
business. Their role is to understand what information is held, what
is added and what is removed, how information is moved, and who
has access and why. As a result they are able to understand and
address risks to the information, and ensure that information is fully
used within the law for the public good. They provide a written
judgement of the security and use of their asset annually to support
the audit process.

Information
Asset They assist the IAOs in delivering the information risk assurance
Administrators (IAA)
and have day to day responsibilities for management of information
risks affecting specific information assets.
Emergency

Under Section 1 of the CCA 2004 an “emergency” means
“(a) an event or situation which threatens serious damage to
human welfare in a place in the United Kingdom;
(b) an event or situation which threatens serious damage to the
environment of a place in the United Kingdom;
(c) war, or terrorism, which threatens serious damage to the
security of the United Kingdom”.

Incident

Situation that might be, or could lead to, a disruption, loss,
emergency or crisis.
Any occurrence that presents serious threat to the health of the
community or causes such numbers or types of casualties, as to
require special arrangements to be implemented. For the NHS this
will include any event defined as an emergency

Major Incident
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Maximum Period of Duration after which organisation’s viability will be irrevocably
Tolerable Disruption threatened if product and service delivery cannot be resumed.
(MPTD)
Activities can be broken down into four categories:
Essential – MPTD Non permissible: Activities which cannot
tolerate any disruption. If activities are not resumed
immediately it may result in the loss of life, significantly
impact patient outcomes, significant impact on other NHS
services
• High Priority – MPTD 24 hours: Activities which can tolerate
very short periods of disruption. If activities are not resumed
within 24hrs patient care may be compromised,
infrastructure may be lost and/or may result in significant
loss of revenue.
• Medium Priority – MPTD 48 Hours: Activities which can
tolerate disruption between 24hr & 48hr. If service /
functions are not resumed in this time frame it may result in
deterioration in patient(s) condition, infrastructure or
significant loss of revenue.
• Low Priority – MPTD 72 Hours +: Activities that could be
delayed for 72 hours or more but are required in order to
return to normal operation conditions and alleviate further
disruption to normal conditions.
Recovery
Time Target time set for resumption of product, service or activity
Objective
delivery after an incident.
Resilience
Adaptive capacity of an organisation in a complex changing
environment.
Response
Decisions and actions taken in accordance with the strategic,
tactical and operational objectives defined by emergency
responders.
Risk Assessment
Overall process of risk identification, risk analysis and risk
evaluation.
Senior
Information The Trust SIRO is the Chief Digital and Information Officer for the
Risk Owner (SIRO)
Trust. The SIRO has overall responsibility for the Trust’s
Information Governance Framework. The SIRO will act as
champion for information risk on the Board and provide written
advice on the content of the Trust’s Statement of Internal Control
in regard to information risk.
•

The SIRO must understand the strategic business goals of the
Trust and how other organisation’s business goals may be
impacted by information risks, and how those risks may be
managed.

2.2

Abbreviations

AEO
BCM
BIA
CCA
CCG
EPRR
LHRP
LRF
NHS

Accountable Emergency Officer
Business Continuity Management
Business Impact Analysis
Civil Contingencies Act 2004
Clinical Commissioning Group(s)
Emergency Preparedness Resilience and Response
Local Health Resilience Partnership
Local Resilience Forum
National Health Service
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3.

DUTIES

These duties are not exhaustive and should be read with those listed in the Major incident
plan and the EPRR policy.

3.1

The Chief Executive Officer

The Chief Executive Officer will be responsible for ensuring that the organisation has a Major
Incident Plan in place, that will be built on the principles of risk assessment, co-operation with
partners, emergency planning, communicating with the public and information sharing. The
Trust’s Major incident plan links into the organisation's arrangements for ensuring business
continuity as required by the Civil Contingencies Act 2004.

3.2

The Accountable Emergency Officer

The AEO will:

•

Ensure that the Board receives regular reports, at least annually, regarding emergency
preparedness, including reports on exercises, training and testing undertaken by the
organisation.

•

Act as the Executive Director of the Board responsible for emergency preparedness
on behalf of the organisation.
Ensure an appropriate level of priority is given to emergency management and
business continuity in all strategic planning.
The AEO will provide assurance to the Board that the organisation is meeting its
obligations under the statutory and non-statutory requirements. This will include
assurance that the organisation has allocated sufficient experienced and qualified
resource to meet these requirements.

•
•

3.3

Executive Directors

Executive Directors are responsible for ensuring adequate emergency management and
business continuity arrangements are in place for their portfolios.
Executive Directors will:
• Ensure resources are available to fulfil the Trust’s commitment to resilience.
• Ensure appropriate response is made during an emergency or business continuity
event.
• Ensure the promotion of a culture of positive preparedness and resilience.

3.4

Resilience Manager/EPRR Lead

Will be responsible for:•
•

Overseeing the training & exercising of Business Continuity Plans.
Maintaining the intranet site area for holding the BC plans
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•
•
•
•
•
•
•

•
•
•

3.5

Coordination of the Trusts day to day EPRR and BCM systems, structures and
procedures to ensure integrated planning takes place.
Develop and maintain a work plan for EPRR and BCM.
Providing advice and guidance at all levels of the Trust
Develop, review and maintain the corporate level EPRR and BCM plans ensuring
robust consultation as part of that process.
Maintain professional competency in emergency preparedness and business
continuity management.
Risk assessing the risk of emergencies and business impacts occurring which will
affect the Trust and require planning for and mitigation.
Providing assurance evidence to the AEO, Board members, NHS England &
CCGs/ICS performance monitoring, of the Trust level of compliance with statutory and
non-statutory as set out in the CCA 2004, the NHS Act 2006 (as amended) and the
NHS standard Contract, including the NHS England EPRR Framework1. And the NHS
England Core Standards for EPRR.
Represent the Trust in liaison with other NHS and partner organisations, and planning,
training and exercising groups with respect of EPRR and BCM.
Coordinating the Training and Exercising Programme
Leading on post incident and exercise debriefs and producing reports including
lessons identified and action plans for the Board.

CDS EPRR Leads

CDS EPRR Leads are appointed by the Service Director for each CDS and will have EPRR
and BCM responsibility within their PDP. They will have a wide knowledge of the specific CDS
they are working for. They will be provided training to allow them to undertake the role.
They will be responsible for:•
•
•
•
•
•
•
•
•

Acting as the single point of contact and coordinator for a CDS in all matters of EPRR
and BCM.
Ensuring that their responsibilities in respect of EPRR / BCM.
Support the EPRR Leads.
Ensure the service they are responsible for complete risk assessments and BIA,s.
Ensuring that BCPs are maintained.
Supporting the Resilience Manager and their teams in undertaking a programme of
testing and exercise for their area of responsibility.
Ensure required staff are released for training in respect of EPRR and BCM.
Liaise with the Resilience Manager
Represent their service area at the Trust Emergency Planning and Resilience Group.
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3.6

Service/Team Leads

EPRR and BCM is everyone’s responsibility. Service and team lead will have
responsibility within their service/team for ensuring staff are aware of all EPRR,
Business continuity and major incident plans for their team and the wider Trust
They will be responsible for:•
•
•
•
•
•
•
•
•
•
•

3.7

Acting as a single point of contact for their specific service/team
Ensuring their role is reflected in their PDP
Completing training for the role.
Undertake risk assessment and Business Impact Assessments (BIA).
Ensure the development of service/team business continuity plans
Support the EPRR leads for their service in conducting risk assessment and BIAs
Support the leads to by developing business continuity plans
Support the development of service specific emergency plans in support of corporate
emergency response plans where appropriate/required.
Supporting the EPRR leads and Resilience Manager to develop a programme of
testing and exercising for their area of responsibility.
Ensure that new employees read this policy and are made aware of their role in in
EPRR and BCM
Ensure that plans specific to the area they lead are maintained.

Trust Employees

All Trust employees are to ensure they read this policy and understand their role in any
emergency or business continuity incident. Where they have a role within an EPRR or
business continuity response plan that requires specific training, it will be their responsibility
to maintain their competence to carry out that role.
All Trust employees will make their EPRR Lead for their service aware of any potential
business continuity incident.

4.

BUSINESS CONTINUITY PLAN

4.1 Developing and implementing a Business Continuity Management
Response
Before plans can be written we must understand the organisations business continuity needs.
There are several tools used to inform this process. It is important to first identify the key
services that the organisation delivers. A Business Impact Analysis (BIA) identifies these
Page 11 of 31

activities and resources supporting services and helps identify the impact of a failure of these.
Another useful tool is a risk assessment, which helps identify the potential threats to the
organisation and their likelihood.

4.2.1 Business Impact Analysis

Business Impact Analysis identifies the impact of failing to deliver those functions detailed
within the function analysis. Financial and non-financial impacts are to be considered within
the analysis as will timescales within which the failure of delivery can be tolerated (Maximum
Tolerable Period of Disruption). This will also consider the business impact associated with
disruption or loss of functionality of an information asset. A template BIA is available in
Appendix B.
Each department has been asked to fill out a BIA as part of the service level BCP. The BIA
identifies the key activities for each service and the impact and consequences over time of the
failure of these activities, assets and resources. Each CDS will then use the BIA to inform
their disaster recovery plans.
For each activity that supports the delivery of the key services each service should assess the
impact over time that would occur if that activity was disrupted and establish the maximum
tolerable period of disruption, this is the maximum time period after the start of the disruption
within which the activity needs to be resumed, the minimum level at which the activity needs
to be performed on its resumption and the length of time within which normal levels of
operation need to be resumed.
It is also important that the Trust as an organisation understands the interdependencies of its
activities and any reliance it has on external organisations and any reliance placed upon it by
others. This is included in the BIA; here services are asked to identify those services or
suppliers, internal and external to the Trust, that they rely on to provide their service and also
those services that rely on them.

4.2.2 Risk Analysis

The Trust has a duty to assess the various risks and hazards that are likely to cause activation
of the Trust emergency response. The Trust will record risk assessments in relation to
business continuity in the emergency planning section of the corporate risk register.
Together with the risks that are specific to the Trust, there are also those that are common to
all of the emergency services and supporting agencies. These risks go to make up the
Community Risk Register, which is co-ordinated by the Sussex Resilience Forum. The
Community Risk Register for Sussex is accessible via the staff intranet and the emergency
planning Trust intranet pages, and is a public access document.
The Trust will report any significant Trust specific risks to the Sussex Resilience Forum for
consideration to be included on the Community Risk Register.
Risk Analysis using the matrix below identifies the likelihood and impact of specific disruption.
This must be used to assess all risks, including those relating to information assets. This
process uses information from the Business Impact Analysis to determine the level of risk
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associated with disruption of a function and should take into account any mitigation in place
to reduce both likelihood and impact.

LIKELIHOOD OF RECURRENCE

SEVERITY

NONE
1

MINOR
2

MODERAT
E
3

MAJOR
4

CATASTROPHI
C
5

ALMOST
CERTAIN
5

5
Yellow

10
Orange

15
Red

20
Red

25
Red

LIKELY
4

4
Yellow

8
Orange

12
Orange

16
Red

20
Red

POSSIBLE
3

3
Green

6
Yellow

9
Orange

12
Orange

15
Red

UNLIKELY
2

2
Green

4
Yellow

6
Yellow

8
Orange

10
Orange

RARE
1

1
Green

2
Green

3
Green

4
Yellow

5
Yellow

IMPACT

SCORE
DESCRIPTOR
1
Rare
2
Unlikely
3
Possible
4
Likely
5
Almost certain
Outcome/severity table
1
2
3
4
5

None
Minor
Moderate
Major
Catastrophic

5.0
6.0
7.0
8.0
9.0

DETAILED DESCRIPTION
May occur only in exceptional circumstances
Don’t expect it to happen but it is possible
May recur occasionally
Will probably occur in most circumstances
Will undoubtedly recur, possibly frequently

No obvious harm, loss or damage
Non-permanent harm, loss or damage
Semi-permanent harm, loss or damage
Major permanent harm loss or damage
Devastating Injury/unexpected or unexplained
death
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Business Continuity Response Decision Table
HIGH

REDUCE

NO ACTION

MANAGE/CONTROL

IMPACT

PLAN

LOW

LIKELIHOOD

HIGH

4.2.3 Determining Strategy
As a result of the BIA and risk analysis the Trust are able to choose the appropriate continuity
strategies to enable the Trust to meet its objectives. Each service must identify the strategies
that might be required to manage BC incidents that affect the following resources:
•
•
•
•
•

People (HR and staffing disruptions)
Service capacity (as appropriate to each service)
Premises (buildings)
providers/Suppliers (supply chain)
Utilities (including communications and technology)

As a result of the BIA and risk assessment the Service should identify measures that it can
employ locally to reduce the likelihood/impact/period of a disruption to their own service:
• People (HR and staffing disruptions)
o Strategies to include documenting the way in which critical activities are
performed, multi skill training of staff and contractors, use of third parties
(agency and ban staff for example) succession planning and knowledge
retention and management.
• Service capacity (as appropriate to each service)
o Strategies may include agreeing escalation guidelines, staffing templates
• Premises (buildings)
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o

Strategies to include the identification of alternate premises within the
organisation or provided by other organisations remote working

• Providers/Suppliers (supply chain)
o Strategies to include storage of additional suppliers, arrangements with third
parties for stock delivery at short notice, identification of alternate
suppliers/supplies.
• Utilities (including communications and technology)
o Holding older equipment as back up, encouraging or requiring key suppliers to
have validated business continuity plans, service level agreements with key
providers, and identification of alternative suppliers.
If the strategy chosen is to suspend certain services during a disruptive challenge it is essential
that the stakeholders that have an interest in the services that will be suspended are advised
that this is the strategy being adopted and why. If the strategy is implemented,
communications with the stakeholders is essential to keep them informed when service will
be restored.
Experience has shown that strategies must also address the complete loss of IT, standby
power and other key resources for extended periods.
Therefore, strategies must be
developed for the highest priority services that will enable them to continue under these
circumstances.
The local business continuity and disaster recovery plans will need to be updated by each
Head of Department whenever there is a significant change that affects the plan and will be
fully reviewed on an annual basis by the authors.
It is the author’s responsibility to provide the EPRR lead with electronic updated copies.
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4.3

Business Continuity Programme Management

•
•

Business Impact Analysis
Details the impact of failure to carry out functions
States the minimum time period within which a service area cannot provide
those functions

Risk Analysis
Plots the likelihood and impact of disruption

•
•

Business Continuity Response Decision Table
Records outcomes of the Risk Analysis
Identifies risks requiring immediate mitigation (reduce)
Records options for mitigation of such risks and details reasons for and
against adopting such options

Business Continuity Decision Table Outcomes

No action
required

Manage /
Control

Develop and manage the BCP
In accordance with
Establishment of Critical
Functions information;

Accept
Risk
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4.3.1 Ongoing management of business continuity

Following an incident, a full debrief must be undertaken and action taken on any lessons
learned. The resultant changes to the BCP will need to be disseminated to all departments.
The documentation from the review will be held by the EPRR Lead.
The review programme will include:
•
•
•
•
•
•
•
•
•
•

Reviewing and challenging assumptions made within the current BCP.
Reviewing the possible need to amend parts of the plan following debriefs, audits,
exercises and formal reviews.
Reviewing the plans of external partners and providers.
Review of any input or feedback from external partners or stakeholders.
Review of any preventative or corrective measures to improve the risk ratings.
Review of the Trusts risks including any new threats not reviewed before.
Review of any internal or external changes that could affect the BCP
Review of recent good practice and current guidelines
Review of results of incidents
Review of available resources and funding.

Any contact details within the plan will be reviewed six- monthly or as circumstances change.
All staff has a responsibility to take note of the Business Continuity Plan when making changes
within their area of responsibility that might affect the response of the plan.

4.4

Activation of the Business Continuity (BC) Plans

4.4.1 Decision to activate
In any incident there should be a simple and quickly formed structure that will enable the
organisation to:
•
•
•
•

Confirm the nature and extent of the incident
Take control of the situation
Contain the incident
Communicate with stakeholders

This same structure should trigger an appropriate BC response; this structure will be referred
to as the Business Continuity Incident Management Plan.
Any CDS Director, their designated deputy or on-call manager can activate their own business
continuity plan, Trust-wide incident specific BC plans and actions for their own areas of
management responsibility. Major threats to the efficient running of organisations often
present themselves as insufficient People (staff), Premises, (surgery) Products (equipment &
supplies), or Power (utilities). The Service Director may activate part or all of the following
plans:
•
•

Bomb Threat Policy
Chemical, Biological, Radiological or Nuclear (CBRN) and HAZMAT Emergencies
Plan
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•
•
•
•
•
•
•
•
•
•
•
•

Fuel Crisis Plan
Flooding Contingency Plan
Heating Failure Plan
Heatwave Plan
Local Disaster Recovery Plans
Influenza Pandemic Plan
Power Failure Plan
Security Policy including Lockdown Guidance
Site Specific Disaster Recovery Plan
Severe Weather Plan
Water Failure Plan
Medication Supply Plan

If the incident is escalating, not resolving or requires a Trust wide response a Trust wide
business continuity incident may be declared. The decision to activate all or any part of the
business continuity plan will be the responsibility of the On Call Director, though any Director
may activate any part or all of the plan if they are best placed at the time of a business
continuity failure, but must inform the On-Call Director at the earliest possible opportunity that
they have done so.
The decision to implement the business continuity plan is inextricably linked to the possibility
that activation of the Trust Major Incident plan may be required, therefore the Business
Continuity Incident Management plan flow chart found in section 4.5 below will be followed in
making any decision to implement all or part of the Trust business continuity plan.
If it is decided that a Trust wide business continuity emergency is to be declared the Director
on call will take the role of Strategic (Gold) Commander and an Incident Coordination Centre
(ICC) will be formed. The ICC will manage the response to an incident.
The ICC is responsible for:
•
•
•
•
•
•

Command and control
Patient and staff safety
Communication, both internal and external including outside agencies
Assessment of required incident response
Maintenance of decision log
Ensuring that all areas are appropriately staffed

In any business continuity incident there needs to be a clear identification of duties and
responsibilities within the Command and Control structure taking into account:
•
•
•
•
•

Type of incident
Severity
Impact
Response required
Length of recovery
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4.4.2 Incident Coordination Centres
In the event of a Trust-wide BC incident, the ICC is located in the following locations :
Primary – The Boardroom, Trust Headquarters, Swandean, Arundel Road, Worthing, BN13
3EP or Training Centre Room, Southdown, Arundel Road, Worthing, BN13 3EP in the
Boardroom is unavailable.
Secondary (If the Primary site is unavailable) - Sussex Education Centre, Neville Ave, Hove
BN3 7HY
Tertiary (if primary and secondary site unavailable) – Woodside Annexe, Hellingly,
Hailsham, East Sussex, BN27 4ER
Quaternary (if the Swandean, Mill View & Hellingly sites are inaccessible or inappropriate) –
Elm room, Aldrington House, 35 New Church Road, Hove, BN3 4AG.
However, a virtual ICC could be stood up if required/appropriate.

4.4.3 Passage of information
It is the responsibility of all staff in key emergency roles to provide the ICC with regular situation
reports.
4.4.4 Staffing
Staffing a response during a business continuity incident can be difficult depending on the
cause of the disruption. It may be necessary for other services and departments not directly
linked with the response to activate their service level plans to free up staff to assist other
services.
During protracted incidents it is also important to think about future staffing requirements. .
CDS leads, Ward Managers and matrons should also assess the staffing needs of their own
teams and ensure there is adequate cover.
4.4.5 Documentation
During an incident it is also important that all decisions and actions are documented clearly
and concisely. Following stand down of the incident all documentation must be labeled and
returned to the Trust’s Resilience Manager.
A report will be generated and all paperwork from the incident will be stored by the CEO Office
for any inquiry that may be initiated.
4.4.6 Preservation of Documents
Following any incident, be it a business continuity incident or a major incident, The Trust may
be invited or required to provide evidence to an appropriate enforcement agency (e.g. the
Health and Safety Executive), a judicial inquiry, a coroner’s inquest, the police or a civil court
hearing compensation claim. In the course of any or each of these, the Trust may be obliged
or advised to give access to documents produced prior to, during and as a result of the
incident. It is paramount that there is a clear auditable trail of documentation associated with
the response commenced at the outset of the response.
Under no circumstances must any document which relates, or may in any way relate to the
incident be destroyed, amended, held back or mislaid.
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For these purposes “documents” mean not only pieces of paper but also photographs, audio
and videotapes, and information held on computer, electronic mail or whiteboard. Notepads
and any other paper record should remain intact; no part should be destroyed or erased
because, no matter how trivial notes may appear, the total content may form an important
contribution in assessment of the continuity of response. Notepads should be handed on if
the holder is relieved during the incident and following stand down they should be returned to
the CEO office for safe storage.
4.4.7 Decision Logs
Each incident will have a decision log, which will log the decisions and agreed actions made
by the Management Team. When responding to business continuity incident the Incident
coordinator should log decisions, ensuring that all entries are clear, intelligible and accurate.
If a loggist is available to the incident coordinator, it will be the Incident coordinator’s
responsibility to check and sign off the entries to acknowledge that they agree with the entry.
The log is a legal record of the decisions and actions agreed by the Incident coordinator and
will be their evidence record should they be required to present their actions in a legal or other
hearing/enquiry post incident. It is paramount that the Incident coordinator and the Loggist
work closely together and the Loggist will not be tasked with any other role in the ICC.
4.4.8 Retention and Archiving of Documentation
All documentation must be retained from the outset of the response to an incident.
All staff working for the Trust must be aware that however remotely they are involved in the
incident and have access to documentation relating to the incident that they must retain that
documentation until further instruction is issued.
4.4.9 E-mails
These will be communicated to staff through the Communications Team. Remember sent
items, where appropriate, are proof of a response to a request/action taken.
4.4.10 Retention of Confidential Personal identifiable Data
Retention of confidential personal identifiable data will be in accordance with the NHS Code
of Practice for Records management. As documentation relating children and young people
requires retention until their 25th birthday and due to the difficulty in separating these from the
overall documentation, a decision to retain all documentation for 25 years may be taken.
Documentation will be archived in the following groups:
•
•
•
•
•
•
•

Log books
Emails
Guidance/reference documents
Meeting papers, (notes, minutes and agendas)
Annotated papers (if not held electronically can be scanned)
Patient records
Reports
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•

Press releases and staff communications

Dependent on the incident there may be the need for further categories.
The EPRR lead for each CDS will coordinate the archiving of the BC documentation generated
by the BC incident.
4.4.11 Storage
Paper will be stored by the CEO office and kept locked. Where appropriate, electronic storage
will be the preferred method of choice. Hard copies of documents may be scanned. Records
may be stored on central servers with limited access to files. Use of encrypted data stick and
password protected CDs are also an option.
4.4.12 Media
Depending on the type and scale of the incident the media may be very interested in the Trust
and how it is responding to the incident. Should the Trust begin to get media interest the
Hospital Emergency Control Team in conjunction with the Communications Manager should
decide on the response.
4.4.13 Recovery
During a declared Major incident and/or business continuity incident it is essential that
recovery forms an integral part of the response from a very early stage.
A return to an acceptable level of normality may involve such issues as commissioning issues
may arise, there could be a need to augment supplies or deal with staffing needs, again this
is not an exhaustive list of tasks.
4.4.14 Deactivation of the plan
The Service Director will deactivate the plan once they have assessed the whole situation and
after performing a full assessment of the continuing impact of the incident across Trust sites.
This assessment will take into consideration the impact of the incident on the whole Trust
including the position where an acceptable level of normality has been regained.
4.4.15 Debrief
If a hot debrief is required this should take place at an agreed location within the affected site.
All staff involved in the response should be made aware of the hot debrief and where it is to
take place.

4.5

Business Continuity Incident Management Flow chart

1. Hazard identified
Action: Confirm the nature and extent of the incident and
Action: Access safety of yourself, patients and other staff and visitors and move to an area of
safety if necessary. Consider the needs of patients with disabilities.
Action: Inform the appropriate Service Director or on call Manager to direct the responses
and go to question 2.
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2. Does the hazard require the implementation of the Major Incident Plan?
If yes Action activate the MI Plan and continue to question 3.
If no continue straight to question 3.
3. Is there/likely to be business interruption affecting any core/critical functions?
If yes continue to question 4
If no Action: Service Director or on call manager to lead the response and ensure
communications and clinical ops informed and kept updated of the situation. Reassess the
situation regularly using this guide and go back to question 2.
4. Where is the business interruption – Corporate Services or Clinical Services?
If corporate go to question 5
If Clinical go to question 6
5. Will the business interruption require immediate action to maintain continuity?
If yes Action: implement the appropriate section of the business continuity plan and go to
question 7.
If no Action: Monitor and review hourly until resolved or escalates and go to question 7.
6. Will business interruption impact on critical functions required for patient care?
If yes Action: Implement the appropriate section of the business continuity plan and go to
question 7.
If no Action: Monitor and review hourly until resolved or escalates and go to question 7.
7. Has incident escalated or resolved?
If escalated Action: Implement the appropriate section of the Business Continuity Plan and
go to question 9.
If resolved go to number 8.
8. Incident resolved
Action: Ensure everyone previously notified is aware of the stand down message and
nominate a recovery team to ensure rapid recovery to normal service (or new normal service).
Action: Liaise with communications team and the relevant general manager and document
incident. Keep a copy and give a copy to the EPRR Lead.
9. Can the incident be dealt with by the Service Director or CDS management Team?
If not Action: you need a coordinated Trust approach. Discuss on call manager and escalate
to COO or CEO in hours or with On Call Director OOH and they will consider declaring a Trust
wide Business Continuity Incident and setting up a Trust wide incident coordination centre to
manage the response. Liaise with communications to inform all stakeholders and staff.
If it can. Action: monitor and review hourly until resolved or escalates back to question 7.
See Appendix C for flow chart.

4.6

Exercising, Maintaining and Reviewing
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4.6.1 Exercises

The Trust will through a programme of exercises meet the requirements of the EPRR Core
Standards in that it will exercise the emergency and business continuity plans no less than:
•
•
•
•

Communication exercise every six months
Table top exercise every twelve months
Live play exercise every three years
Command post exercise every three years

Exercises will:
•
•

•

Be consistent with the scope of the Business Continuity Management Policy and
individual Business Continuity Plans.
For live exercises, be agreed between the EPRR Lead and the Service/Clinical Director
and carried out in such a way that the risk of an incident occurring as a direct result of
the exercise is minimized.
Be subject to a Post Exercise Report completed by the EPRR Lead/ Resilience
Manager or nominated individual within the service area.

4.6.3 Preventative and Corrective Action

Preventative and corrective actions will be completed following reviews, exercises and audits.
The Service Manager is to ensure that such action is taken. This process will:
• Ensure that any recommendations made as a result of Continual Improvement are
completed and recorded as such
• Provide confirmation that Business Continuity Plans have been amended following
changes by completion of a Continual Improvement Record and Preventative and
Corrective Action Record.

4.6.4 Reviews of Business Continuity and Disaster Recovery Plans

Reviews of Local BCPs and DRPs will be initiated by the EPRR lead, and carried out, using
the Review Report, by the Service Manager or nominated individual within the service area
and will include information on:
• The effect of changes in the organisation, corporate plans, and legal, statutory
requirements
• Level and variety of risk as identified through the risk identification process
• The validity of recovery time objectives, staffing and resources detailed in the
Establishment of Critical Functions within the Business Continuity Plans
• Feedback and comment from plan users and stakeholders
• The adequacy and level of training, to understand that both are sufficient to meet the
requirements of the strategy and that such training has been delivered
Reviews of BCP’s will also be undertaken by the Information Governance Manager,
Information Security Manager and SIRO as required in order to assess the quality of planning
in relation to information assets.
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This policy is not intended as a linear process. The validity of the policy lies not in the clarity
or rigorously maintained structure, but in its capacity to capture the initiative, to deal with
unexpected events, to redeploy and concentrate resources as new opportunities and thrusts
emerge, and therefore to use resources most effectively when selected.

5.

DEVELOPMENT, CONSULTATION AND RATIFICATION

6.

EQUALITY AND HUMAN RIGHTS IMPACT ASSESSMENT (EHRIA)

7.

MONITORING COMPLIANCE

8.

DISSEMINATION AND IMPLEMENTATION OF POLICY

8.1

Dissemination

8.2

Training

Policy and Procedure to be reviewed and amended by the Emergency Planning and
Resilience Group. To be ratified by the Clinical Practice Forum.

The policy has been equality impact assessed in accordance with the Procedural Documents
Policy.

The EPRR leads and Resilience Manager will report to the Emergency Planning and
Resilience Group any areas of concern regarding compliance of this policy. The EPRG will
agree any audits applicable to this policy.

This policy will be uploaded onto the Trust website by the Head of Corporate Governance.
Publication will be announced via the Communications e-bulletin to all staff.

All staff will be made aware of the requirements of this policy. It is important that staff fully
understand the need for Business Continuity Management, as well as their role in response
to any invocation. The Trust will:
• Will make the Business Continuity Management Policy available to interested parties
through our publications network
• Will make all Business Continuity Management Policies and Plans available on the
intranet for all staff to view.
• Will ensure that the lessons learned from exercises are implemented throughout the
organisations.
• Training on BCM will be delivered through routine exercising of business continuity
plans. Internal and external training events will be offered through EPRR leads and
the Trust’s Emergency Planning and Resilience Group.

9.

DOCUMENT CONTROL INCLUDING ARCHIVE ARRANGEMENTS

10.

CROSS REFERENCE

This policy will be stored and archived in accordance with the Trust Procedural Documents
Policy.
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•
•
•
•

11

Incident Response Plan
Business Continuity Plans
Disaster Recovery Plans
EPRR Policy

APPENDICES

Appendix A – Critical Services
Appendix B – Template Business Impact Assessment
Appendix C – Business Continuity Incident Management Flow Chart
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APPENDIX A - CRITICAL SERVICES
The Trust has undertaken a risk analysis of its services and for the purposes of
contingency planning has identified the following services as services that must be
maintained.
By prioritising these services the Trust has recognised that all necessary resources
will need to be allocated and redirected in order to ensure that these service areas can
continue to function in the event of a major incident. This may consist of both clinical
and non-clinical staff being redeployed to work within the services identified as critical
and mobilising medical staff to facilitate the discharge and relocation of patients
affected. Support services will be diverted to support the critical services, and
resources normally allocated to other services prioritized for the above service areas.
All decisions on the re-allocation of resources as described above will be made by
CDS Service Directors and the On-Call Director and will be supported by the individual
business continuity and disaster recovery plans for the Units/Services affected, and
this policy.
In-patient services: Acute, including Section 136 facilities, CAMHS, Low and
Medium Secure, Inpatient services, Learning Disability inpatient services,
Residential Rehabilitation Services and Care Home Plus.
In-patient services will continue to provide a service for patients requiring admission
to hospital. The most vulnerable people in the care of the Trust may be in hospital at
this time and resources will need to be deployed to ensure that this service remains
operational. The threshold for admission may increase as inpatient services may have
to prioritise admissions for those who cannot be cared for in the community. Close
liaison with the Crisis Resolution and Home Treatment Teams (CRHT) will be required
during this time to reduce the possible increased pressure on the inpatient unit bed
occupancy. The medical staff will assist in enabling patients to be discharged in a
timely fashion from the wards to ensure as much as possible that those patients
requiring admission under the Mental Health Act will have access to a bed when
required.
Provision for the detention and assessment and treatment of people under the
Mental Health Act 1983.
In-patient and community teams will need to work together to ensure that the legal
requirements and rights of patients detained are adhered to. The Mental Health Act
team should be available and part of the planning group to ensure that the Trust policy
and procedures are followed.
Section 136 Facilities
Where possible, Section 136 suites will continue to be maintained for those requiring
an urgent assessment of their mental health needs. Delays in assessments taking
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place may be anticipated and will require close co-operation with police, approved
mental health practitioners, the local authority and Section 12 doctors.
Crisis Resolution Home Treatment Teams (CRHT)
CRHT services will endeavour through the provision of a seven day a week 24 hour
service, to provide a community based home treatment service to patients who would
otherwise be admitted to hospital. The service model will be centralized and
extended to include people under 16 and over 65. By ensuring this service remains
operational, it should help reduce the possible increased pressure on the inpatient’s
bed occupancy. The CRHT teams can enable patients to be discharged in a timely
fashion from the wards to ensure as much as possible that those patients requiring
admission under the Mental Health Act will have access to a bed when required.
Secure and Forensic In-patient Services (Low and medium secure services)
All additional business normally conducted by the service may be suspended
depending on the immediate effect of the incident. Non-essential visiting to the
services, both family and professional visits, will be suspended. Staffing levels will be
maintained at appropriate numbers to ensure safe and secure environments. Staffing
levels will draw from both inpatient and community/case managing nursing teams and
the other clinical disciplines available to the service. A site specific disaster recovery
plan is in place in the event that evacuation is required. Liaison with partner providers
to ensure reciprocal arrangements for safe evacuation to alternative secure facilities
will be in place
Psychological Therapies and IAPT Will be provided and enhanced during this period
offering more extensive telephone support for both service users and members of staff
to provide supportive advice. Materials have been produced to support communities
affected by a major incident.
Pharmacy Technicians and Pharmacists
A staffing strategy makes all staff aware of their responsibility to assist the service in
maintaining continuity of care throughout a pandemic and that the viability of the
service depends on those who are well enough making themselves available for duty.
Human Resources/Payroll
Are identified as critical areas in the delivery of real time staff information (such as
absence/attendance/staff loans to other departments) which will be crucial in decision
making and the provision of essential services. Contingency arrangements will be
required in the case of systems (such as ESR) downtime.
Information Technology (IT)
The Trust has a robust IT strategy and IT support can be provided remotely. The Trust
also has a 24 hour IT advice helpline. .
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Communications
Is identified as a critical area in ensuring that staff are kept informed throughout a crisis
and that Trust wide information can be quickly disseminated. The Director of
Communications will ensure that the media and the wider Sussex community are
delivered the information that they require in an accurate and timely fashion.
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APPENDIX B: BUSINESS IMPACT ANALYSIS TEMPLATE
Service Name
1
2
3
4
5

Name of Author:
Job Title of Author:
Author telephone and e-mail:+
Date:
Business Continuity Lead:

ACTIVITIES (MAXIMUM PERIOD OF TOLERABLE DISRUPTION (MPTD))

6

ESSENTIAL
Activities
Class 0

HIGH PRIORITY
Activities
Class A

MEDIUM PRIORITY
Activities
Class B

LOW PRIORITY
Activities
Class C

MPTD: None
Permissible

MPTD: 24hrs

MPTD: 48hrs

MPTD: 72hrs+

Activities which cannot
tolerate any disruption.
If activities are not
resumed immediately it
may result in the loss of
life, significantly impact
patient outcomes,
significant impact on
other NHS services

Activities which can
tolerate very short periods
of disruption. If activities
are not resumed within
24hrs patient care may be
compromised,
infrastructure may be lost
and/or may result in
significant loss of
revenue.

Activities which can tolerate
disruption between 24hr &
48hr. If service / functions
are not resumed in this time
frame it may result in
deterioration in patient(s)
condition, infrastructure or
significant loss of revenue.

Activities that could
be delayed for 72
hours or more but are
required in order to
return to normal
operation conditions
and alleviate further
disruption to normal
conditions.

List activities

List activities

List activities

List activities

LOCATION OF SERVICE(S)
7

Name and description of building/service
and location:
Alternative location if usual work
location is lost:
Estate Provider(s) and Contact Details

STAFFING RESOURCES
8

Essential Positions & Clinical and nonclinical skills required to maintain
activities:
Define how you would reorganise to
maintain your services and which (if any)
of your activities would be
reduced/ceased:
What additional staffing is required to
manage patients with special
requirements, disabilities, with protected
characteristics:
Location of staffing contact details:

INTERNAL SUPPLIERS
9

List internal services which your activities rely upon
Service
Service Classification
(corporate/clinical/Support)

Contact Details
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EXTERNAL SUPPLIERS
10

List external suppliers which your activities rely upon (include utility suppliers)
Supplier
Contact Numbers
Other relevant information
(in hours & Out Of Hours)

IT REQUIREMENTS
11

Business Critical Software Applications
IT Failure

COMMUNICATION REQUIREMENTS
12

Business Critical Communication
Systems/Hardware
Loss of Communications

EQUIPMENT REQUIREMENTS
13

List equipment that you regard as activity critical.
Equipment

Provider

Contact

Alternative Provider
(if Appropriate)

MEDICATION REQUIREMENTS
14

List Medication (including Medical Gases) that you regard as activity critical.
Medication

Provider

Contact

Alternative Provider
(if Appropriate)

Recovery Priority
(1 being highest
priority
4 being lowest)

Classification of
Service

Maximum time
Period to
recovery
(in hours)

RECOVERY TIME OBJECTIVES
15

Activity

FINANCE
16

Full Replacement Costs of Business Critical
Infrastructure – buildings and utilities
Replacement Costs of Business Critical Equipment
(consider availability and time to deliver)
Additional Staff costs
(consider availability of skill set requirements)
Punitive charges – fines/penalties/compensation

Normal Service
APPENDIX C - BUSINESS CONTINUITY
INCIDENT MANAGEMENT FLOW
CHART
Page 30 of 31

HAZARD
Does the hazard require the implementation of the Major Incident Plan by virtue of it
being an event or situation which threatens serious damage to human welfare, the
environment or security in a place in the United Kingdom that will need the Trust to
perform its civil protection functions or need to mobilise extra resources to manage the
incident.

NO

YES
Implement the Major
Incident PLAN

Is there likely to be business interruption
affecting any critical functions

YES

NO

Report to appropriate lead
responsible. Monitor to
conclusion

Where is the business interruption?

Clinical

Non Clinical services

Will the business interruption
require immediate action to
maintain continuity?

Will business interruption impact on critical
functions required for patient care?

NO
Monitor and review hourly until
resolved or escalates

YES
Incident Escalates

Implement the appropriate section of
the Business Continuity Plan

Incident resolves
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