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1.0 Introduction
The collection and use of information is a crucial component of the way any NHS Trust
operates.
To comply with the Data Protection Act 2018, all NHS Trusts must ensure that personidentifiable information (relating to patients, employees or any other individual) is collected and
used fairly, stored securely and not disclosed to anyone without full legal right to view the
information.
Any staff member working or volunteering in the NHS has a legal duty to keep information
about patients confidential. All staff have a duty of confidence to patients as part of good
clinical practice and legal requirements around privacy rights. An individual must be able to
provide their information to the NHS with an expectation that their privacy will be respected
and nothing will be shared outside the organization without their knowledge/ consent.
1.1 Purpose

This policy describes the duties and the procedure for all staff with respect to holding and
processing confidential information. This document reflects The Caldicott Report (1997) then
later revised and updated in 2013, the British Standard (ISO IEC 27002) for Information Security
and the Data Protection Act 2018. All Trust's using the N3 Network to access NHS data must
complete an annual submission with the Data Protection Security Toolkit (DSPT).
1.2

Definitions

Term/Abbreviation
Anonymised
DPA18
SIRO
DPO
IG
Personal Data

Special Category Data

Definition
Information which does not identify an individual directly,
and which cannot reasonably be used to determine identity
Data Protection Act 2018
Senior Information Risk Owner
Data Protection Officer
Information Governance
“‘personal data’ means any information relating to an identified or
identifiable natural person (‘data subject’); an identifiable natural
person is one who can be identified, directly or indirectly, in
particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or to one
or more factors specific to the physical, physiological, genetic,
mental, economic, cultural or social identity of that natural
person”.
Special category data is personal data that needs more
protection because it is sensitive. This includes; race, ethnicity,
political opinions, religion, trade union membership, genetic data,
biometric data, health, sex life and sexual orientation.
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Caldicott Guardian

The Caldicott Guardian is a senior person responsible for
protecting the confidentiality of people's health and care
information and making sure it is used properly. All NHS
organisations and local authorities which provide social
services must have a Caldicott Guardian.

Consent

Explicit agreement obtained from an individual who has capacity to
consent to a specific decision.

Data

Any information the Trust uses to conduct and deliver its
Business. Personal and Special Category.
Individual to whom personal data relates
Divulging or providing access to information
Documented procedures for the disclosure and use of
patient information between two or more organisations or
agencies.

Data subject
Disclosure
Information
Agreements

1.3

Sharing

Scope

The Trust has a legal responsibility to ensure that the processing of all personal information
– in whatever form - relating to a living individual is carried out in accordance with the requirements
of the DPA and other relevant legislation. It also has a duty to comply with guidance issued by
the Department of Health, NHS Digital, the Information Commissioners Office and other advisory
groups to the NHS and guidance issued by professional bodies.
This policy applies to all information obtained, used and stored by the Trust. It applies to
anyone engaged in and working with Sussex Partnership NHS Foundation Trust. This includes
locums, bank members, advocates and volunteers.
This policy should be applied to all personal and special category information held by or for the
Trust. This includes, but is not limited to, information held by the Trust in any format on people who
use our services, relatives, carers, staff or colleagues.
2.0

Policy Statement

The Trust is committed to ensuring all its data is kept in accordance with legislation, the NHS
Code of practices and the Caldicott Principles.
To comply with both the Caldicott and Data Protection Principles, the Trust will ensure that:
•
•
•
•
•
•
•

All patient information, whether held manually or electronically, will be kept secure.
Where possible, personal information will be anonymised or pseudonymised.
Patients will be made aware of their right of access to their records.
Handling if subject access requests made by, or on behalf of, a current or past patient will
be dealt with by a member of the Health Records team (See Policy – Access to Health
Records).
The Trust will regularly review flows of patient-identifiable information.
All Information Sharing Agreements with partnership agencies will be reviewed by the
Head of Information Governance and signed off by the Senior Information Risk Owner.

3.0 Duties
The Chief Executive has overall responsibility for all the Trust data. Their duty is to endorse the
requirements of this policy and ensure all staff follow the guidance to the best of their ability.
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The Chief Medical Officer (Caldicott Guardian) and the Chief Digital Information Officer (SIRO)
have senior responsibility for this policy and report to the Trust Board.
The Information Governance and Health Records Team is responsible for the following:
•
•
•

Maintaining the Trust's information asset framework
Fostering a culture of best practice processes for IG
Facilitating and monitoring of mandatory IG training

•

Ensuring subject access requests are dealt with appropriately and acting as initial point of
contact for any data protection issues.
Annual submission of the Information Governance Toolkit
Incident management
Liaison with the Information Commissioner Office
Complete data privacy impact assessments on any new processing of information to ensure
the confidentiality, integrity and availability of service user of staff information

•
•
•
•

Managers are responsible for ensuring that all of their staff understand the principles of
Confidentiality and Data Protection outlined in this policy. Managers must be fully aware of the
procedures for reporting breaches of confidentiality and must report and act appropriately on
any suspected or actual security breaches.
The Information Governance Security Assurance Group will be the initial setting for discussion
of confidentiality or information security issues.
Senior Managers shall be individually responsible for the ensuring the information, systems and
locations within their service are protected and secure. . Furthermore, they are responsible for:
•
•
•
•
•

Ensuring that all staff, permanent, temporary and contractor, are aware of this data protection
policy, and their responsibilities around information governance.
Ensuring that all staff, permanent, temporary and contractor, are aware of their personal
responsibilities for information security.
Determining the level and appropriateness of access give to personal information given to
staff and monitoring of access.
Ensuring staff have appropriate training for handling personal and sensitive information and
the systems it is held within.
Ensuring staff know how to access advice on data protection matters.

The NHS Constitution January 2009 further states “You [staff] have a duty to protect the
confidentiality of personal information that you hold unless to do so would put anyone at risk of
significant harm”.
All Trust employees will be made aware of their responsibilities in connection with the Acts
mentioned in this Policy through induction procedures and in their Statement of Terms and
Conditions.
In particular all staff should understand:
•
•
•
•
•
•

The importance of patient confidentiality and staff confidentiality
The privacy rights of individuals
What information they hold, why they hold it and who has access to it.
How information should be handled and protected
What policies, procedures, standards and protocols exist for data protection including;
sharing of information with others.
How to report a suspected breach of information security within the Trust
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4. Principles
Confidentiality and data protection is the responsibility of each individual. It is the Trust’s duty to
ensure all staff are aware of their legal obligations and that they are accountable to the Trust.
All information about individuals (patients and staff) must be treated as confidential and be used only
for the purposes for which it was given.
There are seven principles set out under the Data Protection Act 2018 which should lie at the heart
of the Trust's approach to processing personal and special category data.
4.1 Data Protection Principles

No. Principles
1
Lawfulness, fairness and
transparency
2
Purpose Limitation

Description
Personal data shall be processed fairly, lawfully and in a
transparent manner.
Personal data shall be obtained for one or more
specified and lawful purposes, and shall not be further
processed in any manner incompatible with that purpose
or those purposes.

3

Data Minimisation

4

Accuracy

5

Storage Limitation

6

Integrity and Confidentiality (Security)

7

Accountability

Personal data shall be adequate, relevant and not
excessive in relation to the purpose or purposes for
which they are processed.
Personal data shall be accurate and, where
necessary, kept up to date.
Personal data processed for any purpose or purposes
shall not be kept for
longer than is necessary for that purpose or those
purposes.
Personal data must be protected and secured
appropriately to ensure integrity and confidentiality of the
information.
The organization must be accountable for all personal
and special category information that they process.

4.2 The Caldicott Principles
The Caldicott Guardian is a senior person responsible for protecting the confidentiality of people's
health and care information and making sure it is used properly. All NHS organisations and local
authorities which provide social services must have a Caldicott Guardian.
At the Trust, our Chief Medical Officer acts as the Caldicott Guardian and works collaboratively with
the Information Governance and Health Records Team to help ensure that privacy rights of
individuals are upheld and encourage sharing of information to safeguard service users. The
Caldicott Guardian is responsible for assessing whether personal information is governed by the
Caldicott Guardian principles.
No
1

Principle
Justify the purpose(s)

Description
Every proposed use or transfer of
personal confidential data within or
from an organisation should be
clearly defined, scrutinised and
documented, with continuing uses
regularly reviewed, by an
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2

Don't use personal confidential data unless it is
absolutely necessary

3

Use the minimum necessary personal confidential data

4

Access to personal confidential data should be on a
strict need-to-know basis

5

Everyone with access to personal confidential data
should be aware of their responsibilities

6

Comply with the law

7

The duty to share information can be as important as
the duty to protect patient confidentiality

appropriate guardian.
Personal confidential data items
should not be included unless it is
essential for the specified
purpose(s) of that flow. The need for
patients to be identified should be
considered at each stage of
satisfying the purpose(s).
Where use of personal confidential
data is considered to be essential,
the inclusion of each individual item
of data should be considered and
justified so that the minimum
amount of personal confidential data
is transferred or accessible as is
necessary for a given function to be
carried out.
Only those individuals who need
access to personal confidential data
should have access to it, and they
should only have access to the data
items that they need to see. This
may mean introducing access
controls or splitting data flows where
one data flow is used for several
purposes.
Action should be taken to ensure
that those handling personal
confidential data — both clinical and
non-clinical staff — are made fully
aware of their responsibilities and
obligations to respect patient
confidentiality.
Every use of personal confidential
data must be lawful. Someone in
each organisation handling personal
confidential data should be
responsible for ensuring that the
organisation complies with legal
requirements.
Health and social care professionals
should have the confidence to share
information in the best interests of
their patients within the framework
set out by these principles. They
should be supported by the policies
of their employers, regulators and
professional bodies.

4.3 Common Law Duty of Confidentiality
Common law is not written out in one document like an Act of Parliament. It is a form of law based
on previous court cases decided by judges and is also referred to as ‘judge-made’ or case law. The
law is applied by reference to previous cases and is said to be ‘based on precedent’.
The general position is that, if information is given in circumstances where it is expected that a duty
of confidence applies, that information cannot normally be disclosed without the information
provider’s consent. In practice this means that all patient/service user information, whether held on
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paper, computer, visually, by audio recording or held in the memory of the professional, must not
normally be disclosed without the consent of the patient/ service user.
It should be noted that the duty:




Applies regardless of the patient/ service user’s age
Applies regardless of the patient/ service user’s mental or physical health or condition
Continues when staff are no longer employees of the Trust.

4.4 Patients Charter
All Staff have a responsibility to keep information safe and secure. The Patient’s Charter (1985)
specified that “everyone working for the NHS is under a legal duty to keep patient records
confidential”.
5.0

Policy

5.1

Disclosure of personal information

All staff must guard against breaches of confidentiality by protecting information from improper
disclosure at all times.
Confidential information about patients should only be used for healthcare purposes, and unless
exceptional circumstances are present, should only be disclosed with the informed consent of the
data subject.
Patients need to be made aware of the right that they may object to the use and disclosure of
confidential information that identifies them. Sometimes, if patients choose to prohibit information
being disclosed to other health professionals involved in providing care (e.g. their GP), it might
mean that the care that can be provided is limited and, in extremely rare circumstances, that it is not
possible to offer certain treatment options. Patients must be informed if their decisions about
disclosure have implications for the provision of care or treatment.
5.2

Patients lacking mental capacity

5.2.1

Vulnerable Adults

If the patient does not have the mental capacity to consent to their information being shared, staff
should:
•

Check whether there is someone who holds a relevant Lasting Power of Attorney or a
Court of Protection Order for the patient and is able to act on the patient’s behalf to
give/refuse consent to information being shared;

•

Where there is no one holding a relevant Lasting Power of Attorney, a best interest’s
decision may be taken by staff following a best interests meeting to assess whether
disclosure is in the best interests of the patient. This must be fully documented.

5.2.2 Children
Where the child is deemed to be Gillick Competent, they should be fully involved in the decision to
disclose their personal information. A child will be Gillick competent if they have sufficient
understanding and intelligence to be capable of making up their own mind on the matter requiring a
decision.
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6.3

Sharing Information

6.3.1 Sharing Information without patient consent
When a patient has capacity or competence but has refused their consent to share their personal
information, there are still occasions where information may be lawfully shared: for instance, if it can
rightly be justified in the public interest. For Trust purposes, the public interest justification will
usually fall under one of the following, although it is not limited to these:
•
•
•

Protecting children from significant harm;
Protecting (vulnerable) adults from serious harm;
Prevention/detection of serious crime and disorder.

Each case must be judged on its own facts. The crucial factor is weighing up what might happen if
the information is shared against what might happen if it is not shared, and making a decision
based on professional judgement. Any decision to disclose without consent must be clearly
documented.

6.3.2

Information Sharing Agreements

Where it has been identified that the Trust regularly shares information with other agencies in the
purpose of providing patient care, an information sharing agreement will be drawn up by the Head of
Information Governance and approved by our Senior Information Risk Owner. The Information
Governance Security Assurance Group have a standing agenda item to review all information
sharing protocols and agreements at each meeting.
These agreements will define the scope of the sharing, the justification for it and the
methods by which the sharing will be carried out. It is important to note that information sharing
agreements do not affect the need to ensure the patient is fully informed and consents to their
information being shared; the intention is to provide a framework and guidance as to how it
should be carried out, applicable to both signatories.
6.3.3 Sharing with partner agencies
When people engage with an NHS organisation they expect their information to be used by that
organisation for the purposes of providing care to them. Relevant information should be shared
with those who provide or support direct care to a patient, unless the patient has objected.
Dependent on the team providing care and the patient’s situation, there may be an element of
partnership working and information sharing with other NHS organisations or local council employed
social workers.
For every organisation that the Trust work in partnership with, an Information Sharing Agreement,
signed by both parties, should be in place. A register of these is held by the Information
Governance and Health Records Team.
It is recommended that on the first point of contact with the Trust, the patient is asked to sign a
consent form which records their agreement to the Trust sharing their information with
partnership agencies involved with providing care to them.
Trust staff should explain the process (including the possible implications of not giving consent to
share information) with the patient before the consent form is signed, as well as giving them a copy
of the Confidentiality leaflet. Both these will ensure that the consent we capture is appropriately
informed. The consent form should be attached to the back of the front cover of the patient’s notes.
Staff should be aware consent may be withdrawn at any time and Trust Staff should ask the patient
to re-affirm consent at regular intervals – at least annually.
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6.3.4

Police requests

The police do not have automatic rights of access to information. If it is not clear that the information
is needed on any of the three public interest requirements above, the police will need to
approach the patient directly to seek their consent to access their information.
However, if the police judge they need information for the prevention or detection of serious crime
and cannot obtain the individual’s consent they can provide a data protection request signed by
an officer at the rank of sergeant or above. This form will request that the Trust consider the release
of the information to aid in the prevention or detection of a serious crime.
Any decision to share (or not to share) information should be clearly documented, including
reasoning, in the patient notes and coordinated with the Information Governance and Health
Records Team.
If a decision has been made to share a patient’s information without consent, this should be
explained to them as soon as practicable before or after the sharing takes place, unless it is
inappropriate or unsafe to do so.

7.0 Rights of Individuals
7.1 Right to be Informed
Patients should have access to a copy of the ‘Trust Confidentiality Leaflet’ and our Trust privacy
notice which is available on our website and in paper format. These come in a range of different
formats and languages on request and gives information about what the Trust records, how they use
it and who it might be shared with.
7.2 Right of Access
If a member of staff is asked to release information on a patient by an individual or organisation,
they must contact the Information Governance and Health Records Team to ensure there is an
appropriate information sharing protocol or agreement in place or have obtained explicit consent to
share this information from the service user.
Formal requests for access to personal identifiable information will usually come from, but not limited
to, the following sources (this list is not exhaustive):
•
•
•
•
•
•
•

Direct requests from the patient, service user or their representative
Solicitors
Police
Court Orders
Local Councils
Other NHS Trusts
Health Professionals

Any request to view or receive copies of records should be immediately forwarded to the Health
Records department. See the Access to Health Records policy for further detail.
7.3 Requests for information from other NHS Trusts
Where a request for notes from another Trust is received because the patient has moved out of
the area and another Trust has become responsible for the patient’s care, this does not need to be
treated as a full subject access request. The Health Records team have an approved dataset that
they provide un-redacted.
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The clinical risk of anonymising records must be fully discussed and assessed before this option is
provided. However, anonymization is becoming very common across the Trust. As one of the
biggest provider's in the South East for Mental Health Services it is reasonable to assume that this
will include some of our members of staff. Should a member of staff which to have their care notes
anonymised this can be requested through our Health Records Team.
For service users who are not staff, anonymisation is not widely used due to the clinical risk it carries
however, Care Teams are encouraged to used ‘local level’ pseudonymised information, where only
the service users name is changed in correspondence, rather than altering any information on the
clinical record to ensure crucial information is not altered or deleted on the Clinical Information
System.
In the event that anonymization of a service user (not staff) is requested, the care co-ordinator must
contact the Information Governance and Health Records Team.
Should a service user request their data not be shared with others (be it certain staff members or
outside the Trust) this should be marked using the alert function in the Carenotes system (see
alert section) and also recorded in the patient’s paper file, if in existence.
The Information Governance and Health Records team will make the decision to anonymise on a
case by case basis. They will provide the requester with the ‘anonymisation code’ to access the
information on the Clinical Information System and keep a record of all anonymised records.
7.4

Use of warning markers and alerts

7.4.1 Informing individuals
The Trust must inform any individuals that their details have been flagged to indicate that they
are potentially violent. They should be informed of the incidents that led to the markers being
added, to whom they may be passed and when the information will be removed or examined
with a view to removal. Additionally, the 5th principle of the Data Protection Act 2018 and GDPR
indicates that information should only be kept for as long as necessary, on a justifiable ‘need to
know’ basis, and individuals can challenge this.
All Teams must be aware of this guidance, so that they can consider locally how best to
implement this – for example through a risk assessment or care plan shared with a patient.
Example wording to give to patients who have had a violent warning marker or other alert
recorded is attached, see Appendix B.
It should be noted that the compliance advice stresses the right of the individual to request
access to information held about them, including violent warning markers and other alerts.
7.4.2 Use of warning markers and alerts
It may sometimes be necessary to detail in an alert a contact point for further information on a
patient. Use of personal staff details such as staff name or personal telephone number should
be avoided where there is an alternative (e.g. team name, base telephone number). Staff details
should only be recorded on an alert with the agreement of the staff member.
All alerts will undergo the annual review process detailed above for violent warning markers.
8. Records Management
8.1 Transfer of Information

All transfer of information carries an element of ‘risk’ that it may be intercepted by third parties
(intentionally or otherwise) or go astray. Not only cost but also the perceived sensitivity of the
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data and the urgency of the data transfer will have a bearing in considering the extent to which
this risk should be minimised.
Before transferring data three questions need to be considered:
• Is the recipient entitled to this information?
• Is the proposed use of this information clearly identified?
• Are we supplying the minimum amount of information required?
Only if the answer to all these questions is yes can information be transferred.
All electronic bulk transfers of personal data must be approved and recorded by the Information
Governance and Health Records Team.
All staff must follow best practice guidance below on the transfer of any data that meets the
above requirements.
8.2 By Post
Written communications containing personal information should be transferred in sealed in
transit bags and very clearly addressed with precise name and address details. They should be
clearly marked ‘Personal and Confidential – to be opened by the recipient only’. Patient records
should be sealed in Trust transit bags and sent only to Sussex Partnership safe haven post
rooms.
8.3 Verbally
A considerable amount of confidential information sharing takes place verbally, often on an
informal basis. Difficulties can arise because of this informality particularly in open plan
locations. Care should be taken to ensure that confidentiality is maintained in such discussions.
8.4 Conversation
Where confidential information is transferred by telephone or face to face, care should be taken
to ensure that personal details are not overheard by others who do not have a ‘need to know’.
Such discussions should take place in private locations and not in public areas.

8.5 Telephone
If confidential information is to be shared by telephone then steps need to be taken to ensure
the recipient is properly identified. Staff must always ensure that they are confident of the
identity of a caller and the bona fide nature of their request before imparting any confidential
information to them.
Unless staff are certain of the identify of the caller, staff must obtain the caller’s name,
organisation and main switchboard telephone number (rather than direct dial number). Staff
should then end the call and advise that a return call will be placed using the information
provided to ensure the identity of the caller. With the information provided by the caller, staffare
then able to check, using directories or other sources e.g. yearbooks, that the details provided
are correct for the organisation/Team identified.
Staff must always ask, where practicable, for requests to be put in writing. Staff must not be
persuaded or pressured into giving information just because the caller has a plausible reason for
asking for it. Staff should ensure that the patient is aware of the request and has provided the
enquirer with their permission except in situations of exemption.
8.6
Answerphones
Where the service uses answerphones, staff must ensure that they are placed where
unauthorised persons cannot overhear the messages being played back. Keep the volume low
where messages being left could be overheard.
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When telephoning a service user who has an answerphone do not leave any messages unless
previously agreed with them to do so. Other people may use the message service and therefore
have access to information not intended for them.
8.7 By fax
Sending confidential information through a fax must be kept to a minimum and used only where
it is a matter of urgency that documents are sent via this method. Any information should be
sent to a safe haven fax: one that is in a lockable area only accessible by authorised personnel.
As a Trust we do not encourage the use of fax unless as apart of service area's business
continuity plans. If you intend to use fax, you should contact the Information Governance and
Health Records Team for further advice.
8.8
By E-mail
The e-mail transmission of patient identifiable information internally over the Trust network
poses serious risks to confidentiality. If staff do have to send patient identifiable information over
email, it should be in a password protected word or excel file and sent as an attachment.
Special care should be taken to ensure the information is sent only to recipients who have a
‘need to know’: always double check the recipient list to ensure the email is being sent to the
correct person.
Further information and guidance on email use is available in the IT and Information policy.
8.2 Security of Paper Records

Staff have a responsibility to keep patients’ records safe and confidential. Paper records should
be stored in secure conditions in a lockable area or cabinet, preferably both. Records should not
be left on desks in unlocked, unattended rooms or on public view. Care should be taken to
prohibit the ability for unauthorised people to access other patient names e.g. case notes in
public view should be turned over to hide the patient name or locked away.
Avoid taking health records out of your workplace unless absolutely necessary. If you do so, you
are personally responsible for preserving security of that information. Casenotes should not be
carried in cars unless for the purposes of a domiciliary visit to the service user. In such
circumstances, they must be in a sealed pouch or security wallet and carried in the locked boot
of your car. Cars should be locked even when paying for fuel.
Casenote tracking on the clinical information systems must be used to track records being
transferred. Records remain the responsibility of the holder until receipt is confirmed by a
requester. Refer to the Health Records policy for further guidance.
Tagged transit bags must be used to transfer notes within the Trust. Sealed plastic
envelopes/pouches, carefully addressed and marked confidential must be used for sending
notes outside the Trust. Either Recorded or Registered post must be used.
8.3 Physical Security

Access to buildings must be restricted. Such restrictions include making sure security doors are
properly closed and that entry codes are regularly changed. Doors and windows will be secured
when the office/building is left unattended. Visitors to non-patient areas are to be accompanied
and signed in and out of the premises.
8.4 Retention of Records
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Retention periods apply to both health and non-health records, and steps must be taken to
ensure that all personal information is held securely during this time. Retention periods for
Health Records can be found in the Trust’s Health Records Management Policy and Corporate
Records Management Policy.
Information that is no longer required must be properly disposed of in accordance with local
procedures and national guidance for the retention of health and/or social care records. For
advice on retention policies and disposal procedures:
https://digital.nhs.uk/information-governance-alliance
8.5 Safe Destruction of Information

When equipment that has been used to record data reaches the end of its service or is no
longer fit for purpose it must be destroyed in accordance with the WEEE regulations.
Certificates of destruction must be retained. Equipment that is surplus to requirement, or old but
still working is to be returned to the IT department for disposal.
9. Misuse of Information
9.1 Inappropriate Access
It is a breach of confidentiality for any member of staff or any person acting on behalf of the Trust to
look at personal information if access to that information is not necessary or required in the course
of employment or work; this includes any records that may relate to the individual themselves.
Any misuse of patient information systems will be a disciplinary matter and will be dealt with
accordingly. Additionally, the misuse of these systems could constitute a criminal offence under
both the Data Protection Act 2018 and the Computer Misuse Act 1990. Inappropriate access may
result in a referral to the ICO for direct prosecution of the member of staff.
9.2 Carelessness and abuse of position
All staff have a legal duty of confidence to keep person-identifiable or confidential information private
and not to divulge information accidentally. Staff may be held personally liable for a breach of
confidence and must not:
•
•
•
•
•

9.3

Talk about person-identifiable or confidential information in public places or where they can
be overheard e.g. hot desk areas, corridors or open spaces.
Leave any person-identifiable or confidential information unattended areas, this includes in
offices, communal areas, cars when in transit or at home if working remotely; and
Leave a computer terminal logged on to a system where person-identifiable or confidential
information can be accessed, unattended
All reasonable steps must be taken to ensure physical safety and security of person
identifiable or business confidential information held in paper format and on computers.
Passwords must be kept secure and must not be disclosed to unauthorised persons. Staff
must not use someone else’s password to gain access to information. Action of this kind will
be viewed as a serious breach of confidentiality. Should a member of staff allow another
person to use their password to access the network, this constitutes a disciplinary offence
and is gross misconduct which may result in a summary dismissal.
Abuse of Privilege

It is strictly forbidden for employees to knowingly browse, search for or look at any personal or
confidential information relating to themselves, their own family, friends or other persons, without a
legitimate purpose. Action of this kind will be viewed as a breach of confidentiality and a breach of
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the Data Protection Act 2018. Failure to comply with Trust regulations and policy will result in
disciplinary action or criminal proceedings.
When dealing with person-identifiable or confidential information of any nature, staff must be aware
of their personal responsibility, contractual obligations and undertake to abide by the policies and
procedures of the Trust.
Should staff have concerns they should contact their line manager and the Information Governance
Team.

10. Mitigating Risk
10.1

Data Privacy Impact Assessments

All new access requests to our clinical systems or personal information require completion of a Data
Privacy Impact Assessment and approval from Information Governance. Once approved, a request
can be submitted through the appropriate ORCS form which is directed to the CIS team, followed by
training.
10.2

Information Governance Incident Reporting

Any incident which may threaten or has caused a breach of confidentiality or a loss of data must be
reported in accordance with the Trust’s incident reporting procedure. This is so a complete picture
can be built up of what is happening across the Trust and an assessment can be made of whether
training has to be amended to improve knowledge in a certain area, or whether procedure
should be changed.
All incidents should be recorded on the Trust’s Ulysses incident reporting system through the
Intranet. Information Governance incidents (see examples below) should also be reported to the
IG team, who will advise staff and assist in the completing of the incident forms if needed.
Examples of Information Governance incidents (this is not exhaustive:
•
•
•
•
•

Where confidential information has been found abandoned/misplaced (e.g. left on a printer)
The loss of information (USB Memory stick, dictaphone etc.)
Missing case notes
Where correspondence (letter, fax, email etc) has been sent to the wrong person
Where unauthorised use or misuse of a Trust Clinical Information system has been
detected.

All reported incidents will be handled in accordance with the Trust’s procedures. All information
governance breaches are reported to the SIRO, Data Protection Officer and Head of Information
Governance. Any incidents graded as Serious Incidents will require further investigation (see the
Serious Incidents Policy4.18 Information Governance Mandatory Training
10.3 Information Governance Mandatory Training
All employees and anyone with authorised access to Trust information and systems must have
completed mandatory IG training or equivalent NHS standard IG training.
As a minimum;
•

All staff will be given IG training as part of their induction
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•
•
•
•
•
•

More detailed training will be given to staff in certain key roles (Health Records Team)
All staff to undertake IG refresher training on a yearly basis
IG training to be offered as e-learning, and in some circumstances paper forms or in guided
training sessions
IG guidance webpages and communications will be highlighted to staff on a rotational basis
(see 8.0)
All IG related policies and procedures (listed below) will be regularly reviewed.
Monthly updates to care groups and teams to raise awareness of IG and spot checks
(Quality Safety Reviews)

10.4 Data Quality and Accuracy of Information

Data quality is extremely important in healthcare. We rely on accurate data to be able to treat
our service user appropriately. All service users and staff should have a maintained health or
staff record which is accurate and update in line with data protection principles. Audits will be
undertaken or commissioned of the Trust’s quality of data and records management
arrangements. Managers will be expected to take ownership of, and seek to improve the quality
of data within their services. Wherever possible information quality should be ensured at the
point of collection.
The Trust will promote data quality through policies, procedures/user manuals and training.
11.0
•
•
12.0

Development, consultation and ratification
This policy has been partially developed from the previous Data Protection, Security and
Confidentiality policy.
The policy is ratified by the Information Governance Security Assurance Group and the
Clinical Practice Forum.
Equality and Human Rights Impact Assessment (EHRIA)

The policy has been equality impact assessed in accordance with the Procedural
Documents Policy.
13.0

Monitoring Compliance

The Information Governance Team will report to the Information Governance Security Assurance
Group and provide information on any areas of concern or requiring improvement to ensure ongoing
compliance with this policy.

14.0
•
•
•
•
•
•

Dissemination and Implementation of policy
This policy will be uploaded onto the Trust website by the Corporate Governance Team.
Publication will be announced via the Communications e-bulletin to all staff.
The Trust’s Partnership Bulletin will alert staff to the updating of the policy and any
subsequent revisions.
The Executive Sponsor will ensure that all staff are alerted to the issue, reissue and review
versions of this policy.
All new staff will be alerted to the policy through the Trust induction procedures.
On-line learning is available to all staff through the Information Governance pages in the
Trust website – see contacts.
A register will be maintained of all staff completing the relevant training on My Learning.
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15.0

Document Control including Archive Arrangements

This policy will be stored and archived in accordance with the Trust Procedural Documents Policy

16.0
•
•
•
•
•
•
•

Reference documents
Caldicott Report (1997) and (2013)
British Standard (ISO IEC 27002) for Information Security, Data Protection Act1998
NHS Code of Confidentiality
Information Security Management: NHS Code of Practice
Data Protection Security Toolkit
Data Protection Act 2018
General Data Protection Regulations (GDPR)

17.0 Cross Reference
•
•
•
•
•

Subject Access Request Policy
IT and Information Policy
Internet and Acceptable Use Policy
Health Records Management Policy
Serious Incident Policy

Page 16 of 14

