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EXECUTIVE SUMMARY:
The purpose of this policy is to provide Sussex Partnership NHS Foundation Trust staff with an
outline of the Registration Authority process at a local level. This provides a background to the
process and sets out the roles and responsibilities for holding a smartcard in line with national
standards.

If you require this document in another format such

as large print, audio or other community language
please contact the Corporate Governance Team on
0300 304 1195 or email:
policies@sussexpartnership.nhs.uk
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1.

INTRODUCTION

The Registration Authority [RA] function for Sussex Partnership NHS Foundation Trust
is currently managed by the North and East London Commissioning Support Unit.
Its role is to create and maintain users of NHS Clinical Records (NHS CRS) Systems,
through the use of smartcards and is responsible in ensuring that the issuance and
governance of Smartcards and Smartcard Access is in line with National policy and
procedures.
The roles and responsibilities of Registration Authorities are defined by NHS policy
and the central “Registration Authority” is run by NHS Digital.

1.1

Purpose

The Trust has implemented a new clinical information system which has Patient
Demographic Service (PDS) complaint functionality that is accessed using an NHS
smartcard. This local RA policy has been produced to provide information covering
accountability, governance and frameworks around the terms and conditions of use
and sets out user roles and responsibilities.
This policy is aligned with the NHS Digital National RA policy, which is based on the
original Department of Health [DH] Gateway document (reference number 6244)
‘Registration Authorities: Governance Arrangements For NHS Organisations’, the NHS
Care Record Guarantee, the Data Protection Act 2018, and requirements contained in
the NHS Digital RA Process Guidance together with IG Toolkit requirements in relation
to Registration Authorities.
1.2

Scope

This policy applies to all NHS Smartcard users working within the Trust and covers the
following:
• Governance of RA
• Verification of Identity
• Roles and responsibilities of RA staff and smartcard users
• Management of Smartcard Access and the use of smartcards
• Local RA support and functions
1.3

Definitions

RA
NHSD
SPFT
NELCSU
DH
IG
Safeguard
eGIF Level 3

Registration Authority
NHS Digital (Previously HSCIC)
Sussex Partnership NHS Foundation Trust
North and East London Commissioning Support Unit
Department of Health
Information Governance
SPFT’s IT Incident & Risk Management System
Inter-governmental standard of identity check
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PKI
RAM
RAA
ARA

2.

Public Key Infrastructure
Registration Authority Manager
Registration Authority Agent
Advanced Registration Authority Agent

REGISTRATION AUTHORITY

Registration Authority process for SPFT is managed by the North and East London
CSU who have a dedicated team to manage the smartcard process on behalf of the
Trust.
This team consists of an RA Manager and RA Agents who act on our behalf and
ensure that the Trust is compliant with national standards.
Further information regarding the registration authority process, FAQ’s and local
contact details can be found on the intranet by accessing the following:
http://staff.sussexpartnership.nhs.uk/security-guidance/access/smartcards
2.1

NHS Smartcard Registration

Staff can register for an NHS smartcard by raising a call via the IT helpdesk, the
number for the IT Helpdesk can be found on the staff intranet.
Smartcard Terms and Conditions should be carefully read and the liabilities fully
understood prior to requesting a new smartcard. By contacting the IT help desk and
starting the process of obtaining a new smartcard, staff are agreeing to these Terms
and Conditions of use.
The request will then be forwarded to the RA Team (NELCSU) who will then contact
the requestor and arrange for an identity check meeting to take place. During this
meeting the applicant will be asked to provide 3 forms of identity identification in
accordance with e-GIF level 3.
All registrations are processed directly on the Care Identity Service system, an
application on the NHS Spine Portal – this means the information is recorded directly
online, negating the need to store paper documents with personal information on for a
set period of time
This will then follow the following process below:

2.1.1 Verification of Identity
The verification of identify for NHS smartcard registrations is subject to the intergovernmental standard known as eGIF Level3. This provides assurance that the
identity is valid across any organisation an individual works within. The identity check
must be performed by an RA Agent and follow the NHS Employers Identity Checks.
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2.2 Smartcard Access
Smartcard access / position levels will be added by the RA team (NELCSU).
2.2.1 Adding or Modifying Access
NHS Smartcard access can be added or modified by raising a call with the IT
Helpdesk.
2.2.2 Removing Access
NHS Smartcard access MUST be removed when a member of staff leaves or transfers
department. It is the responsibility of the Service Manager to inform the RA team
(NELCSU) of any changes.
These must be communicated via email to ITHelpDesk@sussexpartnership.nhs.uk
This mailbox is ‘owned’ by the Trust RA Manager but will ‘monitored’ by the
Information Governance Team who inform the NELCSU RA Team via email of any
updates.
2.3 Lost / Stolen Smartcard
Any lost / stolen Smartcard MUST be reported immediately to the IT Service Desk
0300 303 8082, they will then log a call directly with the NELCSU, who will cancel the
smartcard and arrange for a replacement to be issued.
Any lost / stolen smartcard MUST be reported on Safeguard with an automatic
notification to the Trust Information Governance Manager. This should then be
followed up with an email to the following mailbox confirming events:
information.governance@sussexpartnership.nhs.uk
2.4 Smartcard Use
Smartcard passcodes / PIN’s must NEVER be shared and must only be known to the
individual Smartcard holder. Sharing a smartcard is a breach of Trust Information
Security Policy, the NHS care records guarantee and of statute law, including the
Computer Misuse Act 1990.
2.5 Smartcard Misuse
In the event of Smartcard misuse whether this is deliberate or accidental should be
reported to the RA Team (NELCSU) and also to the Trust Information Governance
Manager.
The Information Governance Manager will report any incidents around Smartcard
misuse on the Trust internal ‘Safeguard’ system in line with ‘Incident Management and
Reporting Policy & Procedure’. The will also be escalated to the Manager of the
individual involved and may lead to disciplinary action.
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2.6 Business Continuity Process
The NELCSU currently hold the business continuity plan for the RA function but a copy
is held within SPFT for compliance purposes.

3.

RESPONSIBILITIES

The Chief Executive has ultimate responsibility for the organisation and is supported
by the Executive Directors.
Service Managers / Team Leaders are responsible for promoting and implementing
the policy.
All staff who hold a smartcard are required to follow this policy and must never share
Smartcards / PIN’s with other staff.
3.1

Roles & Responsibilities – NELCSU

RA Manager
The RA Manager is appointed by the Board and is given the overall responsibility for
the governance of RA for the Trust, and is responsible for appointing other members
of the RA team.
The RA Manager (NELCSU) is responsible for managing the RA team, ensuring local
policy is in line with the National RA Policy and that RA Agents adhere to the National
RA Policy for Identity Checks.
The Trust also has a ‘local’ RA function which is responsible for overseeing the
contractual responsibility of the RA function managed by the SE CSU.
RA Agents
RA agents are appointed by the Trusts RA Manager and are responsible for the
administration of the RA function. Governance accountability should sit with the RA
Manager whilst on a day to day basis the RA agents facilitate compliance.
Sponsor
Sponsors are individuals appointed by the Trust Board to request and allocate
appropriate positions, roles & activities to their staff. The Trust also has a small group
of local ‘Sponsors’ who are able to deal with local requests.

4.

ASSOCIATED DOCUMENTS AND REFERENCES

HSCIC, 2014. National RA Policy v1.
< https://digital.nhs.uk/media/330/rapolicyv1sep14/pdf/rapolicyv1sep14 >
NHS Employers, September 2017. NHS Employers Identity Checks.
<http://www.nhsemployers.org/~/media/Employers/Publications/employment%20check%20standard
s/Identity%20checks.pdf >
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Data Protection Act 2018
Computer Misuse Act 1990
E Communications Act 2003
Electronic signatures regulations 2002
NHS confidential code of practice
Freedom of Information Act 2000
NHS Care records guarantee for England
Incident Management and Reporting Policy & Procedure.
Information Security Policy

5.

MONITORING COMPLIANCE

Compliance with RA policy will be monitored and enforced by the RA team (NELCSU).
Locally it is the responsibility of the Trust RA Manager to ensure that ALL staff are
aware of and adhere to this policy.
The RA Team may undertake random spot checks to ensure that users are complying
with National Policy and not sharing cards or PIN numbers. Non-compliance will be
reported according to Trust policy.

6.

DISSEMINATION AND IMPLEMENTATION

This policy will be made available to all staff on the intranet.

7.

CONSULTATION, APPROVAL, RATIFICATION &
REVIEW

The following were consulted in the writing of the document.
• The Head of ICT (Trust RA Manager)Information Governance Manager
The Information Governance Group will approve and ratify this policy
The Trust RA Manager(s) or delegated representative will review this policy at least
every two years from the date of ratification, or sooner should there be significant
changes to National RA Policy, which affects the process outlined in this document.

8.

VERSION CONTROL

Record of Changes
Date
Version
01/01/2016 1.1
07/12/2017 1.2
20/04/2018 1.3

Changes / Comments
Initial policy agreed at IG Group meeting 28/01/2016
Revised policy changes
Revised policy changes
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