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1.0

Summary
1) SCOPE - All staff in any location processing information on an electronic device.
2) SECURITY PRINCIPLES
a) Identification – independent verification (usually by HR as part of
recruitment)
b) Authorisation – written verification from information asset owner that
an individual seeking access to their system is authorised to do so.
c) Authentication – validation by the system that the individual is who they
say they are based on entry of user credentials, i.e. username, password,
two- factor authentication such as NHS Smartcard, etc.
d) Accounting – recording actions, transactions and events in protected
logs and retained for a period to support forensic readiness and
investigations.
e) Non-repudiation – assurance that an individual cannot deny they
performed an action.
f) Least privilege – individuals have access to the minimum information
required for them to perform their role effectively, i.e. need-to-have and
need- to-know.
g) Segregation of duties – requests, authorisations and administration
activities should not be performed by the same individual for any task.
3) NOTE: There are some business circumstances where shared accounts may
be used as authorised by the Head of IT, e.g. some third party support
providers.

2.0

Introduction

Sussex Partnership NHS Foundation Trust (SPFT) is committed to improving patient
outcomes as documented in the 2020 strategy for which IT security is an enabler.
There are four overarching strategic objectives for IT security:


Information is observed by and disclosed to only those who have a right to
know (confidentiality).



Information is protected against unauthorised modification (integrity).



Information is available and usable when required and the systems that
provide it can appropriately resist attacks (availability).



Business transactions, as well as information exchanges between Trust
locations or with partners, can be trusted (authenticity and nonrepudiation).

We aim to protect the Trust's information assets from unauthorised access, disclosure,
modification, or destruction by taking a holistic risk-based approach to the
implementation of security controls (administrative, personnel, physical, and or
technical).
Understanding the risks
Over the past decades, the migration away from paper-based systems to electronic
systems has brought about many workforce productivity benefits facilitated by the
ease with which information can be created, modified, searched and shared; as well
as challenges such as deleting data such that it is destroyed beyond recovery.
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As with any new process, procedure or technique this has introduced new risks due to
the inherent vulnerabilities which could be exploited by an attacker (deliberate or
accidental). Some of the ways access to electronic systems could put sensitive
information at risk include, but are not limited to:


Poor password practices by staff, e.g. creation, reuse, writing down, insecurely,
etc.
An attacker can easily crack many passwords in use because they are too short,
predictable and lacking in complexity. We complete regular ethical hacking
activities that look at password management which we advise employees of the
results and how to better manage their passwords



Sharing user credentials to ‘help out’ a colleague (affects non-repudiation) and /
or leaving a NHS smartcard when leaving the computer for any length of time;
The colleague may intentionally or accidentally perform an action which leads to
an information security incident. As part of the investigation the logs would
record the actions against the individual who shared their credentials and they
would be held accountable for the activity performed in their name.



Failing to observe separation of duties, using an account with
administrator privileges (local or domain) to logon to a computer for daily
use;
An attacker can deliver malware to the computer (e.g. via a phishing attack).
When malware is executed it runs with the privileges of the logged on user; if
this account has administrative privileges, the attacker can take over the victim’s
machine completely and install keystroke loggers, sniffers, and remote control
software to find administrative passwords and other sensitive data. If the
account has domain administrator privileges the attacker can perform any action
they want on the entire network in that person’s name.

2.1

Purpose of Policy

The objective of this policy is to establish appropriate levels and methods of access to
information processing systems that are hosted and supported by the Trust, its partners,
or other third party organisations.
It is not designed to address physical security controls protecting buildings or
equipment; both of which may store information in electronic and / or paper (hard-copy)
formats.
This policy is designed to help the Trust comply with our legal and regulatory obligations
to protect personal data and other sensitive information from accidental or deliberate
misuse, alteration, erasure, etc. Also see the Trust’s Data Protection and Security policy.
This policy should be read in conjunction with these as well as any other
policies, standards, guidelines and procedures that the Trust may introduce.
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2.2

Definitions
Term
Trust
Member of Staff
or ‘Staff’

Definition
All references to the Trust are taken to mean the Sussex
Partnership NHS Foundation Trust or any part of its organisation.
Any Trust employee, Board Member, Governor, contractor,
temporary staff member or any other person working on behalf of
the Trust that accesses Trust information, information systems
and networks using a mobile device (Trust-owned or personal).

Third Party

This refers to any individual that is not a Trust employee working
on the Trust’s behalf and under contract to supply goods and / or
services, e.g. application vendors, partners, suppliers, etc.

System Administrator

A member of staff who has delegated responsibility from an
Information Asset Owner to perform administrative tasks on a
system, e.g. access control tasks such as setting up new users.

Privileged IT User

A member of staff who typically has administrative privileges to
support individuals and perform system maintenance. Typically
this includes administrators of databases (including the
information warehouse), directory services, and IT configuration
and management applications.

Access Control

Need-to-know

A preventative set of security controls that manage how
individuals and systems communicate and interact with other
systems and resources.

Individuals are only granted access to the information they
need to perform their tasks.

Need-to-use

Individuals are only granted access to the information
processing facilities (IT equipment, applications,
procedures, rooms) they need to perform their task/job/role.

Generic account

A generic account does not uniquely identify one individual, e.g.
shared e-mail account for a team.
Two-factor authentication simply means that there are 2 pieces
of information needed before a system will accept that you are
who you say you are (authentication). This is one of the
following:

Two-factor authentication

-

something you know (password or PIN) + something you
have (phone + SMS)

-

something you know (password or PIN) + something you
are (fingerprint or face recognition)
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Term

Definition
something you have (phone + SMS) + something you are
(fingerprint or face recognition)
Any data held by the Trust whether in electronic or paper format.
Patient/service user, personnel and financial data are all
considered sensitive due to legislation, (e.g. the Data Protection
Act 2018/ General Data Protection Regulation 679/2016) or
commercial that
considerations.
Information
can be used to uniquely identify, contact, or
locate a single person or can be used with other sources to
uniquely identify a single individual.
-

Information
Sensitive Information

Person Identifiable Data
(PID)

Confidential

Legitimate Relationship

Internet

Removable Media

Mobile device

It can be stored in many forms including paper, mobile devices,
computer files, audio and / or video recordings, and photographs
or even heard by word of mouth including information left on
Trust answerphones. Examples include names, contact details,
treatment details, etc. held in medical notes, audits, employee
records, occupational health records, etc.
To protect the privacy of an individual’s personal information by
ensuring it is only accessed by those that have a genuine needto-know and is not disclosed unnecessarily or placed in the
public domain.
Legitimate relationships are created between a patient and one
or more ‘workgroups’ or teams of staff that are involved in
providing them with care during the registration process.
It defines who has authorised access to a patient's electronic
care record as per the requirement for connection to the NHS
Care Records System.
A global system of interconnected computer networks that is
made up of millions of private, public, academic, business, and
government networks that are linked by a broad array of
electronic, wireless and optical networking technologies.
Services include World Wide Web (www), File Transfer Protocol
(FTP), email systems, newsgroups and forums.
For the purposes of this policy removable media is restricted to
electronic storage including but not limited to CDs, DVDs, Floppy
Disks, Optical Disks, External Hard Drives, USB Memory Sticks,
Media Cards, Embedded Microchips (including Smart Cards and
Mobile Phone SIM Cards), MP3 Players, PDAs and Smart
Phones, and Digital Cameras.
For the purpose of this policy we will define mobile devices as
any portable electronic storage device that has the capacity and
capability to process information:
• Mobile phones and Smart phones;
• Laptops and netbooks;
• Tablet computers, e.g. iPads;
• Portable digital assistants (PDAs);
• Portable Universal Serial Bus (USB) devices for storage
(such as “thumb drives” and MP3 devices) and for
connectivity (such as Wi-Fi, Bluetooth and
HSDPA/UMTS/EDGE/GPRS modem cards);
• Digital cameras;
• Radio frequency identification (RFID) and mobile RFID
(M-RFID) devices for data storage, identification and
asset management;
• Infrared-enabled (IrDA) devices such as printers and
smart cards.
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Term
Trust-owned Device

Personal Device
(BYOD)
Mobile phone
Smart phone

2.3

Definition
A mobile device that is owned, managed and assured by the
Trust; it remains the property of the Trust at all times. Trust
policy regarding the security of assets is also outlined in the
Standing Financial Instructions.
A mobile device that is owned by the Member of staff. Use of
personal devices for Trust business (also known as Bring Your
Own Device (BYOD)) is only permitted where authorised by IT.
A phone that is wireless and unattached to a fixed point.
A full-featured mobile phone with personal computer-like
functionality, also known as ‘smartphones’, e.g. iPhones, etc.

Scope of policy

2.3.1 In scope
This policy applies to:
1) All Staff.
2) All information held, created, modified or accessed in electronic form on behalf of
the Trust. This may be stationary (i.e. stored ‘at rest’) or in transit (e.g. e-mail, file
transfer).
3) All devices used for the above purpose regardless of location. This includes:
a) Trust owned, managed and assured devices;
b) Devices owned, managed and assured by one of the Trust’s approved
partners and/or suppliers;
c) Personal devices where applicable to the service being accessed for work
purposes, e.g. Trust webmail.
2.3.2 Out of scope
This policy does not apply to:
4) Non-trust individuals using the free at point of use guest Wi-Fi provision. The
acceptable usage of the internet still applies as per the IT and Information
Security policy.
5) Service users access to the Internet which is covered under a separate policy.
2.4

Principles
The Trust operates a discretionary access control model based on the following
security principles in order to achieve accountability for the actions of individuals:
1) Identification – all individuals granted access to Trust systems will, as a prerequisite, have their identity independently verified in accordance with the NHS
Employment Check Standards referred to in the Trust’s Employee Checks
Policy2.
a) This is usually performed by HR as part of the recruitment process.
b) For third parties such as contractors, volunteers, etc. the appointing manager
is responsible for seeking assurances in accordance with the standard.
2) Authorisation – for any new resource an individual wishes to access, the
system administrator requires written authorisation from the resource’s
Information Asset Owner. NOTE: This may not be the same as the individual’s
line manager.
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3) Authentication – validation that the individual is who they say they are based on
entry of credentials provided to the system, i.e. username, password, two-factor
authentication such as NHS Smartcard, etc.
a) User credentials no longer in use should not be reissued; this will prevent
confusion between the identity of current and past users in audit trails.3
4) Accounting – the use of auditing functionality and event logging to record
transactions of resource use by both systems and individuals. This is a key
requirement for forensic readiness purposes to support investigations into
information security incidents, fraud, etc.
5) Non-repudiation – Unique identifiers for individuals, when used with protected
credentials, provides assurance that an individual performed a specific action.
6) Least privilege – Privileges assigned to an individual must grant them access to
the minimum information required for them to perform their role effectively, i.e.
need-to-have and need-to-know.
a) Where a clinical risk has been established, the principle of least privilege has
been relaxed so that staff can access a service user’s information at the time it
is required ensuring that there is no security barrier to providing patient care.4
7) Segregation of duties –
a) Individuals identified as network and system administrators are authorised to
create, modify and delete accounts on the system they are responsible for.
b) They are not permitted to provision accounts, test accounts excepted, on their
own behalf unless they are the sole administrator of the system.
8) Role-based access control (RBAC) – where a system allows, RBAC should be
used such that granular privileges are assigned to a role profile and an individual
is assigned to the role, inheriting the privileges. This reduces the risk of
individuals’ inheriting permissions as they move from role to role within the Trust.

http://policies.sussexpartnership.nhs.uk/workforce/employment-checks-policy
The Trust may consider transition to unique IDs unrelated to an individual’s name.
4
The Access Control Standard for Carenotes is an example of this.
2
3
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3.0 Policy Statements
The Trust’s policy is that we take appropriate technical and organisational security
measures such that access to the Trust’s network, systems and other resources is
properly managed throughout an information asset’s lifecycle.
3.1

System Ownership and Administration
1) Each system (within IT and across the Trust) must be allocated an Information
Asset Owner and one or more System Administrators.
2) System Administrators are responsible for implementing this policy at an
operational level and are authorised to create, modify and delete accounts on the
system(s) for which they are responsible.

3.2

Authorisation
3) Access to the Trust network and standard applications, defined in the IT service
catalogue, will be provisioned by the IT department upon written notification from
the requesting individual’s line manager.
4) Access to specific applications will be provisioned by the system administrator
upon written authorisation from the Information Asset Owner.
5) Accounts should be authorised for a specific duration for individuals that are:
a) Temporarily absent from work, e.g. long-term sickness, maternity leave, etc.
b) Not employed by the Trust in a substantive post, e.g. apprentices, bank staff,
contractors, students, temporary staff, and volunteers.5
c) Providing third party remote IT support. These are often privileged IT user
accounts and should be kept disabled at all times when not in active use.
6) Accounts must be disabled and subsequently deleted once:
a) Either written confirmation is received that the account is no longer required,
b) Or the account has passed the acceptable period of inactivity as defined in the
Access Control Standard.

3.2.1 Delegated authority
7) Information Asset Owners may choose to delegate authority to line manager’s for
the purpose of authorising the creation, modifications or closure of accounts.
8) In such cases, a list of authorised delegates must be maintained by the
Information Asset Owner and shared with the system administrator and IT staff.
3.3

Authentication – to the network, systems and other resources
9) The level of authentication required for a system will be determined by an IT
security risk assessment considering the nature of information contained within it.
10) All individuals requiring access to the Trust’s network will be:
a) Provided with a unique identifier to identify them and their activity.
b) Permitted to access the Trust’s network 24/7/365 unless:
i) A time restriction is specifically requested by their line manager.

Ideally, the system should automatically enable and disable an account for the required
period. If there is no automation, the system administrator should use diary entries to
manually enable and disable the account.
5
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ii) They work for a third party support provider. These accounts will only be
enabled for the duration required to resolve an incident or fulfil a request.
11) Clinical information systems containing sensitive patient data must use, as a
minimum, either a NHS smartcard or a unique identifier and passphrase.
3.3.1 Generic (shared) accounts
In certain circumstances a generic account may be required.
12) A generic account is not a substitute for a permanent account and must not be
used to provide temporary access.
13) Creation of generic accounts must be approved by the Head of IT. By default
the following services will be disabled unless explicitly authorised:
a) Email (Sussex Partnership);
b) Internet access;
c) Remote access via the VPN.
14) Each generic account will be assigned a named owner that is responsible for the
account (typically this is the Information Asset Owner or Team Manager). A
second individual should be named for business continuity purposes.
15) The generic account owner is responsible for implementing a local procedure that
ensures details of who has access to the account are recorded, see Appendix 1 –
Use of Generic (Shared) Accounts on page 18.
3.3.2 Passphrase management
Passphrases are a necessary evil due to the current lack of a robust alternative.
16) Passphrases must be created and used in accordance with the Access Control
Standards6
17) Where an individual is unable to comply with the standard due to system
limitations, the Information Security Team will log a statement of concern and
initiate a request for the system’s developer to amend their software
accordingly.
18) All systems used by the Trust should have a secure passphrase reset capability.
3.3.3 Two-factor authentication (2FA)
Some systems require an additional layer of protection to verify that someone is who they
say they are, e.g. accessing the Trust Network from home over the Internet using a VPN
(Virtual Private Network).
19) Two-factor authentication must be enabled to access any Trust-managed system
that contains sensitive personal data from the Internet.
20) The Trust will provide staff with access to 2FA methods as appropriate to access
the systems needed to perform their role.
a) Current methods include smartphone apps, text messages (SMS), NHS
smartcards and on-screen keyboard. Other methods may be introduced as
appropriate technology develops and matures.

Different applications may have different password standards, e.g. mobile device pin
codes versus passphrases for logging onto the network.
6
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3.3.4 Single Sign On (SSO)
The Trust has introduced ‘Single Sign On’ capabilities reducing the number of passwords
an individual needs to remember and enter on a daily basis.
21) Applications which are candidates for SSO will be risk-assessed before profiling.
22) Individuals must use stronger passphrases (see page 10) than previously
because if their master passphrase is compromised, so is access to the other
systems.7
3.4

Accounting

3.4.1 Data collection
23) The Trust will define, maintain and operate to an accounting standard for systems
detailing what transaction records will be retained, specifically security related
activities including log retention period, backing up and archiving.
24) Logging will be protected from unauthorised deactivation, modification or deletion.
3.4.2 Alerting
25) Where a system is able to do so, alerts will be configured to inform the:
a) System administrator and Information Security Team of potential or actual
security incidents e.g. repeated failed attempts to logon, escalation of
privileges by an unauthorised individual.
i) Where suspicious activity relates to the actions or a system administrator
or privileged IT user, the Information Security Team is authorised to
configure additional alerts as required.
b) Data Privacy Officer of anyone that has accessed a service user's record
without an existing legitimate relationship or clinical justification for doing so.
3.4.3 Monitoring and Review
26) Log collection is a passive activity; they will only be reviewed when there is a
clear justification for doing so, e.g.
a) By IT staff to trouble-shoot a problem with an application or for
Information Security incident response,
b) By the Head of IT or Head of Information Governance during the
investigation of a security incident, or to support counter-fraud, HR, etc.
3.5

Introduction of New Systems
27) The process for implementing new solutions and / or systems will include the
design and implementation of security access controls appropriate to the nature
of the information to be processed by that system. Consideration should be given
to access control standards:
a) For applications (client installations or web-hosted) within the system itself,
e.g. authorisation (privilege levels), authentication (username and passphrase
with 2FA), accounting (audit logs), session handling (time-out values), etc.
b) At the network layer to restrict access to systems from specific devices or
network segments where appropriate, e.g. application published to N3 only.
28) If the system needs to run services for operational purposes, a unique service
account must be created and used, also see the Access Control Standard.

7

This attack vector requires physical access to a computer with the SSO client installed.
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3.6

Privileged account management

All individuals with administrative accounts for directory services, databases and networks
are, for the purposes of this policy, classed as ‘privileged IT users’.
Whilst these individuals are highly trusted IT professionals, the Trust still needs assurance
that their significant access privileges are not misused by the individual or an attacker in
control of their account.
In addition to accounting capabilities, the trust has also invested in auditing tools that are
capable of monitoring activity, identifying changes to key system configurations and files
and alerting when criteria are met.
The trust will establish procedures for the:
29) Creation, modification, activation, de-activation and deletion of privileged
accounts to systems containing sensitive information, e.g. personal information, IT
configuration information, other business critical information.
a) Enterprise admin accounts must be set to disabled when not in active use.
b) Domain admin accounts must be kept to the bare minimum.
30)Maintenance of a Privileged IT User register owned by the Infrastructure and
Operations Manager.
31) Review of activity by privileged IT users and system administrators responsible
for databases containing sensitive information, e.g. service user, commercial.

4.0
4.1

Duties
Senior Information Risk Owner (SIRO)

The SIRO is responsible:
1) To the Trust’s Chief Executive for Information, IT and Cyber-security.
2) For ensuring a fit for purpose and ratified policy is in place.
3) For evaluating and authorising requests for exceptions to this policy.
4.2

Chief Digital Information Officer (CDIO) and Head of ICT

The CDIO and Head of ICT are responsible for:
1) Ensuring that the standards, procedures and controls required to support this
policy are developed and maintained.
2) Authorising the creation, modification or deletion of privileged accounts.
4.3

Information Security Team

The Information Security Team is responsible for:
1) Defining the access control standards that support this policy.
2) Managing the risks associated with the use of electronic information systems and
escalating to the appropriate individual / group where necessary.
3) Conducting security risk assessments on proposed solutions and applications
including recommendations for the design of access controls and escalating to
the SIRO and/or Head of IT for authorisation.
4) Managing the IT element of any investigations involving electronic information
systems; this could include privilege misuse, excessive access, fraud, etc.
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5) Performing quarterly reviews of IT privileged accounts and privileges.
6) Arranging penetration and vulnerability tests to provide assurance for the
effectiveness of access controls as and when required.
7) Conducting random audits to monitor compliance with this policy.
8) The initial evaluation of policy exception requests.
4.4

Privileged IT Users and System Administrators

Privileged IT users and System Administrators are responsible for the operational
implementation of controls in this policy and accompanying standard. In addition to the
authorised actions in section 3.0 their responsibilities include:
1) Logging onto their computer with a standard user account and escalating
privileges as and when required to perform a specific task.
2) Configuring systems in accordance with the IT Security standards with specific
reference to Access Control Standards and Mobile Device Standards.
3) Verifying that requests for account creations, modifications or deletions are
authorised by someone with the appropriate delegated authority prior to
implementing the change.
4) Ensuring that usernames and passphrases are provided to the individual via
separate channels, e.g. username via e-mail and passphrase via text message.
5) Providing reports on a user’s account as and when requested by the Information
Asset Owner, Information Security and/or Head of Information Governance
6) Documenting access control guidelines and procedures specific to their system.
4.5

Information Asset Owners
1) Authorising requests for access to the systems they are responsible for.
2) Performing regular reviews, at least every six months, of authorised individuals to
ensure that the access and privileges are still appropriate.

4.6

Third Parties

4.6.1 Staff employed by other organisations
The Trust is committed to developing strong working relationships with partners to deliver
excellent patient care. Individuals employed by these partners working on behalf of or with
the Trust often have a genuine requirement to access Trust systems – this must be
documented in a contract and/or information sharing agreement and is subject to a Data
Privacy Impact Assessment.
4.6.2 IT Support Providers
The Trust’s IT department works with a number of key third parties to deliver a robust IT
service. These third parties have a genuine requirement to access the Trust’s network in
order to provide support and maintenance in accordance with the contract. The third party
will:
1) Ensure that their staff are adequately trained in the Trust’s third party access
control procedures. Third parties are forbidden from installing remote access
software on the Trust’s network.
2) Ensure that each member of support staff requiring access to the Trust’s systems
has their own individual account in accordance with this policy unless an
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exception permitting the use of a shared account has been authorised by the
Head of IT.
3) Notify the trust of:
a) Any staff changes that require existing accounts to be disabled and/or deleted.
b) Any security incidents affecting the third party in which Trust user credentials
may have been compromised so that immediate remedial action can be taken.
4.7

Managers

Managers are responsible to their line manager for implementation of this policy and
supporting procedures within their own areas of responsibility. Their responsibilities
include:
1) Ensuring that all staff under their supervision are aware of this policy and do not
share their account credentials unless authorised to do so by the SIRO or Head
of IT.
2) Informing IT immediately of any changes to their team which requires the
creation, modification or deletion of user accounts and their privileges.
3) Informing the Information Security Team immediately of concerns, risks or
security incidents regarding access control such as (but not limited to):
a) Account misuse;
b) Unauthorised sharing of user credentials;
c) Insider threat such as a disgruntled employee that may require additional
monitoring to protect sensitive information.
4.8

Staff

Staff authorised to use electronic information systems for Trust business are directly
accountable for compliance with this policy. Their responsibilities include:
1) Reading and ensuring they understand this policy and supporting procedures.
2) Keeping user credentials secret and for their own use; they are not to be shared
with anyone else.
3) Protecting any physical two-factor authentication tokens from unauthorised use,
e.g. smartphone, NHS smartcard.
4) Using systems for work purposes in accordance with this policy.
5) Complying with the access control requirements relating to systems provided by
NHS Digital or other partners.

5.0

Procedures

There are documented procedures available from the IT Department that support the
implementation of this policy which include:


New network access and standard applications request (ORCS)



New account for specific application (ORCS)



Changes to an existing account (network or application) (ORCS)



Privileged IT User Registration



Use of Generic (shared) accounts
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6.0

7.0

8.0

Development, consultation and ratification


The Information Security Team has developed this policy with reference to
industry good practice, existing Trust policies and members of the IT Team.



It has been reviewed by the Head of IT, the Head of Information Management,
and the Head of Information Governance.



It will be ratified by the Information Governance Security Assurance Group.

Equality and Human Rights Impact Assessment (EHRIA)


The policy has been equality impact assessed in accordance with the Procedural
Documents Policy.



EHRIA Number: AC 253

Monitoring Compliance


Compliance with this policy and its associated standards, guidelines and
procedures will be monitored through the:
a) Trust’s management structure;
b) Information Security Team’s monitoring of Privileged IT Users.
c) Information Governance monitoring of clinical information systems;



Disciplinary action in accordance with the Trust’s Disciplinary Policy and
Procedure may be taken against any employee who:
a) Tries to circumvent security controls and/or breaches this policy unless an
exception has been authorised
b) Makes inappropriate or excessive use of the privileges granted to them.

9.0



The Head of Information Governance will manage risks relating to areas of
concern and/or non-compliance with this policy and escalate them to the
Technology Board and/or Information Governance Security Assurance Group as
appropriate for risk treatment decisions.



The Trust reserves the right to audit correct usage at any time.



The SIRO will agree any audits applicable to this policy.

Dissemination and Implementation of policy


This policy will be uploaded onto the Trust website by the Governance Support
Team in accordance with the Policy for Procedural documents.



Additional support will be available upon request from the IT training team.

10.0 Document Control including Archive Arrangements


This policy will be stored and archived in accordance with the Trust’s Procedural
Documents Policy.



It may also be supplemented to deal with any special contingency which may give
rise to perceived or specific security issues.
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11.0 Reference documents
1) Registration Authority (RA) Policy governing NHS Smartcards
2) Data Protection and Security Policy
3) Disciplinary Policy & Procedure
4) Information Governance Policy
5) Investigation Policy and Procedures
6) IT and Information Security Policy

12.0 Bibliography
In addition to various information security industry website articles, the following
documents were also consulted in preparation of this policy.
1) NHS DSPT Requirements - (4. Managing Data
Access)
2) Guidance from CESG National Technical Authority for Information Assurance
a) Cyber Essentials
b) 10 steps to Cyber Security
3) SANS Top 20 critical security controls – CSC12 Access Control
a) CSC 12: Controlled Use of Administrative Privileges
b) CSC 14: Maintenance, Monitoring, and Analysis of Audit Logs
c) CSC 15: Controlled Access Based on the Need to Know
d) CSC 16: Account Monitoring and Control
4) ISACA publications and knowledge base
a) COBIT 5 process enablers
i) DSS05.04 Manage user identity and logical access
b) COBIT 5 for Information Security
i) DSS05.04 Manage user identity and logical access

13.0 Glossary


For any terms that are not defined under definitions on page 5, please contact
the IT Department.

14.0 Cross reference
1) Registration Authority (RA) Policy governing NHS Smartcards
2) Data Protection and Security Policy
3) Disciplinary Policy & Procedure
4) Information Governance Policy
5) Investigation Policy and Procedures
6) IT and Information Security Policy
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