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BODY OF THE DOCUMENT

1.0

Summary
1) SCOPE - All staff and information processed on a mobile device in any location.
2) PRINCIPLES
a) The use of authorised mobile devices will:
i) Enable achievement of the Trust’s goals.
ii) Support the Trust’s Health and Safety obligations to lone workers.
b) Staff will be allowed to install their own applications such as Facebook outside
the secure area used by the Trust’s software.
c) Inactive mobile devices will be cancelled and returned to IT for reissue /
destruction.
3) KEY POINTS
a) The policy is ‘future-proofed’; enabling the Trust to introduce ‘Bring your own
Device’ (BYOD) at a future date if appropriate (additional terms and conditions
are included).
b) The Trust departments to fund provision of Mobile Devices where there is a
business or safety requirement for their staff to use them, e.g. lone workers,
etc.
c) All authorised Mobile Devices will be managed by IT through Mobile Device
Management software and/or Microsoft ActiveSync.
d) There are some valid business circumstances where shared devices (and
therefore potentially access to account information such as email) will be used,
e.g. emergency on-call.
e) Mobile phones should be switched off when members of staff are not at work
unless they are part of an agreed escalation path or an on call rota.
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2.0

Introduction

Sussex Partnership NHS Foundation Trust (SPFT) is committed to improving patient
outcomes as documented in the 2020-2025 strategy. The ‘Technology in Action’
programme facilitates the creation of a mobile workforce which is a key enabler required
for the Trust to achieve its strategic goals.
Increasingly, we have access to consumer technology in our personal lives including
mobile devices such as smartphones and tablet devices. We want to find smarter, more
efficient and effective ways to work and mobile devices can help us achieve that.
Understanding the risks
Many of the risks associated with using mobile devices exist due to their portability; which
is also their greatest benefit. They store information making it available to us whilst we are
out and about, enabling us to be more productive.
However, most mobile devices are designed for home use and do not have security
controls enabled by default as they are designed for functionality - not security. This
makes mobile devices an attractive target for attackers. Some of the ways using mobile
devices could put sensitive information at risk include, but are not limited to:
•

Connecting a mobile device to an unprotected or shared wireless network.
An attacker can intercept the connection and access sensitive information.

•

Losing a mobile device that does not have a passcode or encryption enabled.
An unauthorised individual could simply pick up and read all the information on it.

•

Leaving a mobile device unlocked in plain sight of unauthorised individuals.
A thief could steal the device and access the information before the lock-screen
timeout kicks in and encrypts the device.

•

Plugging a mobile device into an untrusted computer then plugging it in at work.
If there is malware on the untrusted computer, plugging the mobile device into a
Trust computer could potentially introduce malware such as a virus or a backdoor
into the network which could be used to steal information.

•

Downloading a malicious app to the device.
This could steal information in the background, or turn on the camera and/or
microphone to eavesdrop on private and confidential discussions

•

Leaving Bluetooth enabled and in discoverable mode.
An attacker can connect to the mobile device and access sensitive information.

2.1

Purpose of policy

The objective of this policy is to promote safe behaviours whilst using mobile devices by
setting out appropriate organisational and technical controls that must be observed when
using them for Trust business.
This will help the Trust to comply with our legal and regulatory obligations to protect
personal data and other sensitive information from accidental or deliberate misuse,
alteration, erasure, etc. Also see the Trust’s Data Protection and Security policy.
This policy should be read in conjunction with these as well as any other policies,
standards, guidelines and procedures that the Trust may introduce.

V4.0
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2.2

Definitions
Term
Trust
Member of Staff
or ‘Staff’

Mobile device

Trust-owned Device

Personal Device
(BYOD)
Mobile phone
Smart phone
MDM

Secure Container

Information

Internet

Publish

V4.0

Definition
All references to the Trust are taken to mean the Sussex
Partnership NHS Foundation Trust or any part of its organisation.
Any Trust employee, Board Member, Governor, contractor,
temporary staff member or any other person working on behalf of
the Trust that accesses Trust information, information systems
and networks using a mobile device (Trust-owned or personal).
For the purpose of this policy we will define mobile devices as
any portable electronic storage device that has the capacity and
capability to process information:
• Mobile phones and Smart phones;
• Laptops and netbooks;
• Tablet computers, e.g. iPads;
• Portable digital assistants (PDAs);
• Portable Universal Serial Bus (USB) devices for storage
(such as “thumb drives” and MP3 devices) and for
connectivity (such as Wi-Fi, Bluetooth and
HSDPA/UMTS/EDGE/GPRS modem cards);
• Digital cameras;
• Radio frequency identification (RFID) and mobile RFID
(M-RFID) devices for data storage, identification and
asset management;
• Infrared-enabled (IrDA) devices such as printers and
smart cards.
A mobile device that is owned, managed and assured by the
Trust; it remains the property of the Trust at all times. Trust
policy regarding the security of assets is also outlined in the
Standing Financial Instructions.
A mobile device that is owned by the member of staff. Use of
personal devices for Trust business (also known as Bring Your
Own Device (BYOD)) is only permitted where authorised by IT.
A phone that is wireless and unattached to a fixed point.
A full-featured mobile phone with personal computer-like
functionality, also known as ‘smartphones’, e.g. iPhones, etc.
Mobile Device Management software is used by IT to manage
and implement security controls on some mobile devices.
An area on the mobile device that is ‘fenced off’ from the rest of
the device. It has additional controls in place providing an
additional layer of security to protect sensitive patient identifiable
data and other Trust data, e.g. intellectual property, commercial
in confidence, etc.
Any data held by the Trust whether in electronic or paper format.
A global system of interconnected computer networks that is
made up of millions of private, public, academic, business, and
government networks that are linked by a broad array of
electronic, wireless and optical networking technologies.
Services include World Wide Web (www), File Transfer Protocol
(FTP), email systems, newsgroups and forums.
Distributing, circulating, selling, giving, lending and offering for
sale or for lease.
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Term

Person Identifiable Data
(PID)

Removable Media

Confidential

Work-style

Provisioned

Non-provisioned

2.3

Definition
Information that can be used to uniquely identify, contact, or
locate a single person or can be used with other sources to
uniquely identify a single individual.
It can be stored in many forms including paper, mobile devices,
computer files, audio and / or video recordings, and photographs
or even heard by word of mouth including information left on
Trust answerphones. Examples include names, contact details,
treatment details, etc. held in medical notes, audits, employee
records, occupational health records, etc.
For the purposes of this policy removable media is restricted to
electronic storage including but not limited to CDs, DVDs, Floppy
Disks, Optical Disks, External Hard Drives, USB Memory Sticks,
Media Cards, Embedded Microchips (including Smart Cards and
Mobile Phone SIM Cards), MP3 Players, PDAs and Smart
Phones, and Digital Cameras.
To protect the privacy of an individual’s personal information by
ensuring it is only accessed by those that have a genuine needto-know and is not disclosed unnecessarily or placed in the
public domain.
Categories of Home Workers are: occasional home working,
working from home and working at home. For further guidance
please see ‘Mobile and Home Working Policy’ on the intranet.
Device provisioning refers to the secure and comprehensive set
up of employee devices such as laptops and phones within the
Trust. Allowing for functions such as secure wiping,
PIN/Password enforcement and encryption.
Non-Provisioned is a device or mobile phone that the Trust has
no control over, such as encryption of remote wiping. Nonprovisioned devices are deemed 'hostile'.

Scope of policy

This policy applies to:
1) All Staff.
2) All information held, created, modified or accessed on a mobile device. This may
be stationary (i.e. stored ‘at rest’) or in transit (e.g. e-mail, file transfer).
3) The use of mobile devices at any location, e.g. Trust-owned buildings, shared
premises, private home, public areas, etc.
2.4

V4.0

Principles
•

The use of mobile devices to access Trust information and systems is permitted
where doing so enables Staff to deliver a service that contributes to the Trust’s
operational, tactical or strategic goals.

•

The use of mobile devices will support the Trust’s obligations under Health and
Safety; as such all members of staff’s who require access as part of their job
description will be provided with an appropriate mobile device.

•

Staff may install their own applications on authorised mobile devices outside the
Trust’s secure container (see Appendix 1).

•

Mobile devices will be monitored for usage and devices that are not actively used
will be reclaimed or cancelled if no justification for continuing with the contract is
provided by the registered user or service owner.
Page 7 of 18
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3.0
3.1

Policy Statements
All mobile devices (Trust-owned and Personal Devices (BYOD))

The Trust’s policy is that we will take appropriate technical and organisational security
measures such that the IT Department is authorised to:
1) Provide all Staff working remotely on behalf of the Trust with secure remote
access to information and systems via a mobile device where this is authorised as
necessary to perform their job function and according to their work style.
a) Any device to access The Trusts remote working portal (Connect) - (Bring
Your own Device - Fully Provisioned / Ring Fenced)
b) Any device to access remote Email (Exchange, Skype) - (Use your own
Device- Partially Provisioned / App Secured)
c) Any device to use offline tools (Single Sign On, Portal - Not provisioned, but
no confidential data stored)
2) Provide Trust-owned devices to Staff based upon authorised service need where
it is funded by the service budget of the requesting department. New purchases
will be in accordance with the Trust’s procurement and purchasing procedures.
a) Trust Desktop
b) Trust Laptop (Plus remote working / VPN)
c) Trust Mobile (Non-Provisioned)
d) Trust Mobile / Tablet (Provisioned)
3) Provide replacements, funded by the member of staff’s department service
budget, for Trust-owned mobile devices that are damaged, lost or stolen whilst
under the guardianship of a member of staff where there is no negligence on their
part.
a) Trust Desktop
b) Trust Laptop (Plus remote working / VPN)
c) Trust Mobile (Non-Provisioned)
d) Trust Mobile / Tablet (Provisioned)
4) Manage the secure provisioning, maintenance and de-provisioning of all mobile
devices and approved applications through either Microsoft System Centre
Configuration Manager, Microsoft ActiveSync, the Trust’s Mobile Device
Management software. This includes the collection of location data for the
purposes of supporting lone workers if appropriate and activating different
location-based security policies.
a) Trust Provisioned Device
b) Any Device - Mobile exchange / email provisioning only
5) Provide a secure facility to access selected information and systems from an
authorised personal device where:
V4.0
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a) The business need and benefits have been clearly defined,
b) The personal device meets our minimum security standards,
c) The owner of the device accepts the terms and conditions of use and
associated risks to any personal data on the device (see Error! Reference
source not found.on page Error! Bookmark not defined.),
d) The personal device has been authorised for use by both the member of
staff’s line manager and a member of the Trust’s IT management team.
6) Ensure that all provisioned mobile devices have strong encryption at rest software
installed, enabled and fully applied throughout their entire lifecycle.
7) Monitor the traffic and usage of mobile devices in accordance with IT and
Information Security Policy.
8) Prevent members of staff downloading applications not approved by the Trust in
the secure area or from none approved sites by using tools such as Mobile
Device Management software and Microsoft ActiveSync from disabling security
controls that have been implemented on Trust-owned devices without member of
staff consent and Personal Devices with member of staff consent.
9) Disable call, data, or text services where the member of staff’s quota is exceeded.
10) Initiate the immediate secure wipe of data including if appropriate personal data
from a mobile device that may be compromised, lost or stolen.
11) Confiscate a Trust supplied mobile device where required for the investigation of
an Information Security Incident, to support disciplinary proceedings, or litigation
e-discovery.
12) Where the member of staff has signed the Personal Device (BYOD) Policy.
The Trust reserves the right to ask for the device to be surrendered and failure to
surrender the device for inspection may be used as evidence in any disciplinary
action. The Trust will full support the authorities in relation to any criminal
investigation and devices will be surrendered to said authorities if appropriate.
13) Disposal of mobile Trust-owned devices and / or their storage will be in
accordance with the IT and Information Security Policy and government
standards for secure disposal. For personal devices the secure container will
be removed, the mobile device management uninstalled and connection to
ActiveSync disabled.
3.2

Bluetooth Devices (e.g. Handset, Hands-free, Keyboard)
The use of personal Bluetooth accessories is permitted when paired with Trustowned devices: See section 4.7.1 on page 11 for prohibited use whilst driving and
page 14 for Bluetooth usage.

4.0

Duties

4.1

Senior Information Risk Owner (SIRO)
•

The SIRO is responsible to the Trust’s Chief Executive for IT security.

•

They are responsible for evaluating and authorising requests for exceptions to this
policy.

V4.0
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4.2

Director of Corporate Affairs
•

4.3

Responsible for ensuring a fit for purpose and ratified policy is in place.
Chief Digital & Information Officer and Director of Technology

•

Responsible for ensuring that the procedures and controls required supporting this
policy are developed and maintained.

•

Responsible for authorising new mobile device types and applications.

4.4

Information Governance and Information Security Team

The Head of IG and IT Security Architect are responsible for:
1) Defining the IT standards that support this policy.
2) Managing the risks associated with the use of Mobile Devices and escalating to
the appropriate individual / group where necessary.
3) Responsible for conducting security risk assessments on proposed new mobile
device types and applications and escalating to the Chief Digital & Information
Officer and/or Director of Technology for authorisation.
4) Responsible for the initial evaluation of policy exception requests.
5) Co-ordinating the IT element of investigations involving mobile devices.
6) Arranging penetration and vulnerability tests of mobile platforms as required.
7) Conducting random audits to monitor compliance with this policy.
4.5

IT staff

Staff working in IT are responsible for the practical implementation of the controls in this
policy. In addition to the authorised actions in section 3.0 their responsibilities include:
1) Providing secure remote access for mobile workers to the approved Trust’s
information systems (see Appendix 2 - List of approved applications to be used
on smartphones and tablet devices being used for Trust business on page 17).
2) Configuring any computer equipment required in accordance with relevant IT
Security standards.
3) Providing technical support to Staff that work remotely using a Trust-Owned
mobile device and service support only to those using a personal device.
4) Informing the remote worker’s Line Manager what computer equipment has been
issued to an Individual so that it can be returned to IT Department when the
remote working arrangement or employment ends.
5) Notifying the IT Security Architect of new device type or application requests.
4.6

Managers

Managers are responsible to their line manager for implementation of this policy and
supporting procedures within their own areas of responsibility. Their responsibilities
include:
1) Ensuring that all staff under their supervision are fully aware of this policy.
2) Informing IT of any new requests for mobile devices and providing a budget for
these and any additional accessories that may be required.

V4.0
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3) Ensuring that all staff that have a voice or SMS interaction with a service user do
this exclusively from a Trust device and never from a personal device
4) Providing a budget for the replacement of a mobile device that is damaged, lost,
or stolen through.
5) Maintaining their own local records of users, SIM cards and mobile devices.
6) Ensuring that the IT department are informed of any reallocation of Trust mobile
devices.
7) Ensuring that any non-conformance with this policy is subjected to appropriate
action in accordance with the Trust’s disciplinary policy and procedure.
8) Ensuring that potential or actual IT security incidents are reported in accordance
with the Trust’s Incident Management Policy and notified to IT immediately.
9) Being the named individual that is accountable for any mobile device that is
issued for sharing within a Team, e.g. for on-call emergency purposes.
10) Ensuring that there are local procedures in place to maintain an accurate chain of
custody and to address any event where the current device holder is absent from
work and the device needs to be passed to another individual.
11) Returning mobile devices to IT where the member of staff is on extended leave
for more than 2 months. These will be securely wiped and re-issued.
12) Ensuring that all mobile devices issued to their staff are recalled on or before the
member of staff’s last working day. The manager will:
a) Provide all relevant information to both the IT team and finance to allow if
required pursuit of the individual for any call costs incurred after the last
working day.
b) Prevent anyone else from using the mobile device with the identity of the
previous member of staff.
c) Return the mobile devices to IT as soon as is practicable for either re-issue to
another person or secure disposal.
d) Where the member of staff moves to another post within the Trust:
i) Discuss the continued need for the Mobile Device with the member of staff
and their future manager;
4.7

Staff

Staff authorised to use mobile devices for Trust business are directly accountable for
compliance with this policy. Their responsibilities include:
1) Reading and ensuring they understand this policy and supporting procedures.
2) Using mobile devices for work purposes in accordance with this policy, the IT and
Information Security Policy and supporting procedures.
3) Always making contact with Service Users with Trust owned equipment and never
using personal devices
4) Protecting the physical security of mobile devices by:
a) Keeping the mobile devices with them at all times where practicable;
b) Keeping the mobile devices out of sight of unauthorised individuals, e.g. in a
public house or nightclub, open office, on a car seat, etc.

V4.0
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c) Stored in a secure area when not in use, e.g. lockable unit, secure office with
access control, car boot (short periods only and not overnight), etc.);
d) Using the protective carry case / cover supplied with the mobile device when
carrying or storing the mobile device.
5) Protecting information stored on the mobile devices by:
a) Only entering minimal sensitive patient data into approved applications in the
Trust’s secure container (see Appendix 2 - List of approved applications to be
used on smartphones and tablet devices being used for Trust business on
page17).
b) Ensuring that any important information is saved to the Trust network drives or
Clinical Information Systems as appropriate.
c) Being mindful as to who can view the information whilst the mobile device is in
use, e.g. being overlooked (‘shoulder-surfed’) whilst in a shared open office,
on public transport, in a cafeteria, etc.
d) Locking the mobile device when not in use to enable the disk encryption, e.g.
Lock button on an iPad or iPhone, Windows + L on a laptop, etc.
e) Ensuring that the mobile device is not shared with any one unauthorised to
use the mobile device, e.g. Staff (including colleagues), family, etc. This could
result in the inappropriate disclosure of both the Trust’s sensitive information
and any personal information you may have on the mobile device, e.g.
passwords for Trust systems, e-mails, internet history, cookies that store login
details for shopping sites, etc.
6) Contacting the Support Services Helpline for any technical support required.
Trust-owned devices must not be ‘fixed’ by any other unauthorised person or
organisation.
7) Obtaining permission from Information Governance and the Head of ICT before
taking a Trust-owned mobile device out of the country. This is because:
a) Encryption is illegal in some countries which may result in the mobile device
being confiscated or the member of staff being forced to unlock the mobile
device and reveal the Trust’s sensitive information to unauthorised individuals.
b) European and International Roaming is disabled by default. We can enable
Vodafone Euro traveller at a cost of £2.50 per day by request.
8) Ensuring that if the mobile device is:
a) Lost, that they report it immediately upon realising the device is missing (within
one hour) to the Support Services Helpline on 0300 304 0045.
b) Stolen, that they:
i) Report it immediately to the Support Services Helpline on 0300 304 0045;
ii) Report it to the police to get a crime reference number;
iii) Notify the Support Services Helpline of the crime reference number.

4.7.1 Mobile Phone Specific
1) Being aware of who is around you that could overhear any sensitive information.

V4.0
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2) Staff members should never give personal mobile details to service users or use
their personal phone to contact service users directly.
3) If it is necessary to give phone contact details to service users then the preferred
solution is that the member of staff’s Skype direct dial numbers should be used.
Staff can then forward all calls from their Skype extension to appropriate Trust
mobiles. For community teams, solutions such as Guardian 24 can be used to
support this.
4) It may be clinically appropriate for staff members to give their Trust mobile
telephone number to individual patients and family members. It should be made
clear and explicit, however, about whom they should contact in a crisis (which
should be documented in the individual’s care / crisis plan). It should also be
made clear to the service user that it is not appropriate to contact the staff
member “out of hours” (see 5) below.
5) Individual staff are not expected to respond to work-related telephone calls, texts
or emails outside of their contracted working hours – unless they are on-call. The
phone should be turned off when not at work / on duty.
6) Staff should restrict use of their Trust issue mobile phone to work related issues
apart from in an emergency.
7) Text Messaging has no guarantee of delivery and should never be used as an
urgent form of communication. Unlike mobile phone calls, text messages cannot
be automatically forwarded to another number.
8) Trust issued sims should only be used in Trust owned and managed devices
9) Using the phone responsibly. It is an offence to drive whilst using a hand-held
phone and could endanger lives. Staff should never use a hand-held phone
whilst driving. Instead, find a safe place to park to make a call or to respond to
voicemail or email messages. The Trust does not support using hands free or
inbuilt car kits whilst driving
a) The member of staff is fully liable for any legal consequences that arise as a
result of ignoring this responsibility.
10) Keeping the use of calls, texts and data within their allocated quota (maximum of
1GB data per member of staff per month) and notifying their manager where the
allocation is no longer sufficient for business purposes. Staff are notified of their
personal usage when they are at 90% of the limit allowed.
11) Making calls to non-premium rate numbers only. Calling Premium rate or ‘118’
numbers from a Trust-owned device is not permitted.
12) Staff should keep personal calls on a Trust-owned device to a minimum. We
recommend that these are limited to incoming only except in an emergency. 1
13) The Trust may seek payment for outgoing private phone calls from a Trust-owned
device in accordance with the ‘Payment for Private Calls’ Procedure.
4.7.2 Laptop Specific
1) Keeping the anti-virus, encryption and other software up-to-date by logging on to
the Trust network a minimum of every 30 days (once a week is recommended). If

Personal use of a Trust-owned device that is not paid for will constitute a ‘benefit in kind’
and may be liable to Tax and National Insurance contributions. The Trust may be required
to declare this to the relevant authority.
1

V4.0
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the laptop will be unused for some time it should be returned to the member of
staff’s office base.
4.7.3 USB Memory Stick Specific
1) Using Trust-issued encrypted memory sticks only.
2) Ensuring that information stored on the USB memory stick is securely copied
back onto the Trust’s network drives so that the information can be backed up.
3) Keeping their encryption password to access the USB memory stick safe. If it is
forgotten all data on the USB memory stick will be lost and cannot be recovered.
4) IT have implemented port control to manage unauthorised USB devices. If your
mobile device is not working, or recognised, please contact IT
4.7.4 Bluetooth usage
1) Pairing a Bluetooth unit to a Bluetooth enabled Trust-owned device must not be
done in a public area where the PIN can be compromised. If the Bluetooth
enabled equipment asks for you to enter the PIN again after you have initially
paired it, you must refuse the pairing request and report it to the Support Services
Helpline.
2) Switching the Bluetooth device to use the hidden mode (non-discoverable).
3) Leaving Bluetooth turned off by default and only activating it when needed.

5.0

6.0

7.0

Development, consultation and ratification
•

The Connectivity Manager has developed this policy with reference to industry
good practice, existing Trust policies and members of the IT Connectivity Team.

•

It has been reviewed by relevant members of the IT Leadership Group, the Head
of Information Governance and the SIRO

•

The policy will be reviewed by the Director of Technology before submission for
ratification

•

Ratification will be by the Information Governance Security Assurance Group from
an Information Governance Toolkit compliance perspective.

Equality and Human Rights Impact Assessment (EHRIA)
•

The policy has been equality impact assessed in accordance with the Procedural
Documents Policy.

•

EHRIA Number: AC240

•

On each review, once ratified, it will be re submitted for approval

Monitoring Compliance
•

Compliance with this policy and its associated standards, guidelines and
procedures will be monitored through:
a) the Trust’s management structure;
b) the IT department’s monitoring of the Mobile Device management system and
review of itemised bills.

V4.0
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•

Disciplinary action in accordance with the Trust’s Disciplinary Policy and
Procedure may be taken against any employee who:
a) Tries to circumvent the mobile device security controls and/or breaches this
policy unless an exception has been authorised (see Appendix 4 – Policy
Exception Procedure on page 18).
b) Makes inappropriate or excessive use of the member of staff’s calls, text and
data allowance.

8.0

9.0

•

The Head of Information Governance will manage risks relating to areas of
concern and/or non-compliance with this policy and escalate them to the
Information Governance Group as appropriate for risk treatment decisions.

•

The Trust reserves the right to audit correct usage at any time.

•

The Finance department will undertake regular checks of the financial
arrangements related to billing.

•

The Chief Digital & Information Officer will agree any audits applicable to this
policy.

Dissemination and Implementation of policy
•

This policy will be uploaded onto the Trust website by the Governance Support
Team in accordance with the Policy for Procedural documents.

•

Publication will be announced via the ‘Partnership Bulletin’ to all staff.

•

IT staff will walk through some key security controls with the Mobile Device Holder
as part of the Mobile Device Deployment Procedure.

•

Additional support will be available upon request from the IT training team.

Document Control including Archive Arrangements
•

This policy will be stored and archived in accordance with the Trust’s Procedural
Documents Policy.

•

The Information Security Team is responsible for updating this policy and
supporting documentation on a minimum of an annual basis to take account of
one or more of the following:
a) Legislative or regulatory changes;
b) Structural or role changes;
c) Operational or technological changes;
d) Organisational learning;
e) Audits and reviews of the effectiveness of this policy.

•

V4.0

It may also be supplemented to deal with any special contingency which may give
rise to perceived or specific security issues.

Page 15 of 18

Mobile Devices Policy

10.0 Reference documents
1) Data Protection and Security Policy
2) Disciplinary Policy & Procedure
3) HMG IA Standards No.5 Secure Sanitisation
4) Information Governance Assurance Policy
5) Investigation Policy and Procedures
6) IT and Information Security Policy
7) Procurement and Purchasing Procedures
8) Standing Financial Instructions Policy
9) Mobile and Home Working Policy
10) Recruitment and Selection Policy

11.0 Bibliography
In addition to various information security industry website articles, the following
documents were also consulted in preparation of this policy.
1) Model policies from East Cheshire NHS Trust, North East London NHS
Foundation Trust, Sophos, SANS and the ISO27001 toolkit.
2) SPFT Teleworking and Mobile Working Procedures as submitted to NHS IGT
3) Guidance from GOV.UK
a) End User Devices Security and Configuration Guidance
b) Bring Your Own Device Guidance - GOV.UK
4) Guidelines for Managing the Security of Mobile Devices in the Enterprise NIST.SP.800-124r1
5) ICO publication: ‘Bring your own device (BYOD)’
6) ISACA publications
a) Securing Mobile Devices
b) BYOD Audit Assurance Program
c) Manage, Monitor & Audit The Mobile User (Webinar)
7) MWR Infosecurity publications (recommended by the CPNI)
a) SecureThought Mobile Working
b) Mobile Devices Executive Briefing Paper
c) Mobile Devices Guide for Managers
d) Mobile Devices Guide for Implementers

12.0 Glossary
•

V4.0

For any terms that are not defined under page 6, please contact our IT
Department.
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13.0 Cross reference
•

Data Protection and Security Policy

•

Disciplinary Policy & Procedure

•

Information Governance Policy

•

Investigation Policy and Procedures

•

IT and Information Security Policy

•

Procurement and Purchasing Procedures

•

Standing Financial Instructions

•

Media Policy (Print, Broadcast & Social Media)

14.0 Appendices
14.1 Appendix 1 - List of trust-owned approved devices
The following mobile devices are permitted for business use:
•

Including the storage of sensitive information:
a) Laptop with approved hard disk encryption;
b) Trust approved smartphone that has encryption enabled and is configured
with MS Activesync
c) USB Memory Stick (hardware or software encrypted);

•

NOT permitted to store sensitive information other than minimum contact
information:
a) Mobile Phone without encryption.
b) USB memory sticks without encryption.
c) Laptop without encryption;
d) Digital cameras and their storage cards.

Please note: This list will be updated regularly, as technology improves and more devices
are made available.
Any other equipment requested must be approved by the Trust’s CDIO, or Director of
Technology following an IT security risk assessment.
14.2 Appendix 2 - List of approved applications to be used on smartphones and tablet
devices being used for Trust business
All approved apps which enable a member of staff to carry out their work appropriately will
be deployed to smartphones and tablet devices by default as appropriate to an individual’s
job role.
Individuals may install their own apps that are not on this list; these will be OUTSIDE the
secure container.
Where an app has been identified as malicious and untrusted, the IT department will add it
to a ‘blacklist’ and prevent it from being installed on any Trust-owned or personally owned
and managed device (BYOD).

V4.0
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14.3 Appendix 3 - Process for new/replacement devices (device guardianship form
for trust-owned devices / device guardianship for for BYOD)
Following the starters and leavers policy, an ORCS form should be completed for any new
device required for a new starter. Line managers should contact the Support Services
Helpline (0300 304 0045) in the first instance to request or change any device issued to a
member of staff.

14.4 Appendix 4 – Policy Exception Procedure
1) Any exceptions to this policy should be documented in writing (known as a ‘Risk
Acceptance Confirmation’ by the Trust’s SIRO or designated delegates.
2) This should summarise:
a) The circumstances giving rise to the exception;
b) The rationale for granting it;
c) Acknowledgement that they are accepting the risk on behalf of the Trust.
3) A copy of the ‘Risk Acceptance Confirmation’ should be sent to:
a) The Technical Support Team Leader who is responsible for implementing any
actions arising from it;
b) The Head of Information Governance who is responsible for retaining it and
updating the operational IT information security risk register;
c) The SIRO for information only where a designated delegate authorised the
policy exception.
14.4.1 List of designated delegates
For the purposes of this policy only, the designated delegates authorised by the Trust’s
SIRO to agree exceptions to the policy are:
•

Caldicott Guardian

•

Chief Executive

•

Director of Corporate Affairs

•

CDIO

•

Director of Technology

14.5 Appendix 5 – Risk Acceptance Form
Please contact the Information Governance team to discuss any identified risks and the
procedures that need to be followed to document them.
Information.governance@spft.nhs.uk
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