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EXECUTIVE SUMMARY:
This policy document applies to all individuals working on behalf of the Trust and is
designed to protect information processed on electronic systems from unauthorised
disclosure, modification or deletion.

If you require this document in another format such as
large print, audio or other community language please
contact the Corporate Governance Team on: 0300 304
1195 or email: policies@sussexpartnership.nhs.uk
Did you print this document yourself?
Please be advised that the Trust discourages the printing and retention of
hard copies of policies and can guarantee that the policy on the Trust
website is the most up-to-date version.
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1.0 Introduction
1.1 Purpose of policy
This policy document is designed to limit the risk that confidential information is disclosed
inappropriately, this particularly applies to person identifiable information.
This document is focused on IT security, specifically the use of portable electronic devices,
disposal and storage devices.
This policy document ensures against the inappropriate disclosure of confidential information.

1.2 Definitions
Term
SPFT
PID
Users / Colleagues

VPN
Removable Media
USB ports
Email

Definition
Sussex Partnership NHS Foundation Trust,
“The Trust”
Patient Identifiable Data
This term is applied to any person who
uses Trust resources to access the Trust
internet, or any related services such as
email and applications
Virtual Private Network. Allows access to
the network when working remotely
USB memory sticks, DVD, CD-Rom,
cameras, mobile phones etc
Slots on your laptop for approved and
encrypted memory sticks
Email used across the Trust is usually
@sussexpartnership.nhs.uk, however,
some parts of the Organisation use
NHS.net which is not owned/managed or
maintained by Sussex Partnership NHS
Foundation Trust

1.3 Scope of policy
This policy applies to all Sussex Partnership Staff employed by the Trust as well as authorised
Users who are not employed by the Trust, who access or have access to Trust encrypted
laptops, PCs or electronic storage devices.
This policy applies to the use of any Trust electronic devices such as encrypted laptops,
desktop PCs, VPNs and USB encrypted memory sticks. This policy also applies to use of the
Internet from the Trust network either directly or by means of a dial-up connection, VPN,
wireless, mobile or Blackberry, or any other means of establishing a connection to the
Internet by use of Trust resources.

1.4 Principles
Given the sensitive and confidential nature of the personal information stored by the Trust, IT
security and preventing unauthorised disclosure of confidential information is a paramount
consideration. The Trust therefore will take all measures and steps necessary to prevent
inappropriate disclosure.
This policy ensures that all Users of Trust issued electronic devices or using Trust
devices/systems remotely are aware of the procedures that apply to them.

2.0 Policy Statement

The Trust is totally committed to the protection of personal information and information valuable
to the Trust. This policy has been written to provide a mechanism to establish procedures to
protect against security threats and minimise the impact of security incidents.
The purpose of this policy is to protect the Trust’s information assets from all threats, internal or
external, deliberate or accidental.
The policy covers physical security of premises and encompasses all forms of Information
Security such as data stored on computers, transmitted across networks, printed or written on
paper, stored electronically or spoken in conversation or over the telephone.
All managers are directly responsible for implementing the policy within their responsible areas,
and for adherence by their staff.
It is the responsibility of each employee to adhere to the policy. Disciplinary processes will be
applicable in those instances where staff fail to abide by this policy.

3.0 Duties
Chief Executive
The Chief Executive has overall responsibility for data quality.

Chief Digital Information Officer
The Chief Digital Information Officer is responsible for driving digital transformation.

Board of Directors
The Board of Directors have responsibility for setting the strategic context and for the formal
review and endorsement of Information Governance policies and procedures including data
quality.

The Information Governance Security Assurance Group (IGSAG)
The Information Governance Security Assurance Group is responsible for:
• Directing and performance managing the development and implementation of data quality
strategy and policy as part of the wider information governance agenda.
• Monitoring the Trust’s information handling activities to ensure compliance with the law and
NHS policy and guidance.
• Ensuring that training and awareness on data protection and information security is
completed through induction and mandatory IG training and further resources made
available to staff who require it to support their role.

Everyone
All staff who record patient information whether on paper or within electronic system have a
responsibility to take care to ensure that the data is accurate, and complete as possible. All
staff including temporary or agency staff are responsible for:
• Compliance with relevant policies. Failure to comply may result in disciplinary action being
taken.
• Co-operating with the development and implementation of policies and as part of their
normal duties and responsibilities.
• Compliance with polices and supporting documents.
• Ensuring the timely accurate and complete input of data onto the appropriate trust
information system or data recording sheets.
• Ensuring that they have the appropriate level of knowledge and skills for using the
information systems.
• Where staff have responsibility for maintaining information but do not enter the data
themselves they must provide input staff with the fully completed data sheets in a timely
manner and ensure that the data entered is accurate and complete.
• Undertake regular validation checks of data collection and input to confirm that the data for
which they have responsibility for is accurate, complete and up to date.
• Monitoring the data held for any data quality issues and reporting any concerns to the
appropriate information asset owner or administrator.

• Identifying the need for a change in policy as a result of becoming aware of changes in
practice, changes to statutory requirements, revised professional or clinical standards and
local or national directives and advising their line manager accordingly.
• Identifying training needs in respect of policies and procedures and bringing them to the
attention of their line manager.
• Attending training and awareness sessions as required or completing training materials
when provided.

4.0 Procedure
4.1 Computer Security
It is the policy of the Trust to allow access only to those who are authorised to do so and who
require the data as part of their normal duties. Unless there are specific reasons not to, all
data files will be saved on the network file servers and/or the Applications made available.
Network shared drives can be made accessible either to individuals or to groups of
individuals – in the case of the latter it may necessary to further secure files, for example; via
password protection, encryption and or further network security measures.
Each User is assigned their individual storage on the personal home drive which gives them
personal access to their folders unless specific access to others is requested. As technology
improves, the home drive may become a virtual storage space across multiple areas, this
would be included and treated in the same manner as a personal home drive.
Rules of confidentiality still apply to all personal information and it is therefore vital that all
documents holding personal information are kept securely. The use of passwords on specific
documents is recommended.
Person identifiable information must never be saved to the hard drive (C:\) on a desktop
computer, laptop or any other portable memory device. It should be saved into a folder on
personal/home network drive (H:\) on the network and password protected or secured via
network security groups if necessary.
Documents relating to patients should not be held in perpetuity on Trust drives, but rather
should be retained in the patients’ physical health records and on the Trust’s Clinical
Information System (CIS).
The Trust will allow for emails to be locally synchronised where access is controlled to the
information via the Active Directory (AD) / Network log in. In the case of laptop Users, it may
also be possible to allow some local synchronisation of documents and/or offline folders. On
Trust encrypted laptops only.
Local synchronisation of emails and documents must be configured by the IT Department /
Technology Support Team to ensure the appropriate security levels have been applied.
In the case of remote email access, such as via the external web mail service or NHS.net,
the downloading and storage of identifiable data of any kind is not allowed. The facility to
view documents and files online in a safe environment is provided.

4.2 IT Equipment Moves
Computer equipment should never be moved without the permission of the relevant manger
or IT Department.
In all instances of any computer equipment being moved, the IT Helpdesk should be made
aware. This allows for any asset or CMDB registers to be updated.

4.3 Software
All software developments and installations will be carried out in conjunction with the IT
Department.
Staff must never install software from a disk, CD-ROM, USB Stick or any other storage
device which has not first been virus checked by the IT Department.
Only approved software can be installed on PCs in conjunction with software licence
agreements. All installations will be carried out by the IT Department, unless informed
otherwise by the IT Department. All system specifications, programs and developments must
be properly documented.
Connection to inappropriate websites and downloading/sending offensive material may lead
to action being taken under the Trusts’ Disciplinary Policy and referral to Criminal Justice
Agencies where appropriate.
The IT Department will maintain an audit trail of all email communications and internet
access and alert managers to any significant incidents of inappropriate use. For further
information, please refer to section 10.0 Monitoring. You can find all Trust policies on the Staff
Intranet.

4.4 Backups
All networked systems and files will be regularly (daily) backed-up by the IT Department
and/or Service Provider and appropriate recovery procedures implemented and regularly
tested.
It is the responsibility of the individual end user to back up data held on systems which are
not on the Trust central servers.
All back up tapes/discs must be stored in fire proof safe in a separate building. All backups
must be checked on a regular basis to ensure that it is possible to recover the data on them.

4.5 Asset Register
An up to date register of current information, software and hardware assets will be
maintained to ensure that effective protection is applied to all organisational assets, and to
guarantee there is effective asset management. The register will be maintained by the IT
Security team in conjunction with the Information Governance Team.
Every asset (hardware, software, information) will have both an Information Asset Owner and
an Administrator who will be responsible for the maintenance and security of that asset.
The Trust must ensure that when any new process, system or service is introduced or any
existing process, system or service is changed, there is not a resulting adverse impact on
information quality, confidentiality or data protection requirements, also included are the
protected characteristics listed in the Equality and Human Rights Impact Assessment.
Any possible impact on any of these areas should be fully considered prior to the design,
development and/or implementation of new process, system or service.
The register is updated twice yearly at the most. If a new asset has been acquired, it is the
responsibility of the Information Asset Owner and Administrator to provide the necessary
details to the IT Security and Information Governance to enable the register to be updated.
Any information not given throughout the year should be picked up on the bi annual review.
All assets must have the following assessed and documented prior to installing and using the
product:

•
•
•
•
•
•
•

Business Continuity Plan
Disaster Recovery Plan
Risk Assessment
Information Sharing Agreement
Data Protection Impact Assessment
IAO Workbook
IG Compliance Checklist

4.6 System monitoring
End users expressly waive any right of privacy in anything they create, store, send or receive
on the Trusts’ computer system.
The Trust can, but is not obliged to, monitor emails without prior notification.
If there is evidence that end users are not adhering to the guidelines set out in this policy
(and other policies), the Trust reserves the right to take disciplinary action, including
termination of employment and/or legal action.
For further information, see 10.0 Monitoring. You can find all Trust policies on the Staff Intranet.
As of 29 January 2016 this section has been supplemented by the Access Control Policy. For further
information, please refer to section 10.0 Monitoring. You can find all Trust policies on the Staff
Intranet.

4.7 Account ownership – please refer to the access control policy. For further
information, please refer to section 10.0 Monitoring. You can find all Trust policies on the Staff
Intranet.

4.8 Use of electronic storage devices – please refer to the mobile devices policy. For
further information, please refer to section 10.0 Monitoring. You can find all Trust policies on the
Staff Intranet.

4.9 Mobile phones / devices – please refer to the mobile devices policy. For further
information, please refer to section 10.0 Monitoring. You can find all Trust policies on the Staff
Intranet.

5.0 Laptop use and security – please refer to the mobile devices policy. For further
information, please refer to section 10.0 Monitoring. You can find all Trust policies on the Staff
Intranet.

5.1 Media types – please refer to the mobile devices policy. For further information,
please refer to section 10.0 Monitoring. You can find all Trust policies on the Staff Intranet.

5.2 Use of fax machines
Sending confidential information through a fax must be kept to a minimum and used only
where it is a matter of urgency that documents are sent via this method. Any information
should be sent to a safe haven fax: one that is in a lockable area only accessible by
authorised personnel. All line managers should be aware of suitable locations of safe havens
and inform their teams appropriately.
Where possible minimise the amount of information included in the fax. A two fax approach
can be used if sensitive information is involved. The first fax is sent though without personal

identification – the second would contain the identifiers. If the first fax was not received or
had gone astray then the second would not then be sent. The recipient should be telephoned
to advise that a confidential fax is about to be sent and that an identified individual will collect
it.
To reduce risk, make use of the memory on the fax machine – each one should be able to
store regularly used numbers, so that the full number doesn’t have to be manually entered
each time a fax is sent.
Faxes should not contain information which makes it easy to identify the subject or patient
unless absolutely necessary. Details should be limited to the bare minimum for the
necessary action to be taken by the recipient. A numeric reference could be used, and the
patient name confirmed by a telephone call.
Ensure that the fax is sent with the Trust cover sheet showing the confidentiality statement
and instructions in the event of an error. The intended recipient should be asked to call the
sender when they are in receipt of the fax. Further guidance is available on the Trust
website.

5.3 Use of printers and multi-function devices
Where a staff member is linked to more than one printer they must confirm documents are
being sent to the correct device. Where secure print functionality is available this must be
used. Never send documents to a printer in a common open area to the public or
unauthorised people without using the secure print function.
If you are unsure of how to use the secure print function, please raise a call with the IT
Helpdesk.

5.4 IT Equipment Disposal
Certain pieces of IT equipment contain storage devices. There is a risk that these storage
devices can be lost or stolen and the data contained within the storage has not been
adequately erased once the device has reached the end of its lifespan. Any information
stored on such devices could potentially become available to individuals who do not have
any right to see that data.
The Trust needs to protect its information and ensure that all measures and steps are
undertaken to ensure no inappropriate disclosure during the disposal stage.
In the event of an item being lost or stolen, it should be reported immediately though the
Trust incident reporting procedure as well as to the Information Governance team.
There have been numerous disclosures of sensitive information through seemingly benign
channels such as purchasing second hand drives through online shopping websites. These
disclosures occur due to inappropriate deletion of information resulting in the remains of
historical data left vulnerable to retrieval through various, widely available methods.

5.5 Media Types
The following table is not an exhaustive list of all possible media types, but instead offers a
representative sample of the most common forms of media currently in use.
Media Type

Data storage mechanism

Hard Disk Drives (HDD)

Non-volatile magnetic

CD ROM / DVD-R

Write once optical

Suggested removal
methods
Multi Pass Pattern wiping,
disintegration or
incineration
Abrasion, disintegration,
incineration

CD-RW / DVD-RW

Write many optical

Solid State Disk Drives
(SSD)
Magnetic Tape

Non-volatile solid state
memory
Non-volatile magnetic

Flash Disk Drives and
USB
Paper Based

Non-volatile solid state
memory
Printed

BD-R

Write once optical

BD-RE

Write many optical

Ultra-Density Optical
(UDO)
X-Ray Film

Write once or write many
optical
Photographic film

Abrasion, disintegration,
incineration
Multi Pass Pattern wiping,
disintegration
Degaussing, disintegration,
incineration
Multi Pass Pattern wiping,
Degaussing, disintegration
Micro Cross Cust Shredding,
incineration
Abrasion, disintegration,
incineration
Abrasion, disintegration,
incineration
Abrasion, disintegration,
incineration
Shredding, metal recovery

5.6 Approved methods of destruction
The minimum level of destruction / data wiping is HMG InfoSec Standard 5, or IS5.
(Enhanced)
IS5 is part of a larger family of IT security standards published by CESG; it is referred to by
the more general InfoSec Standard No.1.
Enhanced overwriting involves three passes; each sector is overwritten first with 1s, then
with 0s and then with randomly generated 1s and 0s.
Four different outcomes are considered:
• Reuse of media in a similarly secure environment;
• Reuse of media in a less-secure environment (accredited at a lower IL);
• Reuse anywhere (ii an untrusted or unknown environment);
• Destruction
Clearing – Hard disks / server disks / memory sticks
Typical clearing programs use sequential writes of patterned data, ensuring that data is not
easily recovered suing standard techniques and programs. The pattern matching should
involve at least three writes of data.
For further information on destruction techniques, please see https://digital.nhs.uk/

6.0 Development, consultation and ratification
This policy has been developed in partnership with IT, IT Security and Information
Governance. The policy has undergone ratification within the Information Governance
Security Assurance Group (IGSAG)

7.0 Equality and Human Rights Impact Analysis (EHRIA)
This policy has undergone an equality and human rights impact assessment

8.0 Monitoring Compliance
The Trust ensures commitment to the completion of the Data Security and Protection Toolkit
on an annual basis. The Data Security and Protection Toolkit is an online self-assessment
tool that allows organisations to measure their performance against the National Data
Guardian’s 10 data security standards.

All organisations that have access to NHS patient data and systems must use this toolkit to
provide assurance that they are practising good data security and that personal information
is handled correctly.
The Trust is also a Cyber Essentials Plus certified.
Audits are continuously carried out across the Trust and its policies and procedures, through
various internal and external parties, including the Information Commissioners Office and
RSM.
All staff must complete Trust induction which includes a focus on data protection and
information/ cyber security this is accompanied by mandatory IG training and further
resources made available to staff who require it to support their role.

9.0 Dissemination and Implementation of policy
This policy will be circulated to all staff by means of communication tools available to the
Trust such as Partnership Bulletins, leadership briefings, circulated at team meetings and will
be placed on SUSI. New staff will be made aware of the policy at the Trust induction. Paper
copies will be made available to members of staff on request.

10.0 Document Control including Archive Arrangements
All staff policies can be found on the Intranet: staff.sussexpartnership.nhs.uk
Referenced policies within this document are below;
•
•
•
•

11.0

Internet and Acceptable Use Policy
Data Protection & Confidentiality Policy
Mobile Devices Policy
Access Control Policy

Reference documents

https://digital.nhs.uk/

