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EXECUTIVE SUMMARY:
KEY POLICY ISSUES:
• Vulnerability of NHS Premises
• Types of Bombs/Threats
• Notification of a Bomb Threat (Who and When)
• Marauding Terrorist Firearms Attacks (MTFA’s)
• Evacuation Procedures
• Instructions and Procedures for Directors, Managers & Staff

If you require this document in another format such as
large print, audio or other community language please
contact the Corporate Governance Team on: 0300 304 1195
or email: policies@sussexpartnership.nhs.uk
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1.0 Introduction
1.1 Purpose of policy
NHS premises are vulnerable to bomb attacks, threats and hoaxes. Therefore, plans
need to be prepared to ensure the safety of staff, patients and visitors for any such
eventuality.
To prevent panic and unnecessary evacuation, which may cause injury or even death to
some patients; it is important to evaluate the circumstances in a thorough and logical way.
A threat may be written, or, more likely, be a telephone call and not necessarily
to the switchboard! A person in an office, a ward, or even in residence, may receive the
threat. How a person discovering a suspicious package or receiving a bomb threat
reacts and how the organisation responds is the key to preservation of life and property.
Staff should always remain alert to the danger of terrorism and report any
suspicious activity to the:
Police on 999 or the anti-terrorist hotline: 0800 789 321
The threat level for the UK from international terrorism is set by the Joint
Terrorism Analysis Centre (JTAC). MI5 is responsible for setting the threat levels from
Irish and other domestic terrorism both in Northern Ireland and in Great Britain.
Threat levels are designed to give a broad indication of the likelihood of a terrorist attack
LOW means an attack is unlikely.
MODERATE means an attack is possible, but not likely
SUBSTANTIAL means an attack is a strong possibility
SEVERE means an attack is highly likely
CRITICAL means an attack is expected imminently
Threat levels are a tool for security practitioners working across different sectors of
the Critical National Infrastructure (CNI) and the police to use in determining what
protective security response may be required. Vigilance is vital regardless of the
current national threat level.
When the UK threat level moves to CRITICAL the NHS takes steps to prepare itself to
respond to any imminent attack. Executive Directors and Senior Managers should take
guidance from both internal & external routes that outline security actions that should be
considered in addition to the normal emergency response actions, as set out in this plan
and Business Continuity Plans.
Key websites for further information about the UK Threat Levels:
Gov.uk: https://www.gov.uk/terrorism-national-emergency/terrorism-threat-levels
MI5: https://www.mi5.gov.uk/threat-levels
NCTSO: https://www.gov.uk/government/organisations/national-counter-terrorismsecurity-office
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1.2 Definitions
SPFT
Sussex Partnership NHS Foundation Trust
JTAC
Joint Terrorism Analysis Centre
CNI
Critical National Infrastructure
1.3 Scope of policy
This Procedure applies to all Trust staff and to staff seconded to Sussex Partnership NHS
Foundation Trust (SPFT) under integration agreements and working in SPFT premises.

2.0 Introduction
2.1
Threats in the post
Suspicious objects/packages can come in various shapes and sizes. All suspected or
unusual objects/packages should be treated with extreme caution. Never open a suspect
package. Devices are usually victim-orientated and activated by opening the package.
What to look for:









Unusual balance or shape
Excessive weight for its size
Excessive or unusual wrapping or sealing
Oil stains
Unusual odours
Overly specific instructions such as “Open this End first”
No return address where one might be expected
Excess postage stamps

2.2 Suspicious Packages
The ‘HOT’ Principles can also be used to decide if an unattended object or package is
suspicious or not. The ‘HOT’ Principles are:
H – Hidden?
Has the item been hidden or concealed from view? Bombs are unlikely to be left in
locations like this where any unattended items will be spotted quickly.
O – Obviously Suspicious?
Does it have wires, circuit boards, batteries, tape or putty-like substances?
Do you think the item poses an immediate threat to life?
T – Typical?
Is the item typical of what you would expect to find in the location?
Most lost property is found in places where people congregate.
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If a package or device is suspicious after applying the ‘HOT’ principles, staff members
must:Contact the police immediately on 999 (do not use your mobile telephone in the
area of the device)
 Provide a full description of the suspicious package to police including what it
looks like,
 Who has seen or touched it, why it is suspicious, where it is located in the
facility,
 how it was discovered,
 who discovered it
 Do not attempt to move or interfere with the device
 Close the doors to the area and keep people away from the area
 Contact a Director on Call via Switchboard on 01323 440022
2.3 Car Bombs
The car bomb is potentially a very lethal weapon and, if a confirmed threat is received, it
will be necessary to control every vehicle entering the NHS premises concerned.
The systematic, detailed search of vehicles requires training and specialist equipment and
it is essential that the Police are called ASAP.
2.4 Threats by telephone
The vast majority of bomb threats are hoaxes designed to cause alarm and disruption.
Whilst many bomb threats involve person to person phone calls, an increasing number are
sent electronically using email or social media. No matter how ridiculous or implausible the
threat may seem, all such communications are a crime and are to be reported to the police
by dialing 999.
If staff members receive a bomb threat communication by any means, the following action
is to be taken:
 Stay calm and listen carefully. Try to recall as many distinguishing characteristics
of the threat maker. Listen for any background noises. Use Appendix A
Telephone Checklist
 If practical keep the caller talking and alert a colleague to dial 999.
 If the threat is a recorded message write down as much detail as possible.
 Call the police on 999.
 Inform the On-Call Director via Switchboard on 01323 440022 as soon as
possible.
 Keep the line open even after the caller has hung up.
2.5 Written Threats
Preservation of the evidence for Police investigations, if you receive a threat by letter or
note, etc. is vital.




The item must not be handled once the contents have become known.
Leave the item where it is.
Do not pass it to another individual for action by them.
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Contact Security and your Senior Manager

2.6 Firearms and Weapons Attack – RUN HIDE TELL
Firearms and weapons attacks are rare in the UK. The Police ‘stay safe’ principles
provide some simple actions that staff can follow if an incident occurs within the workplace
or whilst staff are in public places, see overleaf the RUN-HIDE-TELL stay safe principles.





Your safety is always the priority
Don’t put yourself at risk
Think about what you would do if there was an incident?
Think about your own workspace, what are your local plans? E.g.
personal emergency evacuation plan.
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3.0 Responsibilities
3.1 Chief Executive
The Chief Executive has ultimate accountability for the trust with regards to security
and safety of sites and person present on them. The chief executive is supported by
a director / board member who will be delegated the overall responsibility for
ensuring compliance with relevant statutory and best practice requirements in
respect of Bomb & Terrorist Threats.
3.2 Director / Board Member (Security Management Director)
The trust has appointed a suitably authorised individual who will have the overall
responsibility for ensuring compliance with relevant statutory and best practice
requirements in respect of Bomb & Terrorist Threats. and reporting on the
effectiveness of arrangements to the board.
The nominated Director / Board member is the Chief Financial Officer
3.3 Local Security Management Specialist (LSMS)
The LSMS is responsible for providing guidance in relation to the operational
requirements for management of bomb and terrorist threats and for assisting
services in the production of robust arrangements.
The LSMS will be responsible for auditing arrangements on a regular basis and
ensuring any deficiencies are remedied and progressed at appropriate forums.
3.4 Directors (Exec & Service)
Directors are the owners of all risks identified within their Directorate. They are
responsible for leading or clearly delegating leadership responsibility for
establishing correct procedure within their Directorate.
Senior Managers must authorise deviation from any policy and procedure and
ensure that the reasons have been clearly documented.
All Staff must seek senior management approval before deviating from any
procedure or guideline; AND clearly document the reasons that the procedure
or guideline was not followed.
3.5 On call Directors/Managers
It is important that individuals undertaking on call duties are aware of how to access
local protocols for response to these incidents to ensure during periods of on call
assistance can be provided.
3.6 Service Managers
Service managers are responsible for ensuring all services within their control have
in place, suitable and sufficient procedures for the response and management of
bomb and terrorist threats.
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3.7 Deputy Head of Facilities
The deputy head of Facilities is responsible for ensuring that all sites having
reception under their control are adequately trained in local arrangements and given
sufficient means to be able to fulfil those nominated duties.
3.8 Reception Security Team Leader (FHS)
The reception security team leader is responsible for ensuring that all sites having
security staff under their control are adequately trained in local arrangements and
given sufficient means to be able to fulfil those nominated duties.
3.9 Reception/Security Staff
Reception/Security staff must ensure they attend the training provided by their line
management and ensure they are familiar with local arrangements and practical
application within their workplace.
They must also ensure they are aware of the general responses as detailed in this
policy for response to bomb or terrorist threats.
3.10 All Staff
All Staff must ensure they are familiar with local arrangements in their workplace and
general response to bomb or terrorist threats as detailed in this policy as well as
remaining vigilant at all times.
After any incident an incident form must be completed in line with the Trusts
Incidents, Serious Incidents & Learning from Deaths Policy & Procedure which is
referenced below.

4.0 Associated Documents & References
The reading of this document should be in conjunction with the following Trust
documents:
The Trust Security Policy
The Trust Risk Management Strategy
The Trust Health & Safety Policy
The Trust Incidents, Serious Incidents & Learning from Deaths Policy & Procedure

5.0 Monitoring Compliance
The trust Local Security Management Specialist in line with internal stakeholders will
review the procedure every three years and after any reported incident. Changes will
be sent to the Professional Policy Forum for approval and consultation.
A failure to comply with this Procedure may lead to the Trust being reported to the
Health and Safety Executive, which could result in prosecution under the
Health and Safety at Work Act 1974. Individuals who fail to carry out their
responsibilities under this Procedure may therefore be subject to the Trust’s
conduct and performance (including disciplinary procedures) policy.
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6.0 Dissemination and Implementation.
6.1 Dissemination
This document will be available on the Trust intranet system, managers should be
aware of those staff who do not have access to this system and should supply a hard
copy in an area where all staff will have access to it.
6.2 Training/Awareness
Managers are responsible for ensuring that all members of staff are made aware of the location
and contents of this guidance through induction training for new employees and by annual
updates for established staff. In addition managers are to ensure that amendments to this
guidance are brought to the attention of staff immediately upon receipt.
Additional information or advice, for both Managers and Staff, can be obtained from the Trust’s
 Local Security Management Specialist – Tracey Clarke
 Resilience Manager – Chris McGonigall

This procedure will be made available on both the trust intranet & Public web site.

7.0 Consultation and Ratification
7.1 Consultation
The Procedure has undergone consultation with the following individuals and groups.
Local Security Management Specialist.
Security management director
Resilience Manager/EPRR Lead.
Emergency Planning & Resilience Group.
Risk and Safety Team
Estates & Facilities.
7.2 Approval and Ratification
The Procedure will be approved and ratified the Emergency Planning & Resilience
Group either in February or The March Professional Policy Forum.
7.3 Review
The Local Security Management Specialist in line with internal Stakeholders will review
the procedure every three years and after any reported incident.

8.0 Appendices


Appendix A – Telephone Checklist (see Below)
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TELEPHONE CHECKLIST
Record the exact wording of the threat
Ask these questions:
1
2
3
4
5
6
7
8
9
10

Where is the bomb?
When is it going to explode?
What does it look like?
What kind of bomb is it?
What will cause it to explode?
Did you place the bomb?
Why?
What is your name?
What is your address?
What is your telephone
number?
TIME CALL COMPLETED:
Please keep telephone line open (even though caller has disengaged) and
where automatic number reveal equipment is available record number shown.
Recorded Telephone Number …………………………………………………………..
Contact the police by using the
emergency telephone number 999
Time Called:
Reference No. (ask if not provided):

Inform your line manager or out of hours On Call Director:
Name
Telephone number
Time Informed
Complete this part of the form once police and manager/On Call Director
have been informed
Date of call
Time of call
Length of call
Phone extension call came to
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About the caller
Male

Female

Age

Nationality

Threat Language
Well
Spoken

Incoherent

Foul

Tape

Irrational

Scripted

Callers Voice
Calm

Slow

Throaty

Laughter

Rapid

Slurred

Angry

Crying

Disguised

Nasal

Stutter

Accent*

Slurred

Lisp

Familiar

Hoarse

Deep

*Describe the accent:

BACKGROUND SOUNDS
Street
Noise

Voices

Crockery

Booth

Clear

Animal Noise

PA System

Music

House
Noise

Static

Motor

Factory Noise
*

Office
Noise*
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Other / Describe noise:

Signed…………………………………….Date
Print Name………………………..

/

/

All staff are required to complete in full and as directed any templates or pro-formas that they
have been instructed to use and complete as part of following this procedure or, any other
procedural document. Most non- compliance with policies and procedural documents is
evidenced by staff not completing these documents in full.
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