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EXECUTIVE SUMMARY:
This policy applies to all staff throughout the organisation. The key messages are:









The Trust’s living framework for upholding good information governance
across the Trust
Principles of Information Governance
Confidentiality and Legal Compliance
Information Security
Quality Assurance
Legal and Trust Related Policies and Guidance
Information Governance Management
Incident reporting

If you require this document in another format such as large print, audio or
other community language please contact the Corporate Governance Team
on 01903 843041 or email: policies@sussexpartnership.nhs.uk
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1. Introduction
Information Governance (IG) supports the provision of high quality care through the
effective and appropriate use of information. It provides a set of rules and processes
with which the Trust must comply in order to maintain comprehensive and accurate
records, good compliance and due diligence around our service user and employee
data.

Good Information Governance ensures that Sussex Partnership NHS Foundation
Trust’s (the Trust) information is protected against a variety of threats such as
human error, privacy violation, service interruption, theft, fraud and data leakage;
whether internal or external, deliberate or accidental, and in line with legislation and
other governance requirements.
This document explains the framework in place to protect information. It applies to
the management of information collected, stored and processed by the Trust.
Information is a vital asset both in terms of the clinical management of individual
service users and the efficient management of services and resources.
1.1 Purpose of Policy
This policy sets out an overarching framework for the Trust’s strategic information
governance agenda. In particular, this framework details the operational and
management structures, roles, responsibilities, systems, and policies that the Trust
intends to establish to ensure such issues are appropriately addressed throughout
the organisation.
1.2

Definitions
Term
CG
DPA 2018 and
GDPR
DPO
Essential
training
FOIA
IAA
IAO
IG
KSF
SIRO

Definition
Caldicott Guardian - SPFT Chief Medical Officer
Data Protection Act 2018 and General Data Protection
Regulation (GDPR)
Data Protection Officer
A mix of statutory and mandatory training Sussex
Partnership deems is necessary for staff to undertake.
Freedom of Information Act 2000
Information Asset Administrator.
Information Asset Owner
Information Governance
Knowledge Skills Framework
Senior Information Risk Owner - Chief Digital Information
Officer

1.3
Scope of policy
This policy covers all types of information within the Trust, including but not limited
to:
•
•
•
•
•

Service user information
Personnel information
Financial information
Estates information
Organisational information

The policy applies to all aspects of handling information, including but not limited to:
•
•
•
•

Structured record systems – both paper and electronic
Sharing information
The transfer of information – via electronic means, email, fax, post and
telephone and paper methods.
Access to information

The policy applies to and must be adhered to by all Trust staff, contractors, partners,
vendors, temporary staff and other who use or may have access to personal and
sensitive information.
1.4
Principles
The Trust recognises the need for an appropriate balance between openness and
confidentiality in the management and use of information. The Trust fully supports
the principles of corporate governance and recognises its public accountability but
equally places importance on the confidentiality and security of personal information
regarding service users and staff and commercially sensitive information.
The Trust also recognises the need to share service user information with other
health organisations and outside agencies in a controlled manner which is consistent
with the interest of service users and, in some circumstances, the public interest.
The Trust believes that accurate, timely and relevant information is essential to
deliver the highest quality health care. As such it is the responsibility of all members
of staff to ensure and promote the quality of information and to actively use
information in decision making processes.
2.0
Policy Statement
The Trust is registered with the Information Commissioner for the UK as a Data
Controller of patient data and of staff data.

Responsibility and accountability for Information Governance is cascaded through
the Trust by means of the following mechanisms:
•
•
•
•
•
•
•
•
•
•
•
•

3.0

Staff contracts
Policies and Procedures
Acceptable use policies and guidance
Contracts with third parties
Information Sharing agreements
Data Privacy Impact Assessments
Communications and awareness raising including training
Allocation of Information asset owners and administrators
Privacy Impact Assessments for new projects or services
Independent audits
Regular reporting of issues to the Information Governance group
Incident reporting
Duties

The Chief Executive
Ultimately held responsible for safekeeping of all data to meet legislative standards.
The Senior Information Risk Owner (SIRO)
Accountable to the Trust board for information security risks and the confidentiality,
integrity and availability of information.
The Caldicott Guardian (CG)
Acts as the ‘conscience’ of the organisation and will advise on where it is appropriate
to share or release information. There is also a broader responsibility to inform and
promote good confidentiality and data protection practice throughout the
organisation.
Head of Information Governance
Takes responsibility for providing subject matter expert advice to the organisation
and ensuring the Trust is compliant with data protection legislation and best practice
requirements as set out by the Information Commissioner's Office
Information Asset Owners (IAOs)
Take responsibility for information risk management with regard to their systems.
Each asset should be routinely risk assessed, any risks should be reported to the
SIRO and mitigating activities will be considered by the SIRO and the Information
Governance Security Assurance Group

Information Asset Administrators (IAA)
Manages day to day information risk and report to the IAOs as appropriate.
All Managers
Responsible for ensuring their staff understand and can apply Information
Governance standards in their daily working lives.
All Staff
Personally responsible for handling data appropriately and in accordance with their
professional guidance. All staff must understand and comply with this policy and
other relevant supporting policies.
The Information Governance Agenda
There are five key inter-linked strands to the Information Governance Assurance
Policy:
•
•
•
•
•

Confidentiality
Information Security
Quality assurance
Sharing information
Access to information

IG Agenda
Item
Confidentiality

Trust Responsibilities
The Trust regards all Person Identifiable Information as
confidential. All NHS Trusts have a duty of confidentiality to both
patients and staff, and as such Sussex Partnership will ensure that
no person-identifiable information is shared without a justified
need and the legal basis to do so. Please refer to the Trust’s
Confidentiality Policy

Information
Security

The Trust will ensure that all person-identifiable information is
stored subject to appropriate technical protections and that all
transfers of data are conducted securely. Please refer to the
Trust’s Data Protection and Information Security Policy.

Information
Quality
Assurance

Managers will be expected to take ownership of, and seek to
improve the quality of data within their services. Data standards
will be set through clear and consistent definition of data items, in
accordance with national standards.

Sharing
Information

The Trust works closely with other local service providers. Where
a clinical need for regular information sharing has been identified,

an Information Sharing Protocol will be produced and signed by
both parties (all sharing arrangements agreed at the Information
Governance group and signed off by the Senior Information Risk
Owner). The Trust’s Information Governance team will keep a log
of all signed sharing agreements and the Procurement team will
keep a record of all contracts with relevant IG clauses. A log of all
current Information Sharing Agreements is held with the
Information Governance and Health Records team.
Access to
Information

Certain pieces of non-confidential information about the Trust and
its services should be made freely available to comply with the
Freedom of Information Act 2000. These will be made available to
the public through a variety of media, formats and languages
including an internet based Publication Scheme, in line with the
Trust’s code of openness and duty of candour. Please refer to the
following Trust documents:

•
•
•
•
•
•

Subject Access Request Policy
Health Records Management Policy
Data Protection & Confidentiality Policy
Duty of Candour standard
Being Open Policy
Freedom Of Information Policy

Service Users will have ready access to information relating to
their own health care, options for treatment and rights as service
users. There are provisions made under the Data Protection Act
2018 and GDPR for a service user (or their representative) to
request access to view or have copies of their full health record
held by the Trust. Please refer to the Trust’s Access to Health
Records Policy.

4.3
Compliance
To promote understanding of and compliance with the above commitments, the Trust
will produce policies, procedures and training which will:
•

Ensure compliance with the Data Protection Act 2018 and GDPR, The
Freedom of information Act 2000, Human Rights Act 1998, the common law
duty of confidentiality, the NHS Care Record Guarantee and the NHS Code of
Practice for Confidentiality.

•

Control appropriate sharing of patient information with other agencies taking
account of relevant legislation (e.g. Health and Social Care Act, Crime and
Disorder Act, Protection of Children Act).

•

Maintain Information Data Quality assurance and the effective management of
records, including guidance on retention schedules and the secure destruction
of data which has exceeded its retention period.

•

Establish a framework for the effective and secure management of its
information assets and resources.

To ensure compliance, the Trust undertakes the following actions:
• Annual information governance audit completed by the RSMl audit team and
reported to the IG group and Executive Management Committee
• Annual information Governance training of all staff
• Bi-monthly Information Governance Group which has oversight of all IG
arrangements across the Trust
• IG and Health records team to manage information governance, Subject
Access Requests, file storage and retrieval, site visits to teams to increase
awareness and data flow mapping exercises.
• Annual Data Security Protection Toolkit (DSPT) submission
• Data Privacy Impact Assessments completed on all projects which may have
an impact on the processing of confidential information.
• Information Sharing Agreements in place with partner organisations to ensure
appropriate and secure sharing and transfer of information.
The Trust will establish and maintain incident reporting procedures and will monitor
and investigate all reported instances of actual or potential breaches of
confidentiality and security.
4.4
The Information Governance and Security Assurance Group
The Information Governance and Security Assurance group is responsible for
overseeing Information Governance, Information Security and Confidentiality issues
for the Trust. This includes developing and maintaining policies, procedures and
guidance, and training and awareness raising of IG in the Trust. The group will
consist of the SIRO, DPO, CG and the Head of IG as well as other key roles within
the organisation.
The IGSAG reports to the Quality Committee, a sub-committee of the Trust Board
and keeps its own risk register for information risk. The group’s membership will
include representation from those with responsibility for Information Governance,
Information Technology, Confidentiality and Caldicott, Health Records, Human

Resources and Corporate Records. Reports from these areas are received by the
group and any risks are recorded and monitored by the group.
The IG Group’s Terms of Reference are attached as Appendix B.

4.4

Information Governance Training and Awareness

All employees and anyone with authorised access to Trust information and systems
must have completed mandatory IG training or equivalent NHS standard IG training.

Information Governance awareness is vital to the organisation, and this will be
maintained through a number of methods
As a minimum;
•
•
•
•
•
•
•

All staff will be given IG training as part of their induction
More detailed training will be given to staff in certain key roles (Health
Records Team)
All staff to undertake IG refresher training on a yearly basis
IG training to be offered as e-learning, and in some circumstances paper
forms or in guided training sessions
IG guidance webpages and communications will be highlighted to staff on a
rotational basis (see 8.0)
All IG related policies and procedures (listed below) will be regularly reviewed.
Monthly updates to care groups and teams to raise awareness of IG and spot
checks (Quality Safety Reviews)

It is a Department of Health requirement that all staff complete IG training on an
annual basis, and that will be provided using the methods listed above. The IG
refresher training will be re-issued annually to take account of new guidance and
law. The training will be publicised to staff through the intranet and Partnership
Bulletin, and completion of the training by all staff will be managed through
managerial reporting lines.
4.6 Data Security and Protection Toolkit
The DSP Toolkit must be completed annually. SPFT is currently standards
exceeded. It is important that work is undertaken routinely by SPFT in advance of
the DSPT submission process to develop a culture consistent with IG good practice.
SPFT must demonstrate it can discharge its functions effectively and in accordance
with the DSPT. This includes implementing robust arrangements to ensure that
information is used appropriately and effectively. This must be underpinned by clear
communications at all times. This Information Governance Assurance Framework
will ensure that all the individual aspects of the DSPT are delivered. The Information
Governance Security Assurance Group, which reports to the Executive Management

Committee, will be responsible for providing assurance about SPFT compliance with
the DSPT.
SPFT will separately confirm its wider management structures, responsibilities and
priority work-streams as part of an annual IG work programme. Compliance of each
service area is covered by the Information Asset Framework. This allows information
asset owners across all areas which includes completion of:
o Information Asset Workbook
o IG Compliance Checklist
o Mandatory IG training for all staff
The Information Asset Framework enables SPFT to measure compliance against the
law and central guidance, and to ensure that information is handled correctly and
protected from unauthorised access, loss, damage and destruction. Where the
information asset framework identifies risks or areas of improvement SPFT are able
to implement appropriate measures Trust wide.
These may be assigning responsibility, implementing a specific policy, procedure,
process or guidance for staff. There is an expectation that there would then be a
focus on making cultural changes and raising IG standards through year-on-year
improvements.
Ultimately, SPFT needs to demonstrate that we can be trusted to maintain the
confidentiality and security of personal information and, in doing so, increase public
confidence that SPFT can be trusted with personal data.
4.7 Information Governance Incident Reporting
Any incident which may threaten or has caused a breach of confidentiality or a loss
of data must be reported in accordance with the Trust’s incident reporting procedure.
This is so a complete picture can be built up of what is happening across the Trust,
and an assessment can be made of whether training has to be amended to improve
knowledge in a certain area, or whether procedure should be changed.
All incidents should be recorded on the Trust’s Ulysses Safeguard incident reporting
system followed by an email to IG team, who can advise and assist in the completing
of the incident forms if needed.
Examples of Information Governance incidents:
•
•
•
•

confidential information abandoned/misplaced (e.g. left on a printer)
loss of information (USB Memory stick, dictaphone etc)
Missing casenotes
correspondence (letter, fax etc) sent to the wrong person

•

unauthorised use or misuse of a Trust Clinical Information system has been
detected

All reported incidents will be handled in accordance with the organisation’s
procedures. All information governance breaches are automatically reported to the
SIRO, DPO and Head of Information Governance. Any incidents graded as Serious
Untoward Incidents will require further investigation (see the Serious Untoward
Incidents Policy and IG incident grading criteria, below.)
All incidents reportable to the ICO are graded using the ICO incident tool and the
DSPT incident tool.

4.8
Policies and Procedures
The following polices have been ratified and implemented across the Trust to ensure
that all staff are aware of their IG responsibilities and are provided with good
guidance to ensure good practice:
•
•
•
•
•
•
•
•
•

Information Governance Assurance Policy
Data Protection & Confidentiality Policy
IT & Information Security Policy
Subject Access Request (SAR) Policy
Health Records Management Policy
Freedom of Information Policy
Duty of Candour Protocol
Information Sharing Protocol
Being Open Policy

5.0 Development, Consultation and Ratification

This policy has been developed in partnership with the Information Governance
Group and the Professional Practice Forum through a full consultation process.

6.0 Equality Impact Assessment

This policy has been subject to an equality impact assessment.

7.0 Monitoring Compliance

Overall Information Governance performance will be monitored by the IGSAG.
The Data Security and Protection Toolkit monitors compliance against multiple
requirements set out by Connecting for Health, and will be completed annually.
The NHS Compliance Framework and Monitor – the Independent Regulator of NHS
Foundation Trusts - use the Connecting for Health Information Governance Toolkit.

Information Governance is also assessed by the Care Quality Commission and
NHSLA in the record keeping standards.
The Trust will undertake or commission annual assessments and audits of its
policies and arrangements for openness.

8.0 Dissemination and Implementation of policy

The Information Governance team will place updated versions of this policy on the
Trust’s intranet. The Trust’s Partnership Bulletin will alert stakeholders to the
updating of the policy and any subsequently revisions. The Executive Sponsor will
ensure that all staff are alerted to the issue, reissue and review of versions of this
policy.
The Information Governance Department will have operational responsibility for coordinating and monitoring information governance activities across the Trust. They
will provide expertise and advice to organisational departments on compliance with
relevant standards and the management of health records.
Information Governance webpages with key messages drawn from this policy will be
maintained and circulated to staff through the Partnership Bulletin on a regular basis
and through other means where deemed necessary. Information Governance
Training and yearly site spot-check visits will be conducted to test understanding of
the policy.

9.0 Document Control including Archive Arrangements

It will be the responsibility of the Sponsor and Authors of this policy document to
ensure that it is kept up to date with any changes to legislation, national or local
policy. This policy will be managed in accordance with the Policy for Procedural
documents.

10.0 Reference documents
Data Protection Act 2018 and GDPR
Access to Health Records Act 1990
The Caldicott Report, 1997
Caldicott 2, 2013
Freedom of Information Act 2000
Computer Misuse Act 1990
Electronic Communications Act 2000
General Data Protection Regulation (2018)
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Professional and legal guidance should also be considered where appropriate. All
enquiries should be directed to the Trust’s Information Governance Department in
the first instance (email: info.gov@sussexpartnership.nhs.uk).

12.0 Cross reference
•
•
•
•
•
•
•
•
•
•
•

Data Protection & Confidentiality Policy
IT and Information Security Policy
Subject Access Request Policy
Health Records Management Policy
Freedom of Information Policy
Duty of Candour Protocol
Being Open Policy
Laptop Security Procedures
Audio-Visual Recording Guidance
IG Incident Management Policy
Incident Reporting and Management

Appendix 1: The Information Governance Assurance Framework

Executive
Assurance Group
Corporate
Governance

Freedom of
Information
Requests

Information
Governance &
Health Records
Team

Information Governance and Security Assurance Group
• SIRO/ Data Protection Officer
• Caldicott Guardian
• Head of Information Governance

Privacy
Impact
Assessments

Site Visits

Subject Access
Requests

IG Management

Incident
reporting
and
monitoring
Data flow
mapping
exercises

Clinical
Audit

Governance
Team
(Incidents)

Auditing
and
Monitoring

Quality
Committee

DSPT Management
and Completion

Information
Sharing
Agreements

Information Commissioner’s
office

Trust Board

Training and
Awareness

IG Policies,
procedures
and
protocols

Annual on-line IG
Training

Health Records
Management

Access to Clinical
Information
Systems

Contract
Performance
Management

• Health Records
Storage
• Clinical Coding
• Case Note
Folders

