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1.0

Introduction
Sussex Partnership NHS foundation Trust recognises the importance of service
users having the facilities to access the Internet whilst receiving care.
The purpose of this policy is to provide staff of the Trust with an awareness of
their responsibilities whilst supervising service users accessing the Internet, as
well as ensuring that service users are aware of their limitations and
responsibilities whilst accessing the Internet on Trust property and using Trust
equipment and/or networks.

1.1

Purpose of policy
Access and use of information technology is increasingly a part of normal
everyday life in the 21st century. So much so that the ‘Standards for In-service
user Wards – Working-Age Adults’ (Royal College of Psychiatrists 2010)
recommend that:
‘All patients can access a range of current culturally-specific resources for
entertainment that includes…computers and Internet access.’
Section 32.1

There are also relevant standards for practice in secure units:
“All patients can access a range of current resources for entertainment, which
reflect the service’s population. Guidance: This may include recent magazines,
daily newspapers, books, board games, a TV and DVD player with DVDs,
computers and internet access (where risk assessment allows).” (Forensic
Quality Network for Forensic Mental Health Services, ‘Standards for Forensic
Mental Health Services: Low & Medium Secure Care’, 2nd Edition, 2017)
This policy explains how appropriate access to the internet can be facilitated for
patients whilst receiving care and treatment from Trust services.
1.2

Definitions
There are no definitions.
Scope
In scope
This policy applies to:
1) People who access services provided by the Trust.
2) All Staff employed by or working on behalf of the Trust.
3) All divisions including adult services, dementia, children and young people,
people with a learning disability, substance misuse, prison services, secure and
forensic.
4) Devices used to provider internet access to service users regardless of location
including:
a) Trust owned, managed and assured devices;
b) Devices owned, managed and assured by one of the Trust’s approved
partners and/or suppliers;
Out of scope
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This policy does not apply to service users, friends or family accessing the
internet through their own mobile devices and private internet data contract whilst
on Trust property.
1.3

Principles
Access to the internet is an essential right for people using our services. This is
particularly an issue for patients in forensic in-patient beds who do not have
access to portable devices such as phones, and so need to be facilitated to
access the internet whilst on the unit.

2.0

Policy Statement
All Trust staff should be aware of and endeavour to understand the principles and
practice of providing internet access for patients as appropriate to the setting.

3.0

Duties
It is the responsibility of all staff to follow Trust policies and protocols. All teams
and their staff are responsible for promoting the social inclusion of people using
the services. In addition various groups have particular responsibilities as set out
below.

3.1

Executive Sponsor
The Executive Sponsor will ensure that all staff are alerted to the issue, reissue
and review versions of this policy.

3.2

Policy Author
The policy author will ensure that this policy is reviewed at the agreed time, and
that any issues arising from its implementation are managed through the relevant
governance forums.
Matrons, Ward managers and team leaders
Responsibility for ensuring access to the Internet is available lies with team/ward
managers. This specifically includes ensuring that:
• Their teams adhere to this policy
• The necessary equipment is available, in full working order and accessible on
each appropriate ward/team base
• A risk assessment has been completed relating to the activity
• Patients’ individual needs are identified by appropriate screening and are met
through care planning
• Appropriate, user-friendly, up-to-date information about the service is available
and accessible to all service users and carers, whatever their communication
needs
• Staff have the appropriate knowledge and skills to implement this policy.

3.3

Lead Practitioner/Named Nurse/Occupational Therapist
The appropriate clinician is responsible for:
• Considering the needs of patients in relation to accessing the Internet
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•
•
3.4

Ensuring that the appropriate risk assessment and agreement forms
contained in this policy are completed as appropriate
Addressing any areas of concern arising through use of the Internet.

Information Technology Department
The Information Technology department are responsible for:
5) Supporting provision of equipment and access to the internet in accordance
with the Partnership Services Agreement with each CDS.
6) Providing advice and support in ensuring the smooth running of any new
projects to provide internet access from sites the Trust operates from.

4.0

Procedures
A flowchart showing the overall process is in Appendix E.

4.1

Acute and rehab units
4.1.1 Service Users should not have access to PCs or other devices on the Trust
network, as this could potentially give access to confidential information
which the Trust has a duty to protect.
4.1.2 Service Users will only be able to access PCs and other devices provided
specifically for that purpose.
4.1.3 Service Users should be given a copy of the Use of Wi Fi/Access to the
internet form to sign (Appendix D) and supported to ensure they
understand the content. A copy should be given to the service user and
one uploaded to their electronic case notes.
4.1.4 Service User sessions must be booked in advance as part of an
individual’s treatment programme and a log kept of who is logged on for
what period (Appendix C).
4.1.5 Service Users may be supervised whilst accessing the Internet on Trust
equipment. The appropriate level of supervision will be determined by the
clinical team.
4.1.6 Misuse of Internet access could lead to termination of the session and
suspension of access pending discussion at the next clinical team meeting.
4.1.7 For security reasons Service Users will not be given usernames or
passwords to access Trust systems directly. These must be managed and
used by Trust staff.

4.2

Forensic Healthcare Services
4.2.1 Access to the Internet will be considered carefully and requests will be
discussed by the appropriate Clinical Team and the Service User. Known
risks and interests will be recorded within the Services Users’ clinical notes
using the Service User Referral and risk Assessment Form (Appendix A)
4.2.2 Once access has been agreed through the Clinical Team meeting, the
patient must receive a copy of this policy, be supported to ensure they
understand the content and sign the consent form in (Appendix B).
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4.2.3 Internet access will only be available on the computers/laptops made
available in Identified areas, where usage can be supervised as
appropriate.
4.2.4 Use of the internet is monitored, and each ward is required to keep a log of
activity showing which service user was logged on with each account and
for what period of activity (Appendix C).
4.2.5 A local protocol containing detailed guidance for Forensic Healthcare can
be found in Appendix H
4.3

Use of Guest Wi-fi
Service users can access the internet through Guest Wi-Fi, where it is available,
using their own mobile devices or Trust supplied, e.g. tablets.
The exception to this is in the forensic healthcare in-patient units, where personal
mobile devices are prohibited unless internet access has been disabled
Use of Personal Devices
4.3.1 Registration for access to the system is via an individual email address.
Individuals who have their own mobile device and 3/4G contract should be
able to log on without assistance.
4.3.2 Most units have access to a standalone PC where service users can be
supported to access their email account to set up Wi-Fi access on their
mobile device. If an individual does not have access to their email account,
they will be unable to connect their personal device to the guest Wi-Fi.
Use of Trust Devices
4.3.3 If service users are using devices supplied by the Trust, then member of
staff issuing the device on loan, will be responsible for retaining log of who
device is issued to in line with local procedure, before giving the device to
the service user.
4.3.4 Staff must not use the patient computers to access the Internet for their
own use.
4.3.5 Prohibited Uses
The following areas of prohibited use must be agreed with the service user before
access to the internet on Trust equipment is allowed.
4.3.6 Do not send or post content which may cause distress or offence to
another individual, intentionally or otherwise.
4.3.7 Do not access, create, send, print, forward or post any material (including
information, questions or opinions), which is libellous, pornographic,
sexually explicit, obscene, indecent or extreme, or which is discriminatory
or harassing, or includes hostile material relating to gender, sex, race,
sexual orientation, religious or political convictions, or disability, or
incitement of hatred, violence, terrorism, or any illegal activity.
4.3.8 The above applies to any use of Trust services whilst participating in
forums and social networking sites. Ask yourself before sending a
message, posting content or accessing material, “How would I feel if a
close friend or family member saw this?”
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4.3.9 Do not disguise the sending address and do not send communications
pretending to be from someone else.
4.3.10 Use of the equipment by a service user’s friends or relatives should only be
allowed at the discretion of the staff member in charge of the facility and
should only be in conjunction with the service user. This should only be
when the friend or relative is helping the service user, e.g. support with
typing, or finding relevant things on the internet. Relatives and friends
should not be using equipment for their own personal use.
4.3.11 Do not download or distribute programmes, sound, picture or any other
files where copyright will be infringed.
4.3.12 Do not plug in any unauthorised devices, e.g. personal USB storage
devices as these may contain inappropriate content, or introduce security
risks such as computer viruses.
4.3.13 No attempt should be made to connect equipment to other networks or
carry out any actions which may constitute or lead to a security incident.
4.4

Use of Social Networking Sites
4.4.1 Social networking websites function like an online community of Internet
users. Once a person has joined the network they can often read the
information contained within the profile pages of other members and send
them messages.
4.4.2 This ability to maintain social networks with friends and family outside of
the hospital may protect against the loss of existing social contacts, and
therefore prevent social isolation from the community outside of the
hospital environment. This can improve a service user’s quality of life and
could lessen the risk of future relapse.
4.4.3 This requires significant risk management, as there are issues of
confidentiality and the protection of the identity of service users, staff and
others, and therefore requires a higher level of supervision.
4.4.4 Service users should be encouraged to report instances of on-line abuse,
breaches of their confidentiality and any inappropriate content to staff.
Please refer to the E-safety policy.
4.4.5 Forensic Healthcare in-patient services accessing social networking
websites is permissible only under the direct 1:1 supervision of a member
of staff, and after agreement by the care team.
4.4.6 Staff must never accept friend requests from service users on social
networking sites, this is a breach of professional boundaries. Any such
requests should be addressed with the service user by the care team.

4.5

Use of USB memory sticks
Service users are not permitted to use USB storage devices from outside the
hospital on Trust equipment as these may contain inappropriate content, or
computer viruses.
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Secure and Forensic Services
4.5.1 Service users are permitted to purchase a ‘clean’ USB Flash drive from the
therapies department. These are to be labelled and stored in the Ward
office when not in use and returned to the service user upon discharge.
4.5.2 USB memory sticks should only be given to service users once in the
computer room
4.5.3 Service users must return any USB memory sticks to staff before leaving
the computer room. These devices must be stored in the secure ward
office
4.5.4 Service user must accept that clinical team has the right to inspect the
content of this flash drive at any time.
4.5.6 See Appendix F for guidance specific to Forensic Healthcare
4.6

Monitoring of Internet Activity
4.6.1 A log should be kept of Internet access including the times and dates of
individual sessions, to allow for audit of internet activity. (Appendix C)
4.6.2 The Trust will undertake reviews at the specific request of a clinical team or
of the relevant governance forum. This may include review of usage and
investigation of incidents and will be managed in accordance with Trust
procedures.
4.6.3 The Trust also reserves the right to carry out, without notice, detailed
inspection of information held on any electronic resource, including
communications equipment where inappropriate activity is suspected.

5.0

Development, consultation and ratification
This policy was developed in consultation with the Lead Occupational Therapist
for forensic services, the Director of IT, and a service user group within forensic
services with reference to industry good practice and existing Trust policies.
It will be ratified by the Information Governance Group.

6.0

Equality and Human Rights Impact Assessment (EHRIA)
The policy has been equality impact assessed in accordance with the Procedural
Documents Policy.
The Trust is committed to ensuring that all people accessing its services are
treated with respect and dignity. This includes consideration of gender, race,
disability, sexual orientation, marriage & civil partnership, gender identity,
pregnancy & maternity, age and religion & belief.
Guidelines within this policy apply to all relevant patients. Where a patient may
have additional needs related to their religion, disability, gender, sexual
orientation, marriage & civil partnership, gender identity, pregnancy & maternity,
age, race and culture, staff should consider this when making assessment or
decision and accommodate this where possible.
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7.0

Monitoring Compliance
•

The Trust reserves the right to audit correct usage at any time. Services
actively using this policy are expected to incorporate quality measures into
their annual audit plan.

•

Compliance with this policy and its associated standards, guidelines and
procedures will be monitored through the Trust’s management structure.

•

Disciplinary action in accordance with the Trust’s Disciplinary Policy and
Procedure may be taken against any employee who:
a) Tries to circumvent security controls and/or breaches this policy unless an
exception has been authorised (see ITSecPS-001f1 Risk Acceptance
Statement - Policy Exception).
b) Makes inappropriate or excessive use of the privileges granted to them.

•

8.0

9.0

The IT Security Manager will manage risks relating to areas of concern and/or
non-compliance with this policy and escalate them to the Information
Governance Group as appropriate for risk treatment decisions.

Dissemination and Implementation of policy
•

This policy will be uploaded onto the Trust website by the Governance
Support Team in accordance with the Policy for Procedural documents.

•

Publication of the policy and any subsequent revisions will be announced via
the ‘Partnership Bulletin’ to all staff.

•

All new staff will be alerted to the policy through Trust induction procedures.

Document Control including Archive Arrangements
This policy will be managed, stored and archived in accordance with the Trust’s
Procedural Documents Policy.
The Sponsor and Authors of this document are responsible for updating this
policy and supporting documentation every three years to take account of one or
more of the following:
a) Legislative or regulatory changes;
b) Structural or role changes;
c) Operational or technological changes;
d) Organisational learning;
e) Audits and reviews of the effectiveness of this policy.
It may also be supplemented at any time to deal with any special contingency
which may give rise to perceived or specific security issues.

10.0 Reference documents
•

Improvement Standards for Inservice user Wards – Working-Age Adults
(2010). Royal College of Psychiatrists’ Centre for Quality.

•

Standards for Medium Secure Units (2007) Royal College of Psychiatrists’
Centre for Quality.
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•

Leicestershire Partnership NHS Trust Service User Internet Access Policy

•

Cygnet Healthcare Computer and Internet Policy

11.0 Other Trust Policies
•

E-Safety Policy (2015)

•

Digital and Social Media Policy (2015)

•

Access Control Policy (2016)

•

Disciplinary Policy & Procedure

•

Investigation Policy and Procedures

•

IT and Information Security Policy

•

Risk Acceptance Statement - Policy Exception (ITSecPS-001f1)
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Appendix A: Service User Referral & Risk Assessment
Name: ………………………………………………………………………………………….
Ward: ..............................................................................................................................
Date of Application: ........................................................................................................
This form should be used by the multi-disciplinary team in a ward round or case
conference when access to the Internet is requested.
Date Completed: ...... / ..... / ......
Purpose of Internet Access:
Patient enrolled and actively engaged in study course Yes / No
Patient needs to keep in touch with employer Yes / No
Patient Activity involved in therapeutic activities/hobbies needing Internet access (e.g.
arts and crafts, sport etc) Yes / No
Patient is a patient representative Yes / No
Patient wishes to look at local resources to engage with local community Yes / No
Patient wishes to be able to send emails Yes / No
If the answer is No to all of the above what is the proposed use of the Internet?
......................................................................................................................................
Known Risks:
Does the patient have a known interest in pornographic material? Yes / No
Does the patient have a known interest in violence/weapons? Yes / No
Is there someone the patient is not allowed to contact? Yes/No
Does the patient have any other interests (e.g. linked with national registers) here
related sites should be banned? Yes / No
If Yes please list the interests which should NOT be accessed via the Internet
......................................................................................................................................
......................................................................................................................................
Current mental state:
Is the patient currently compliant with all aspects of treatment? Yes / No
Access to the Internet is / is not granted under the terms of this policy.
Specific agreement for Internet shopping has / has not been agreed.
Once access has been granted please complete the form and store in the patient file.
Has the patient read or had the Service User Internet Access Policy interpreted and
explained to them? Yes / No
Has the patient signed the consent form Appendix B? Yes / No

Appendix A1 - Brief Risk Assessment Form
This risk assessment should be completed by the care team in an MDT setting (for
example, within ward round). Where possible it should be completed in collaboration
with the service user. However, there may be occasions when the nature of the risk
means that the client cannot be safely included in the discussion.
Name of Service User

Date

Reason for assessment:

Who was involved in this assessment:

What are the potential benefits?

What are the potential risks? To self? To others?

How likely and imminent are the risks?

What can be done to manage the risks?

Any other considerations?

After considering the risks and benefits what is the care team’s
decision? What actions will be taken and by whom?

Date for review (if applicable):

Appendix B: Patient Consent Form
Patients Name: ...............................................................................................................
Date: ...............................................................................................................................
1. I have received and read/ had explained to me a copy of the Service User Internet
Access Policy for Sussex Partnership NHS Foundation Trust.
2. I understand the terms and conditions laid out in the policy and agree to abide by
them.
3. I understand that any abuse of the Internet would lead to suspension of my access
until my next Clinical Team Meeting where it would be reviewed.

Signed: ...........................................................................................................................

Signature witnessed by staff member
Name: .............................................................................................................................
Ward/Area: .....................................................................................................................
Signature: .......................................................................................................................

Appendix C: Internet Usage Record
Staff may use paper copies of this form or a spreadsheet saved on a network drive.
However, the column headings are the minimum information that must be recorded.
Date

Patient’s
Name

Ward

Staff
supervisor

Time
logged
on

Time
logged
off

Guidance for staff facilitating computer sessions
Prior to supervising internet sessions staff should
1.

Be aware of the Trust Service User Internet Access Policy and the
Forensic Health Care Service Protocol for Service User Access to
Technology.

2.

Have sufficient knowledge and training to use the operating systems.
Where necessary staff may access training provided by the Trust I.T.
department.

During the session
3.

Patients using the internet must be fully supervised at all times by
identified group facilitators. This means that Staff will have visual contact
at all times with the service user and the screen.

4.

Patients should be supervised using the computer at all times and staff
need to be aware of the service users’ individual work.

5. The supervising member of staff must also ensure they are fully aware of the
contents of any information or material to be (temporarily) downloaded from
the Internet.
7. No information will be able to be stored on the hard drive. Any material found
stored on the hard drive will be deleted. If a patient wishes to store information
they will be able to sign for the use of a memory stick. While they are an
inpatient, this stick will be stored along with their personal belongings and
treated as all other security items. . The stick will be signed in and out from the
ward before and after a pre-booked session. Staff have the right to look at
what is stored on it at any time. If a service user refuses permission to allow
the contacts of the stick to be viewed, then the staff member will remove the
stick pending discussion by MDT. On discharge patients will be able to
purchase and take their memory sticks with them.
8 Printing out will be permitted provided the supervising member of staff checks
the material and volume and no concerns are raised. All printed material
should be checked prior to the resident leaving the session. A maximum
number of sheets will be agreed, with discretion given for college work.
9. Staff must not use the computers allocated for patients use or access the
Internet for their own personal use, under any circumstances.

At the end of the session
10. At the end of each session, staff are required to print off a history sheet as a
record of the sites visited by the service user. The history should then be
deleted from the computer system.
11. Feedback on patient’s progress will be given through the normal routes i.e.
hand over, written notes and feedback at ward round.
12. Patients will be encouraged to evaluate their own progress with staff as part
of their care plan.
Inappropriate use of the Internet
13 If staff become concerned at anytime about the content of this work e.g.
sexual or violent material they must stop the session immediately. The
individual will be suspended from use of the internet until this has been
discussed at ward review.
14. Any effort on the part of a service user to access inappropriate material must
be reported to the relevant ward staff/MDT as soon as possible. An entry must
be made in the progress notes and an incident form completed.
15. Examples of inappropriate material include pornography, chat rooms, material
and sites relating to racial and religious hatred along with sites on weapons
and the making of them (i.e. building explosives), gambling sites or personal
e-mails to/from friends and family that have not been authorised by the MDT.
This is not an exhaustive list. Any material that causes the supervising
member of staff concern should be responded to in the above manner.
16 Following a suspension from accessing the Internet a full clinical risk
assessment will be undertaken to review re-instatement of access.

Appendix D : Use of Wi-fi and internet access on personal mobile
devices
Name.............................................................................................................................
Date...............................................................................................................................
I understand that I can access the Wi-Fi network via a guest log-on.
I agree to the following:
1. I will respect the privacy of other people (staff, patients and visitors) on the unit. I
will not post anything on-line or via email which invades that privacy. This
includes posting names, photographs or comments on social networking sites.
2. I will not send or post content which may cause distress or offence to another
individual, intentionally or otherwise.
3. I will not access, create, send, print, forward or post any material (including
information, questions or opinions), which is libellous, pornographic, sexually
explicit, obscene, indecent or extreme, or which is discriminatory or harassing, or
includes hostile material relating to gender, sex, race, sexual orientation, religious
or political convictions, or disability, or incitement of hatred, violence, terrorism, or
any illegal activity.
4. The above applies to any use of Trust services whilst participating in forums and
social networking sites.
5. I will not disguise the sending address or send communications posing as
someone else.
6. I am aware that if I do not disable the location settings on my personal device that
anything I post on-line may indicate I am in hospital.
7. I will not download or distribute programmes, sound, picture or any other files
where copyright will be infringed.
Signed:...........................................................................................................................

Signature witnessed by staff member
Name and
designation......................................................................................................................

Ward/Area:.....................................................................................................................

Signature:..................................................................................................................

Appendix E

Memory stick consent form

Patient name:

Date:

I agree that the encrypted memory stick I have received will be
given back at the end of the internet session, will be held in the
office and will be used under supervision only.
I agree that the memory stick is the property of Sussex
Partnership Foundation Trust and will be handed back when I
leave hospital.

Password:

I agree that it will be subject to inspection at any time.

Signed:

Appendix F

Forensic Healthcare Services - Inpatient Access to Technology

Patient Guide
Why is technology for patients important?
As a service we recognise that technology has become an important part of
people’s lives. Technology helps people to keep and build links with society
and strengthens relationships with friends and family. It can educate,
entertain and enable. With this in mind, as a service we want to be able to
support you in using technology whilst you are with us as an inpatient.
However, we are aware that in secure services, access to technology is
restricted by a number of factors such as resources, support, equipment, as
well as clinical concerns over risk. We aim to create a safe and structured
way to increase your access to technology and support your goals.
How will I get access? What about IT support and equipment?
Each ward should have PCs available for patients to use on the ward as
well as central devices that can be accessed in a shared unit area. Patients
who have been assessed as able to access technology should have at least
one hour access a week, more if there is enough time available on their
ward.
All the equipment provided to patients will be supplied by the Sussex
Partnership Foundation Trust and supported by the Trust IT department.
They will provide services like the Wi-Fi channel and anti-virus software. If
patients are using their own devices all internet access on these devices
must be via the Trust Guest Wi-Fi channel (when on site). This channel will
be supported and monitored for everyone who accesses it.
Will every patient have access?
Every patient will be assessed by their clinical team to decide the level of
access they can have and how to manage any risks they present. They will
include you in this assessment so you can understand their decisions.

There will be 3 levels of access:
1/ no access - the clinical team do not consider it safe for you now but will
reassess this at a given date
2/ supervised access – the clinical team think your use needs supervision
for now and will reassess regularly
3/ unsupervised access – the clinical team think that some or all of your
technology use can be on your own
This assessment will always be on an individual basis based on your care
plan. Some patients will have restrictions which may limit or include
supervision for certain types of technology (e.g. online, social networking)
but not others. As a visiting tool, use of Skype may be given without any
other level of computer access for family or legal visits.
Your clinical team will share their risk assessment with you and can work
with you on the particular risks to you or others around the use of the
internet or technology.
What sorts of activities can I have access to?
The clinical team will consider if you need supervision or any restrictions
for:
Internet
Social networking
Skype
Email
Online shopping
Gaming
Some patients may also be assessed to use your own devices* including:
Games consoles
E book readers
Laptops/ Tablets
*At present only non-internet enabled own devices can be used on the ward
or in bedrooms. This will be reviewed as the patient use of technology on
the wards increases.

Will the Trust be monitoring me?
Everyone who uses the NHS Wi-Fi channel is agreeing to its terms and
conditions, but we cannot at the moment issue you with a unique account.
Therefore you will be required to write down the times you are accessing
the internet and staff will also ensure they keep an accurate record. Clinical
teams have the right view your access history if they are concerned that a
patient is misusing the internet or presenting a risk to themselves or others.
This may include looking at your internet browsing history, text messages,
phone calls, and photo gallery. Staff must do this in a respectful and
confidential manner.
What does misusing the internet mean?
Misusing the internet would include:
Accessing sites or images that may have illegal sexual images or
videos, including images of child abuse or sexual acts that harm others.
Accessing sites that promote the use of violence or criminal activity,
including terrorism and hate crimes.
Bullying, threatening or offensive behaviour. This includes text
messages, email and social media (e.g. Facebook, Twitter).
Any other use of technology that may cause upset, distress or harm to
yourself or others. For example, visiting internet sites that may cause harm
to your mental health, or contacting people who were involved in your past
that could cause them distress.
To protect yourself and others, you should not contact members of staff
online or send or accept ‘friend’ or ‘follow’ requests to or from staff.
If you wish to search details of your own forensic history, you should
discuss this with your clinical team first. You should never search details of
other patients.
What happens if I misuse technology?
The clinical team can decide to suspend your access to technology but this
must be recorded on your notes and with your own views also recorded.
Their decision must be reviewed on a regular basis and communicated to
you.

Are there other situations where I may lose my access?
The clinical team may tell you they are concerned about a change in your
mental health and associated risks while accessing technology. They must
discuss this with you, and will record your views, especially if they decide
that there are significant risks that mean you may lose access for some
time. This should be reviewed regularly.
Your access to technology should never be taken away for any other
reason than related to your risks in using technology. Your access should
be reviewed on a regular basis (every recovery review).
Created by the IT Subgroup, in consultation with the Working
Together Groups at Hellingly Centre and Chichester Centre.

Appendix G
Protocol for Service User Access to Technology, including Internet, Skype
and Personal Devices in Forensic Healthcare inpatient settings
1.0

Introduction

Forensic Healthcare provides an inpatient service in both medium and low secure
settings. The service implements the Secure Recovery model of care with an
emphasis on collaboration and building recovery capital. The service also has a
responsibility for public protection and to ensure that risks are individually
assessed and managed.
1.1 Purpose of the Protocol / Rationale
Access and use of Information Technology is increasingly the means by which we
carry out activities of daily living, build and maintain social relationships and
engage in work and learning opportunities.
This protocol sits alongside the Sussex Partnership Foundation Trust ‘Internet
Access for Service Users’ v.3 (2016) which states “Access to the internet is an
essential right for people using our services. This is particularly an issue for
patients in forensic in-patient beds who do not have access to portable devices
such as phones, and so need to be facilitated to access the internet whilst on the
unit.”
This protocol applies to devices used to provide internet access to service users
provided by the Trust and personally owned devices that could access the
internet.
This protocol is designed to ensure that the Forensic Healthcare service is able to
respond safely and effectively to service user needs and changing technologies
and ensure that the Trust’s own standards (above) and those required nationally
for low and medium secure services are met:
“All patients can access a range of current resources for entertainment, which
reflect the service’s population. Guidance: This may include recent magazines,
daily newspapers, books, board games, a TV and DVD player with DVDs,
computers and internet access (where risk assessment allows).” (Forensic
Quality Network for Forensic Mental Health Services, ‘Standards for Forensic
Mental Health Services: Low & Medium Secure Care’, 2nd Edition, 2017)
2. Responsibilities
It is the responsibility of all service users and staff to ensure that information
technology including the internet and devices are not misused. It is the
responsibility of all staff to be aware of and follow Trust policies and protocols
regarding computers, electronic devices and internet access.
It is a breach of relational security to offer or accept or send a ‘friend’ or ‘follow’
request on social media from/to a service user or their friends or members of their
family.

3. Aims
To ensure that electronic devices are used to enable service users to build and
maintain life skills for use in the community (THERAPEUTIC GOAL) and that they
are used safely and effectively (SAFEGUARDING GOAL).
4. Procedure for Accessing Trust computers
4.1 Access to the computer must be agreed by the care team. Consideration will
be given to the type of access being requested with respect to the specific risks
identified.
4.2 Known risks and interests will be recorded using the Service User Referral
and Risk Assessment Form (Appendix A). Appendix A1 provides a brief risk
assessment tool if required.
4.4 All decisions / reviews of decisions about computer use should be recorded in
care notes, this must include what level is agreed, the basis for this decision and
any specific supervision arrangements. The service user must have full
information on the decisions made. The current access a service user has must
be accessible for all staff on the ward.
4.3 No files are to be saved on the hard drive. This means that work or data must
be saved on a memory stick and this should be taken into consideration when
decisions about access are made. Memory sticks will need to be encrypted and
purchased through the NHS Procurement. Memory sticks will be restricted items
and will be required to be signed out as per restricted items process.
4.4 The following table shows the different types of service user access available.
This list is not hierarchical, and depending on the service user’s needs and risks,
the least restrictive level of access should always be allowed.
TYPE OF ACCESS

Email
address
required*

Computer/Device Access (without
internet)

No

Internet Access

No

Email Access

Yes

Social Media Access

Yes

Online Shopping

Yes

Skype Access

Yes

*Service user email accounts will be required for these activities. However one
type of access may be given without any other level of computer access being
agreed. For example, there may be occasions when it is appropriate for someone
to use their email address for Skype and have no other access.
4.5 An induction session will be planned and a computer skills and internet
access assessment may be considered by the ward OT when computer access
has been agreed. This will be recorded in care notes and recommendations will
be made to ward staff regarding any identified support needs.
4.6 The induction can be used to plan further development of IT skills for service
users. Service users may be able to offer education to other service users and
staff in IT skills and positive uses of technology.

4.7 A memory stick may be issued following the assessment. For specific
guidance on memory sticks see later in this protocol.
4.8 Once agreement for internet access has been agreed by the clinical team, the
service user will be given a copy of the Trust policy, this protocol and patient
friendly version in Appendix E, and be supported where needed to ensure they
have understood the content and sign the consent form in Appendix B.
4.9 Use of the internet must always be through NHS Wi-Fi. Accurate records of
service user access with a time log will be kept. Individual accounts on NHS Wi-Fi
are not yet possible for patients therefore the time log is the only record of who
has accessed the internet at that time.
4.10 Clinical teams should consider whether a change in mental state may
require a change in the agreed level of computer access. Increases or decreases
in the level and type of access should be discussed regularly with the service user
(at recovery reviews) and recorded in care notes.
5. Procedure for use of Internet Sessions
5.1 Access is in planned, booked sessions only. The length of sessions and
availability should be planned in community meetings
Level1: Unsupervised internet access will be available on devices in agreed
spaces on the ward and suitable rooms on the unit, but not in communal areas.
Level 2: Supervised internet access will only be available on devices in identified
areas, where usage will be supervised. Supervising staff must be able to
recognise when a service user may be attempting to breach the specified remit of
the session that could compromise safety and security. For specific guidance for
staff supervising internet sessions see appendix C.
The staff facilitating the session will ensure that;
5.2. They receive an up to date hand over from the nurse in charge and they
review the individual risk assessment detailing computer access.
5.3 No food or drink should be consumed near the computer equipment.
5.4 Programmed activities will have priority use of any room in which there is a
computer.
5.5 Duration of sessions will depend on the purpose of the session but are not
likely to exceed a maximum of one hour.
5.6 Prohibited Uses – as per Trust policy and service user agreement, including:
o Do not access, send or post content which may cause distress or offence
to another individual, intentionally or otherwise.
o Do not access, create, send, print, forward or post any material (including
information, questions or opinions), which is libellous, pornographic,
sexually explicit, obscene, indecent or extreme, or which is discriminatory
or harassing, or includes hostile material relating to gender, sex, race,
sexual orientation, religious or political convictions, or disability, or
incitement of hatred, violence, terrorism, or any illegal activity.
o Do not disguise the sending address and do not send communications
pretending to be from someone else.
o Use of the equipment by a service user’s friends or relatives should only
be allowed with the agreement of the care team and only in conjunction
with the service user e.g. to support with typing or an internet search.

o Do not download or distribute programmes, sound, picture or any other file
where copyright will be infringed.
o Do not plug in any unauthorised devices, e.g. personal USB storage
devices as these may contain inappropriate content, or introduce security
risks such as computer viruses.
o No attempt should be made to connect equipment to other networks or
carry out any actions which may constitute or lead to a security incident.
5.7 In the event of staff observing a breach of this protocol whilst supervising a
computer session, the session should be stopped.
5.8 Following a breach of this protocol, access will be suspended, pending
investigation by the care team. Repeated breaches may result in computer
access being suspended.
5.9 In the event of a breach of protocol that is thought to be criminal in nature, the
police may be contacted.
6. Email Access
6.1 Email access is subject to agreement by the clinical team and can be for a
specific planned activity. Sending emails is assessed as posing comparable risks
to those of a service user writing letters in the privacy of their own room, and
submitting them sealed in envelopes to ward staff for postage. The added risk is
that of a virus being spread to Trust computers, or externally.
6.2 Where a particular risk has been identified for example if the service user is
not permitted to contact specific individuals, the email account will be subject to
random checks by staff which the service user will have agreed to as part of their
conditions of accessing email.
6.3 Email access is subject to creating a new Google email address. Service
users’ previous emails are not permitted to be used. The only exception is for
service users who have institutional email addresses, such as university or
employers, in which case the clinical team can approve the use of these if
appropriate.
6.4 Prior to online shopping, an approved payment method must be agreed,
either a gift card from reputable shop or an Amazon account. A browsing session
will be facilitated where a list of items is prepared and once agreed by the care
team, a purchasing session will be facilitated.
6.5 Staff must ensure that email account has been signed out when service users
have finished the activity.
7. Skype / Virtual Visiting
7. 1 There may be circumstances when service users could have access to set
up and use a Skype account without having access to other computer, internet or
email facilities.
7.2
Use of Skype must be agreed by the care team. A risk assessment
(Appendix A1) must be completed separately for Skype. This will include a list of
people the service user wishes to contact and their skype addresses.
International skype addresses can be included. A letter or email will be sent to
those on the list to seek their permission for the patient to contact them. No
contact will be permitted until this has been returned.

7.3
The number of visitors must be agreed by the care team and given at the
time that the visit is booked. No visitors other than those given when the booking
is made can participate in the Skype visit.
7.4
Consideration should be given to the suitability of the environment the
virtual visitor is calling from.
7.5
Skype or virtual visits should be booked at least 24 hours in advance. This
will include reserving any equipment or relevant IT equipment and room
booking as required.
7.6
Skype or virtual visits will take place in a suitable room and are of up to
one hour duration, unless there are special circumstances agreed.
7.7
The clinical team must agree to any unsupervised Skype visits. The
number of staff required to supervise will be agreed by the care team. In the case
of legal visits, the team secretary will be responsible for making the booking.
7.8
Skype visits are subject to staff availability and consideration of this should
be made when booking a call.
7.9
The supervising member of staff must verify all photographic ID of all adult
participants at the start of the call which must be shown via skype.
7.10 Any visitors under the age of 18 will have undergone the same process as
explained in the child visiting protocol.
7.11 The laptop being used for Skype must be positioned to ensure the camera
angle does not face any communal areas to ensure no other service users (or
escorting staff) are in view.
7.12 Staff will ensure that Skype visitors are made aware of the guidelines in
this protocol before the visit is booked and will be given a reminder immediately
before the call.
7.13 During Skype call, the keyboard or mouse should not be used for
additional communication.
7.14 A virtual visit will be terminated if any participant in the visit demonstrates
behaviour or language which is deemed inappropriate or are thought to be under
the influence of intoxicating substances. No further Skype visits may be facilitated
until this has been reviewed by the care team.
7.14.1
Examples of reasons to end a call; service user or visitor getting
angry, inappropriate images on screen, patient talking to someone who is not on
the approved contact list.
7.15 In the event of a delay to a planned virtual visit, staff will call to explain and
to make alternative arrangements.
7.16 Consideration should be made for the potential impact of the Skype visit on
all participants. If deemed appropriate, visitors and service users will be offered a
call / one to one session after the visit.
7.17 Skype visits should be recorded in care notes in the same way as for a
face to face visit. This entry should include who was present and confirm that
photographic evidence was checked.
8. Social Networking
8.1
Access to social networking sites is subject to the clinical team’s individual
risk assessment, agreement by the care team and the service user signing an
internet use agreement form.

8.2
In some cases the specific social networks that are safe (or not safe) for
the service user to use will be identified and agreed by the team. If the clinical
team is concerned about the use of social media, access may only be under
direct 1:1 supervision in planned sessions.
8.3
Any breach of the agreement or suspected increase in risk will result in the
session being terminated and access suspended prior to review by the care team.
9. Flash drives, memory sticks and other USB storage devices.
9.1
Service users will need a memory stick or other storage device if they wish
to save any work they do on a computer. No data should be saved to the hard
drive of the Trust computers.
9.2
Service users may only use memory sticks purchased by the service from
IT and issued by NHS procurement. USB storage devices from outside the Trust
are no longer allowed as they may present a security risk.
9.3
Prior to issue of a memory stick, service users will sign the Safe Use of a
Memory Stick Agreement (Appendix E)
9.4
Memory sticks will be labelled with the service user’s name, issued by the
ward and stored in the security cupboard. As restricted items, they are not
permitted in service user’s bedrooms.
9.5
Memory sticks are signed in and out with each use. The checking of
memory sticks is part of the ward’s security checks.
9.6
Service users may choose to password protect files on their memory stick.
Should a service user lose their memory stick this may help to ensure that
personal information remains private.
9.7
Service users may be able to save documents onto their MP3 player.
Please see specific guidance in this protocol regarding MP3.
9.8
Memory sticks will be subject to random checks of their contents, including
password protected files. Checks may additionally be carried out where there
have been concerns about increased risk, for example where there have been
unconfirmed reports that inappropriate files are on the memory stick, on transfer
to another ward, or if a service user is AWOL and staff feel there may be useful
information.
9.9
Where possible, random checks will take place in the presence of the
service user. For password protected files, the service user should enter the
password to enable staff to view the document. Refusal to do so will lead to a
response that the material is unsuitable and may result in the memory stick being
removed and the file being deleted.
9.10 Random memory stick / MP3 player search record is to be completed each
time a random check is carried out and then included in care notes.
9.11 Random checks will also take place on non-networked computers to
minimise the risk of viruses.
9.12 Software that is held on CD, DVD or other media should be checked by
ward staff. If approved, this must be installed by the Trust IT department.
9.13 Service users will be offered the option to take their memory stick with
them when they leave the service.

10 Service User owned personal computers (lap top, tablets)
10.1 Subject to individual risk assessment and agreement by the care team,
service users may be allowed access to their own computers and tablets.
10.2 A care plan and separate computer use agreement must be in place for
this to be accessed on the ward.
10.3 Service users must not access the internet on their personal computers or
tablets on the ward or in bedrooms.
10.4 Service user owned computers or devices may only be used in bedrooms
if the internet access has been disabled. (see 11.1.2)
10.5 Access to personal computers during escorted and unescorted S17 is risk
assessed and managed on an individual basis by the care team.
10.6 Staff will make random checks whilst a service user is using their own
computer. If, at any time there are any concerns about a breach of the
agreement, access will be suspended pending review by the care team.
10.7

Personal computers or tablets are stored in the ward security cupboard.

10.8 Personal computers must be switched off when they are being stored or
charged.
11. Service User Owned Personal Devices (games consoles, hand held
video game devices, e-book readers, MP3/4 devices, raspberry PI)
11.1 Games Consoles / E-book readers / Handheld games devices
11.1.1 Trust owned games consoles are available for use by service users in
communal areas of the wards.
11.1.2 Access to own devices as E-book readers and games consoles in private
bedrooms with internet connectivity disabled, is subject to individual risk
assessment, agreement by the care team and the service user signing an
agreement.
11.1.3 Access to 18 rated material is subject to agreement of the care team (see
censorship policy).
11.1.4 As part of the ward security checks, all devices will be subject to random
checks.
11.1.5 In the event of concern about a risk of breach of the agreement and / or
concerns about reduced engagement access may be suspended pending
discussion by the care team.
11.2 Dongles (a small device which attaches to a computer, smart TV or other
device, in order to
enable access to wireless broadband or additional functions)
11.2 1 Dongles are not permitted at the Hellingly Centre or Chichester Centre.
11.3 MP3/4 Devices (a small portable device capable of storing files downloaded
from the internet or transferred by CD)
11.3.1 Access to an MP3/4 player is subject to individual risk assessment,
agreement by the care team and the service user signing an agreement. This
includes an agreement not to record sound / images where the device has this
capability.

11.3.2 Access to MP3 players varies on each ward and there may be local
restrictions – see later specific guidance in this protocol.
11.3.3 It is not permitted to record sound / images on devices. MP3/4 players will
be subject to random checks by staff and on suspicion of a breach of the
agreement.
11.3.4 In the event of a breach of the agreement, access to devices will be
suspended prior to review by the care team.
13 Charging MP3/4 players or other devices
13.1 Many devices, such as iPods or other MP3 players recharge their internal
battery by plugging them into a computer using some form of USB cable. These
cables are stored as a security item.
13.2 Service users with USB charged devices are advised to discuss buying a
USB plug with their ward manager. These plugs enable MP3 players to be
charged from wall sockets. Depending on the security policy of the ward the
charger may be used in the service user’s own bedroom or in the ward office.
14. Transferring Music /Video to USB storage device
14.1 Music CD’s can quickly and easily be transferred into a computer format that
can be transferred to generic MP3 players.
14.2 An MP3 player connected to a computer by USB cable is essentially an
external hard drive, similar to the USB memory sticks.
14.3 MP3 players could be used to store inappropriate documents / pictures etc.
As a result direct supervision is required for this activity.
14.4 The MP3 player has the potential to carry computer viruses. The computers
provided for patients by the Trust are not networked and separate from staff
computers which means that under direct supervision it is possible to use these
computers to do this in the following circumstances;
14.4.1 The device is disconnected once music transfer is completed and handed
to supervising staff for the remainder of the session.
14.4.2 The music is copied on the service users own MP3 player (copyright
protection)
14.4.3 The music files created during this process are deleted from the Trust
computer at the end of the session. It is permissible for service users to also
transfer these files to their own hospital purchased, USB storage device either
due to data storage limitations of their MP3 player, or as a backup.
15. Installing Software
15.1 Service users are not permitted to download or install software on Trust
computers.
15.2 Service users may request specific software be installed in their recovery
review.
15.3 Once the care team have agreed a request then this should be raised with
IT.
16. Downloading files from the Internet
16.1 Service users may download material approved by supervising staff onto
their own memory stick only.
16.2 Material should not be downloaded onto the computer hard drive.

16.3 No files tagged ‘.exe.’ should be downloaded as these are for installing
programmes.
17. Faults with Trust Non Networked computers
17.1 In the event of a problem occurring that cannot be resolved, the ward staff
will refer to IT.
17.2 Where this is an internet connection problem, contact clinical security team
at reception.
17.3 Service user computers are maintained by SPFT IT team.
17.4 Where there is a shortage of printer ink, contact central therapies, technical
instructors who
can order replacements.
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Appendix H: Flowchart - Providing internet access to service users
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Internet
Use of Wi-Fi Form – part of
Admission Pack
(Appendix D)

Service User referral and risk
assessment
(Appendix A)

Uses own device with guest
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Uses PC or device supplied by
the Trust

Internet usage record
(Appendix C)

Patient consent form
(Appendix B)

